JIabopaTropHa po6oTa 5
Tema: I[Iporokonu UDP ta TCP. Crpykrypa naketis UDP ta TCP.

Merta: BuBunTH npr3HaueHHs Ta BUKOpUCTaHHA 1poToko/iB UDP ta TCP.

1. TeopeTnuHi BigomMocTi

[TpoTtokon kopucTyBalbkux gararpaM UDP (User Datagram Protocol) onmcano y
nokymenti RFC 768. UDP € mnepBuHHUM cepBicoM, 1IJ0 Iiepecuia€ IIPOCTI
noBigomienHss B IP maketax 0e3 BHUKOPHUCTAaHHS MeXaHi3MiB, II[0 TapaHTYIOTh IX
[lOCTaBJIeHHd OTpUMyBauy. Y noJii 3aronoBky IP nakera "I[IpoTokon BepXHbOro piBHSA"
BKa3ye KO/, [IPOTOKOJY, 1[0 [TepeHOCUTh KOPUCTYBALbKY ZaTarpaMmy Ha TPaHCIIOPTHOMY
pieHi (ay1a cteky TCP/IP 11e abo 06 - anst TCP, abo 17 ans UDP). AnasoriuHo, y mosmi
3arojIoBKy JararpamMu ToBMHHa OyTu azipecHa iHdopMailis, IJ0 BKa3ye Ha CepBicC
TIPUKJIQIHOTO DiBHS, KWK HaJla€ KOPUCTYBAL[bKi [aHi [/ MepecusiaHHsI 10 Mepexi.
Takoro agpecHoro iHdopmariiero € 16-po3psgHuit HOMep MopTy. Y Tabm.1l HaBeZieHO
3HAUEHHS Ta BUKOPMCTAHHA [JesdKUX TMOpTiB TpoToKoay UDP 3arajbHOAOCTYITHUX
CepBiCiB.

Tabmuisl. [leski 3araapHOBigoMi mopTi ipoTokony UDP

[Topt IM’s cepsicy | [JlokymeHT Ornmc
abo nporokony |RFC
7 echo 792 [Ipy3HayeHO AJisi TeCTyBaHHsI 3B’SI3Ky 3aco00M BiJnipaB/ieHHs
JlaHUX Ha BY30/1 Ta OTPUMAaHHs BiJ HBOIO IX Yy He3MiHHOMY
BUTJIAL
9 DISCARD 863 [Tpu3HaueHO A7 TeCTyBaHHSI 3B’SI3Ky 3acoOOM BifripaBiieHHs

JlaHUX Ha BY30/, SIKMM BiJKWJA€ TIpDUMHATE Ta He BiAnpasisie
HISIKOI BIZTIOBI/I

11 SYSTAT 866 Bupae crivcok akTMBHMX KOPUCTYBAauiB B OrepaLiiHii CUCTeMi

13 DAYTIME 867 [Tpu3HaueHO [/1s1 TeCTyBaHHS 3B’sI3Ky 3acO00M OTpHMMaHHS Bif
cepBepy akTyaJ/IbHOI 1aTU Ta 4Yacy y TeKCTOBOMY BUIJIS/1

19 CHARGEN 864 CHARGEN (Character Generator Protocol). BigmoBigae Ha
JaTarpaMmy JatarpaMol, I[0 BMIIlly€ BWITaJKOBe YKMC/I0 OaiT
(0-512)

53 DNS 1034 Domain Name System — cucrema JoMeHUX iMeH. KoM’ toTepHa

pO3ro/iiJieHa cucTeMa Jijisi OTpUMaHHs iH(opMallii 1po JoMeHHu.
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[Toptu 3 HOomepamu Bif 0 mo 1023 3akpinneHo y gokymeHTi RFC Assigned
Numbers 3a crangaptHumu cepBicamu (well-known services). IHIi HOMepa TMOpTiB
(Bume 1023) HaAAIOTLCA KIEHTCHKOMY TIpOrpaMHOMY 3a0e3reueHHIO I10  Mipi
HeoOXifIHOCTI criocoOoM BUiIEHHS HOMEpPY TOPTy 3 TyJay [JOCTYITHUX TIOPTIiB.
Komb6inartis IP-agpeca Ta HOMep TOPTY, 110 BUKOPUCTOBYETLCS I afpecallii, iHOAi
3BeThCsl azipecoto socket. Anpeca socket 3abe3reuye s cepBepy Ta KIIEHTY BCHO
iHndbopmMariito, sika HeobximHa Ay ineHTUdiKaIlii mapTHEpa 3 KOMYHiKaIjii. 3a JOTIOMOTH
KOMaHAM netstat -na MO)KHA BUBECTH CIIMCOK HAsSBHUX KOMYHIKallii BYy3/1y 3
BijjoOpakeHHsIM ajipec socket.

UDP — wiHiManbHul oOpieHTOBaHUM Ha 00pOOKYy TMOBi/jOM/IeHb TPOTOKOJ
TPaHCIOPTHOTO PpiBHSA, sIKMK 3afokymMeHTOBaHuMM B RFC 768. Ilaker UDP mae
BU3HAUeHy CTPyKTypy (puc.l). Ilepitii 1Ba 6aiiTy BU3HAUalOTh MOPT BiAnpaBHuka UDP-
TMaKkeTy, a HaCTYIHI /Ba — MOPT MOro OTpUMyBaua. K10 OTpUMyBauy — CepBep, TO Lie
Oyzme «mobpe Bimomuii» craTuuHuil Mopt. [lose JOBKWHK BH3HAYa€ 3arajibHy KilbKiCTh
OaiitT y 3aronoBky UDP Ta obsacti ganux. ®akThuHa Meyka [jIsl JOBKWHHM JAHUX MPU
BUKopuctaHHi IPv4 — 65507 (8 6aiit Ha UDP-3aronoBok Ta HeobximHo 1je 20 6aiiT Ha
[P-3aronoBok). Ilone KOHTPOMBHOI CyMM TiepeBipse€ KOpekTHicTh BMmicty UDP
noBifjomsieHHst. [laHi moBUHHI OyTH KpaTHUMM OBOM OaiiTam, TNpu HeoOXigHOCTI 1ie
JOCATAETHCS 3aTIOBHEHHSM HYJ/IbOBUMH OaliTaMHu.

bitu 0-15 16-31

0-31 [Mopr BignpaBHuKa (Source port) [Topt orpumyBaua (Destination port)
32-63 HoexuHa patarpamu (Length) KontposibHa cyma (Checksum)
64-... Hani (Data)

Puc.1. Crpykrypa nakery UDP

TCP (anrs. transmission control protocol — MpoToKo/ ynpaB/iHHS Tepejayeto)
— OJWH i3 OCHOBHMX TMPOTOKOIIB IHTepHeT, SIKMM TIpHM3HAYeHO [J/s1 yIpaBJ/IiHHSA
niepefavero AaHnx. Mexati3zm TCP 3abe3neuye cTBOpeHHS TTOTOKY JaHUX 3 TIOTepeAHIM
BCTaHOBJIEHHSIM 3’€IHaHHs, 3a0e3reuye MMOBTOPHUM 3alUT [JaHUX y BUMAAKY iX BTpPATU
Ta ycyBae Ay0O/rOBaHHS TIPYM OTPHMMaHHI ABOX KOMii ofHOTo makeTy. Takuii MexaHi3m
poboru TCP, Ha Bigminy Big UDP, rapaHTye IjilicCHiCTb TiepefjaHUX MJaHUX i
MOBIJOMJIAE BiJNIpaBHUMKA NP0 pe3yabTaTd mepefaui. Peamizauii TCP 3a3Buuan
BOymoBaHi y siipo OC.

[ kopucTyBaya Iepefiaya JaHUX 3 BUKOPUCTaHHAM IpoTokosy TCP Burisazgae
K T0TOKOBa. Y mikicHocTi, TCP 3abe3neuye oOmiH maketamu gaHux. TCP-makeT mae
BU3HAUeHy CTPYKTYPY, Ky [10Ka3aHO Ha pUc. 2.



bitn 0-3 4-9 10-15 16-31

0-31 ITopr BignpaBHKKa ITopt oTpumyBaua

32-63 [NopsizkoBuit HOMep

64-95 Howmep nigTBepKeHHS

96-127 JoBxuHa peseps [Tpanopui Po3mip BikHa
3arojIoBKy

128-159 KonTtponbHa cyma [Toka)KuvK BaXJIMBOCTI

160-191 Oriii (HeoOO0B’13KOBI, aie MPAKTUUHO BUKOPHUCTOBYIOTHCSI KOXKEH pa3)

192-... Hani

Puc.2. Ctpykrypa nakety TCP

[TopT BigmpaBHMKA Ta MOPT OTpUMyBauya € 16-0iTHUMM MOMASIMM Ta MaroTh
3HaueHHsI HOMepiB MOPTiB Bi/npaBHUKa i aapecaty TCP-nakery. ITogi6Ho 0 UDP s
TCP Bu3HAueHO TEeBHi TOPTH, fIKi aCOLIMOBAHO 3 [eSKUMH TWUIAaMW CepBICiB Ta
cepBepamu (Tab/1.2). [Iia GisbiiiocTi MOPTIB MporpamMHe 3abe3reyeHHS] BUKOPHCTOBYE
OJHI 1 Ti camMi HOMepa, ajie 3 pi3HWUMU TPaHCIIOPTHUMU MIPOTOKOJIAMU.

Tabsurs 2. [leski 3aranbsHOBizoMi mopTy ipoTokoay TCP

ITopt |ImM’s cepsicy | [JlokymeHT Onuc
abo mpotokony |RFC

7 echo 792 cMm. Tabs.1

9 DISCARD 863 cM. Tabm. 1

11 SYSTAT 866 cM. Tabm. 1

13 DAYTIME 867 cM. Tabm. 1

19 CHARGEN 864 cM. Tabm. 1

20 FTP 959 FTP-DATA — pns niepefaBanus ganux FTP

21 FTP 959 FTP (File Transfer Protocol) — mpoTokon nepesiaBaHHs (aiiiiB
y TCP-mepexi. [TopT 21 npusHaueHo Ay FTP-koman,

25 SMTP 821 SMTP (Simple Mail Transfer Protocol) — mnporTokon
riepe/ilaBaHHs eJIeKTPOHHOI TIOLITHU Y MepexKi

53 DNS 1034 cM. Tabm. 1

80 HTTP 1945 HTTP (HyperText Transfer Protocol) — mpoToKoJ1 TIPUK/IaJHOTO
piBHS /151 Iepe/iaBaHHs JaHUX

110 |POP3 1939 POP3 (Post Office Protocol Version 3) — cTraHgapTHUi
MIPOTOKOJI, II[0 BHUKOPWUCTOBYETHCS KJIiEHTaMU eJIeKTPOHHOI
TIOLLITH /71 OTPUMAaHHS MOBiZJOMJIeHb 3 Bi/iia/ieHOT0 CepBepy
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HactynHe 32-6iTHe monie (6itu 32-63) € TIOpsIKOBUM HOMEpOM abo HOMEpOM Y
nocifioBHocTi (sequence number). Moro 3HaueHHs BU3HAya€ MosoyKeHHs JaHux TCP-
TaKeTy ycepeJHeHI BUXiZJHOTO MOTOKY JaHUX, L0 iICHY€E B Me)XaxX [MOTOYHOI'0 JIOTIUHOTO
3’eqHaHHS. Y MOMEHT BCTAaHOBJIEHHS JIOTIYHOTO 3’€QHAHHSA i TMepIIuK, i APYTUM BY301
B3a€EMO/Iil reHepyrTh CBOI [OYAaTKOBI HOMepU Yy MOCIIZOBHOCTI. OCHOBHI BUMOTU [0
LIbOr'0 TOJIIO TIOJISITAal0Th Y BUKJIFOUEHI MMOBTOPEHb Y MPOMIKKY uacy, MPOTArOM SIKOTO
TCP-nakeT MO>Ke 3HaXOAWTUCH Y Mepexi (uac >kutts IP-maketa). By3nu oOMiHIOIOTHCS
LIMMU [10YaTKOBUMU HOMepamH i MiATBep KYIOTh IX oTpuMaHH4. I1if yac BiAnpas/ieHHA
TCP-nakeTiB 3 JaHMMU 10J1e "HOMep B TMOC/IIJOBHOCTI" Ma€ CyMy MOYaTKOBOT'O HOMepYy
Ta KiZIbKOCTi 6aiiT, 1110 BKa3ylOTh Ha paHillie TiepeJjaHi /aHi.

Homep migTBepmkenHs (acknowledgement number) € 32-GiTHUM mMojieM, siKe
BU3HAYa€ KIiJbKICTb MPUUHATHUX JaHUX i3 BXigHOro mnotoky po TCP-momymnto, 1o
ctBoproe TCP-naker.

3a HUM HJe JoTHpPLOX-0iTOBe MoJje, 10 BKa3ye€ Ha JOBXKHHY 3arojioBKy TCP-
nakety y 32-0iTOBHMX C/OBax Ta sike BUKOPHCTOBYETHCS [/I1 BU3HAUEHHS TOYATKY
po3MminjeHHs ganux y TCP-nakeri.

[Tone «IIpamopui» BMilye 03Haku BCcTaHOB/eHHs 6 riparnopuiB: URG, ACK, PSH,
RST, SYN, FIN.

SIkmo 6it mparopuss URG BctaHoBneHo y 1, To 1ie o3Hayae, mo TCP-makeT mMae
Bak/MBI (urgent) aani. Bcranosnenns y 1 mpanopys ACK o3Hauae, o TCP-naket mae
y T10J1i "HOMep MiATBepAyKeHHA" BipHi JaHi.

BcraHoBnennss y 1 mnparopiiss PSH Oyzse BuMaraTu HeBifKnasHOI mepejaui
npuknagHivi niporpami aanux TCP-nmakety, ajas kKol ix agpecoBaHo. IliaTBepykeHHS
s TCP-nakety, 1o mae 3HaueHHs 1 npariopus PSH, o3Hauae, mjo yci nomnepeani TCP-
TaKeTu JOCAIJIU afipecary.

BcranoBnennss y 1 mpamopis RST o3Hauae abo BiAmOBigp Ha OTpUMAaHHS
HeBipHOTro TCP-nakeTy, abo 3anuT Ha TIepeBCTaHOBJIEHHS JIOTIUHOTO 3’ €THAHHS.

[Tpanopens SYN, BcTtaHoBneHud y 1, o3Hauae, o TCP-maker € 3androM Ha
JioriyHe 3’eqHaHHA. OTpHMMaHHA IaKeTy 3 BCTAaHOBJIeHUM rpariopleM SYN TTOBUHHO
TiATBepKYyBaTUCh BY3/IOM-OTPUMYBauyeM.

[Tpanopens FIN, BcTaHoBieHuit y 1, o3Hauae, 1mjo TCP-makeT € 3aniToM Ha
3aKPUTTS JIOTIUHOTO 3’ €JHAHHS Ta € O3HAKOIO KiHLS TIOTOKY [aHUX, 10 MepejarThCs B
LbOMY HarpssMKy. OTpuUMaHHSI TakeTy 3 BCTaHOBJeHUM rmpanopuemM FIN 1oBUHHO
MiATBepP KYBaTUCh BY3/IOM-OTPUMYBauyeM.

[Tone «Po3mip BikHa» € 16-06iToBMM TI0/1IeM, siKe TIOKa3y€ KilbKiCTh OauT
indopwmatiiii, 1110 Moke TIPUUAHATH [0 CBOTO BHyTpimHBOro 0ydepy TCP-moay/b, saxkuit
BiAnpassisie iHmomy By3/y el TCP-naket. Lle mone BukopuctoByetbcsi TCP-Mogynem
rpuiMauva TOTOKY [JaHWUX [/ yOpaB/IiHHA IHTEHCHMBHICTIO LBOTO MOTOKY. SIKIIoO,
BCTAHOBUTM 3HaueHHs 1oyisi «Po3mip BikHa» 0, TO MOKHA TIOBHICTHO 3YIIWUHUTHU
riepesiaBaHHs faHuX. [lepemgaBaHHS OTIM MOXKHA TIOHOBUTH TIJIbKU, SKILO PO3MIp BiKHA
NpuiiMe JOCTaTHbO BeMKe 3HaueHHs. MaKCcuMajqbHUM PO3MIp BiKHA 3a/IeXUTh Bif
peamizaiiii. Y gesikux peasizalisix MaKCUMaJbHUKW PO3MID MO’Ke BCTaHOBJIFOBAaTUCh
CACTEMHUM aJMiHICTpaTOpOM. BU3HaueHHs ONTUMAa/IbHOIO PO3Mipy BiKHA € OJHI€IO 3



HalOinbII CK/IaHUX 3afau peasisailii mporokosay TCP.

[Tone «KoHTponbHa cyma» - 16-0iTOoBe 1osie, 3HaUEHHS SIKOTO BU3HAYAETHCS SIK
KOHTpOJibHa cyMa TCP-3arosoBky, JaHuX IakeTy Ta I1CeB03aroJioBKy, KO BiH €.

[Tonme «[ToKaXkKuWK Ba)kKMMBOCTi» - 16-06iToBe TI0/iIe, BW3HAUae 3Mill[eHHS Ha
niepiioro 6aiTy y Tisii TCP-TlakeTy, TToUrHaE MOCTiIOBHICTh BAXK/TUBUX (urgent) ZaHUX.

JonaTKOBI [aHi 3aro/ioBKy — Lje MOC/IiJOBHICTh T10JIiB JOBUIBHOI TOBXXWHH, LII0
OTUCYIOTh HeoOOB’si3KOBi fZiaHi 3arosioBky. IIporokon TCP Bu3Haua€e Tpu THIH
[I0JaTKOBUX [JaHUX 3ar0JIOBKY:

- KiHeLb CIMCKY TOJIiB JOAAaTKOBUX [JaHUX;
- nycrto (No Operation);
- MaKCUMaJbHUW PO3MIp MakKeTy.

JJonaTKoBL [aHi OCTaHHBLOrO THUITY HaACUIarThbCcss Yy TCP-3arooBKy y MOMEHT
BCTAHOBJIEHHS JIOTIUHOTO 3’€JHAHHS [IJ11 BKa3yBaHHS Ha rOTOBHiICTh TCP-Moayns 1mo10
npuiiMaHHsl MakeTiB goBiie 536 6GabitiB. B UNIX-peanizailiix [0BXWHA MaKeTy
3a3BMYall BU3HAYAETbCS MAKCUMA/bHOK JOBXUHOIO [P-cermeHTy f/1s1 Mepexi.

Eramu TCP-B3aemojii

OcHoBHOw BigMminHicTio TCP Big UDP € T1e, mo nporokon TCP BUKOHYyE
JI0/IaTKOBY 3afiauy — 3abe3reuye HajliliHe [JOCTaB/AeHHSI AaHUX. [nas pileHHs Ifi€l
3a7aui 1ipotokos TCP BUKOPUCTOBYE MeTOJ IPOCYBaHHS [aHUX 3 BCTAHOBJIEHHS
noriyHoro 3’eaHaHHs. JloriuHe 3’€IHaHHS []a€ MOX/IUBICTh Y4aCHUKaM OOMiHY CTEeXXUTH
3a TUM, 11106 faHi He Oy/10 BTpaueHo, 3MiHeHO ab0 TMpoAy0/IbOBAHO, a TaKOX 11100 BOHU
TIPUMALLIA 10 OTPUMYBaya y TOMY TOPSJIKY, B IKOMY ix 0yJio BiAmpaB/ieHo.

B3aemopis By3/1iB 3 BUKOPUCTaHHAM IPOTOKOJy TCP Mae Tpu ertanu:

- BCTAHOBJIEHHS JIOT'TYHOTO 3’ €JHAHHSI;
- o0OMiH maHUMU;
- 3aKpUTTA 3’ €JHAHHS.

[Tporokos TCP BCTaHOBJIIOE I0TiUHE 3’€HAHHA MIXK MIPUKJ/IaAHUMU TIpOLjecamu, y
KO)KHOMY 3’€[JHaHHI IIPUMMAarOTh y4acTb TiIbKM fBa npouecu. TCP-3’eqHaHHA €
OYTIZIEKCHUM — KOKHUM 3 YUYaCHUKIB 1[bOTO 3’€JHAHHS MOXXKe OZJHOUaCHO OTPHUMYBaTH
Ta BignpaeBnasatd pAaHi. IIpu  BcraHoBieHi JioriyuHoro 3’egHaHHd  wMmogynai  TCP
JOMOBJISIFOTBCSI MK COOOIO TIPO TIapamMeTpH MpoleAypy 0OMiHy AaHUMH. Y TPOTOKOI
TCP Ko)XHa CTOpOHa 3’€HaHHSA BiJANpaB/si€ TNPOTHIEXKHIM CTOPOHI HACTYMHI
rapaMeTpu:

- MaKCUMa/IbHUM PO3Mip CETMEeHTY, SKUU BOHA MO>Ke MIPUMHSTH;

- MakKCHUMalbHUM 00’€M JaHWX (MOJKIMBO [eKilbKa CerMeHTiB), sIKi BOHa
[TO3BOJISIE IHILIM CTOPOHI TepeaBaTh y CBOKO CTOPOHY, HaBiTh SIKILO iHIIA CTOPOHA Iije
He OTpUMasa KBUTaHIL]il0 Ha TIoTnepe/HtO MOpIiit0 AaHuX (pO3Mip BikHa);

- TIOUaTKOBHH TIOPSIKOBHM HOMep 0aiiTy, 3 SIKOrO BOHa IIOUMHAE BiJTiK
IIOTOKY JaHUX Y paMKax JaHoro 3’ €JHaHHS.

Y pe3ynbTatri meperoBopHoro Tipoijecy MoayiaiB TCP 3 o06ox cropiH
BU3HAUAIOThCSl TapaMeTpyd 3’€qHaHHsS. [lesdKi 3 HMX 3a/JUILIAIOTHCS TMOCTIMHUMU



TPOTATOM yCbOr'O CeaHCy 3B’sA3KY, a IHII aJanTMBHO 3MiHIOIOThCA. Hampuknaz, y
3a/Ie)KHOCTI BiJ] 3aBaHTa)keHHS Oydepy OTpuMyBaua, a TaKOXX HaJiMHOCTI pobOTH
MepesXi JMHAMIUHO 3MIHIOETHCS PO3MIP BiKHA Bi/lIpaBHUKa.

3’€lHaHHSA BCTAHOBJIFOETHCS 3a IHILIATMBU K/IIEHTCHKOI YaCTMHU A0AATKy. IIpu
HeoOXiZIHOCTI BUKOHAaTH OOMIH [aHUMH i3 CEepBEPHOI0 YAaCTUHOK I0AATOK-K/Ii€HT
3BepTaeTbCsAd [0 HWXKUYOro 3a piBHem mnpotokonay TCP, sikuii y BiAnoBiAp Ha Le
3BEepHEHHSI BiJMPAaB/Isi€ CEerMEHT-3allUT Ha BCTAaHOBJIEHHS 3’€JHAaHHS 3a IIPOTOKOJIOM
TCP, sikuii Tipalftoe Ha CTOpPOHi cepBepy (puc.3, a). ¥Y 3anuTi € npanopelb SYN, sikuii
BCTaHOBJIEHO Y 1.

TCP TCP b TCP
KMEHT cepsep cepsep
3anuT Ha 3,aKpV'TV'
3'eAHaHHS _ 3 €AHaHHA iy
MigroToBka
3'eIHaHHA
ycnilHe P\C(\
3akputu
?@ 3'eiHaHHA
CraH
Established d ACk
y \/
Talim -ayT<
N~

3aKpUTO

Puc.3. Ilpouenypa BCTaHOB/IEHHSI Ta pO3pUBY JIOTIYHOIO 3’€[JHAHHSA IIpU
HOpMaJIbHOMY Iepe0iry mpotiecy.

[Ticna orpuManHsa 3anuTy, MoAy/ib TCP Ha CTOpOHI cepBepy 3BepTaEeTbCs [0
oreparjiiiHoi cucTemMu 1100 3abe3reyeHHs] MMEBHUMU CHCTEMHUMH pecypcaMu Jis
opranisaiiii 0ydepis, TaiimMepiB, MiunibHUKIB. L]i pecypcu MoB’A3y0ThCA i3 3’ €AHAHHAM
3 MOMEHTY WOro CTBODEHHS 1 J0 MOMEHTY pO3puBY. {KIII0 Ha CTOPOHI CepBepy yCi
HeoOXigHi pecypcu Oynmm oTpuMaHi i Bci HeoOXifgHi fil BUKOHaHO, TO Mogyab TCP
BiAnpasJisge KiieHTy cermeHT 3 ripariopusamu ACK ta SYN.

Y BiAmnoBiAb KIIi€HT 1ocusiae cermeHT 3 rparnopuem ACK Ta nepexoguts y cTaH
BCTaHOBJIeHOro JjioriyHoro 3’egHaHHsa (craH ESTABLISHED). Komu cepBep oTtpumye
riparioperib ACK, BiH Takox nepexoauts y craH ESTABLISHED. Ha npomy rnipoueaypa



BCTAHOBJIEHHSI 3’€/IHaHHS 3aKiHUY€ETbCSA i CTOPOHHU MOXXYTb TIEPEXOAUTU [0 OOMiHYy
JlAHUMHU.

ETanm BCTaHOB/IeHHS1 3’€/lHAHHA OTPUMAaB Ha3By 'TIOTpikHE PYKOCTHCKaHHS"
(three-way handshake).

3’enHaHHs Moyke OyTH po3ipBaHe y Oy/b-sIKWii MOMEHT 3 iHiI[iaTMBH Oy/Ib-SKOI
CTOPOHH — KJIiE€HTChKOI abo cepBepHOi. [I/s1 1bOTO K/TiEHT Ta cepBep ITOBUHHI
obminsiTHCh cermeHTamu FIN Ta ACK, y mocmiioBHOCTI, sIKy TIoKa3aHo Ha puc. 5(0), ge
iHIL[laTOpOM BUCTYIIA€ KJII€HT. 3’ €IHAHHS BBAXKAETbCSI 3aKPUTUM ITiC/Is1 eKOro 4yacy, Ha
MpOTsA3i SIKOrO CTOPOHA-iHILiaTOp BMEBHIOETHCS, [0 1I 3akmouHuid curHan ACK
OTPUMaHO HOPMAJIbHO i BiH He BUK/MKAB HisIKUX «aBapiHUX» TOBiJoM/ieHb 3 OOKy
cepBepy. COKeT 0IHOUYACHO MOXKe TIPUMMAaTH y4acCTh Y JeKUIbKOX 3’ €/THaHHSIX.

Cxema wHymepanii TCP mepenbauae TMpHB/IaCHEHHS TIOPSAKOBOTO HOMEpY
KO>XKHOMY HaZlic/laHOMy y 3’€HaHHi 0aliTy JaHuX. Y 3aro/ioBKY cerMeHTa BKa3yeTbCs
HOMEp TIepiioro OaliTa moJs AAaHWX I[bOTO cerMeHTa. Bix mnpuiiMaua HeoOximHe
MiJTBep/KeHHs npuiiMaHHsA cerMeHTa. Akimo ACK He mpuxoAuTh 3a iHTepBa/l TaWM-
ayTy, JaHi T[epejalTbCsd TIMOBTOPHO. TakKWM MexXaHi3M Ha3UBa€TbCd MO3UTUBHUM
NiJTBep/AKeHHsIM 3 peTpaHC/siieto (positive acknowledgment with retransmission). Y
niareepykedi TCP, 110 HajCWIaeThCA TiepefaBauy, BKa3y€TbCsl HOMEpP HAaCTYITHOT'O
baliTy, 1m0 ouikye mpuiiMau. Hacmigkom Takoro mexaHi3my € Te, I[0 y BUITAJKy
repecy/iaHHs OCTaHHbOI'O0 CEerMEeHTY JaHUX (Hampuk/aj, (aity), 3 HOMEepOM Mepiioro
OaiiTy monst JaHWX N TIpUiiMad BiJNIpaBUTL MiATBep/pKeHHsT 3 HoMepoMm n+1. Togi
TMepIInii CerMeHT 3 HaCTYIMHUMU JaHUMU (HacTyrHuM ¢aiin) 6yje MaTu HOMep MepIioro
Gaiity mons ganux n+1. Tomy HeobOXigHa [JOCTaTHRO BeMKA PO3PSAAHICTH IO, IO
30epirae HOMmep mepiioro 0OalTy ToNg JaHWX 1 108, 10 30epirae  HoMmep
TiATBepAKeHHS.

[Tpotokon TCP peanidye MexaHi3MM YIIpaB/IiHHSI TIOTOKOM, L0 HaJXOAATh [0
By3/a-MpyiiMada Aanux. [1if yac BCTaHOB/IeHHS 3’€JHAaHHS KOKHUU 3 BY3/1iB BU3HAuae
TIPOCTip mam’ATi 7151 BXifgHOTO Oydepy 3’€AHaHHS i TIOBiIOMIISIE PO 1ie iHIIy CTOPOHY.
BikHo ripuiiMaHHs (receive window) € 6yab-sIKuM MpOCTOpPOM y BXigHOMY Oydepi, 1110
ITle He 3aiiHATe AaHMMU. 3BibHeHHs Oydepy BiJ MPUMHATUX AAHUX BUKOHYE O/AaTOK
oTpuMyBaya. lleli mipoiec 3a/ieXuTh BijJ TPOAYKTUBHOCTI Ta 3aBaHTa)XEHHSI BY3/Y
orpumyBada. Koxxaui1 BignpaBnenu npuiiMaueM ACK Mae BilOMOCTI Mpo MOTOYHUM
CTaH BiKHa TMpUKWMaHHS, Yy 3a/e)KHOCTI BiJ] SIKOTO PperyareTbCs TMOTIK [aHUX Bif
BiAinmpaBHUKa. 3a3Buuai migTBep/ykeHHs ACK BiAnpaBnsitoTbCsi He Ha KOXHUU
HaZliC/TaHUM CerMeHT, a Ha HerepepBHUM O/I0K 3 JIeKiJIbKOX CEerMeHTIB, IKUi 3i0paHo y
BikHIi ripuuimaHHs. [le 103BoJIsi€ He BiIKMJAaTh CErMEHTH, 1[0 HaJIMIIIM He 3a MOPSAKOM
BiJiTIpaB/IeHHs, a BIIOPSAKOBYBAaTH IX Yy BIAMOBIAHOCTI 3 TMOC/IJOBHICTIO HOMEPIB Ta
po3MipaM cerMeHTiB. By30/-BiAlIpaBHUK IIOBUHEH BIJCTe)XYBaTHU KIJIbKICTh BxXKe
BifillpaB/ieHUX [aHWUX, Ha $Ki HaJIUIUIO TIiATBEeP)KeHHS Ta IIOTOYHWUK pO3MIp
MPUMMAaJ/ILHOTO BiKHa OTPUMYBaya.
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. IligroryliTe aHanizaTop Mepe>keBUX TNPOTOKO/IiB WireShark o 3axomsieHHs TiJIbKU
naketiB UDP, HanamTyBaB BifinoBigHui (isibTp. BUKOHaWTe 3aX0I/IeHHsT [eKi/IbKOX
naketis UDP.

. BukoHaiiTe aHani3 3axoruieHUWX MakeTiB. HaBeniTh y 3BiTIi Jamm  3aroJyioBKiB
MepeXXeBOro Ta TPAHCIIOPTHOrO PIiBHIB OJHOrO MakeTy. YKaxiTe rose B IP-
3aro/ioBKYy, 1110 BKa3ye Ha TpaHcrnopTHUM npotokos UDP. [TosicHITE 3HaueHHs MOJiB
3aroJioBKy 3axoruieHoro UDP-nakerty.

. Ona 3axoryieHHsi Ta aHanizy TCP-makeTiB BHUKOPUCTOBYWTe Oyab-sikuii Opaysep
Internet. 3amycTiTh Woro. [ani miAroTylTe aHami3aTOp MepeXXeBHUX IPOTOKOJIIB
WireShark o 3axoruieHHs Tijibku nakeTiB TCP, HanmaiTyBaB BiAnoBigHUN (GigbTP.
[TepeBefiTh aHasi3aTOp y PE>KMM 3aXOTUIEHHS TIakeTiB. Y Opay3epi yBeAiTh agpecy
www.znu.edu.ua Ta HaTUCHITh Enter. AHasi3aTop 3ax0MUTb MHOXKHHY MaKeTiB, cepef
SAKAX TIeplli TPU BHUKOHYIOTH IIPOLIeAYpPY BCTaHOBJIEHHS JIOTIYHOTO 3’€JHaHHSA
(«moTpitiHe pYKOCTHUCKAHHSI»).

3HaUZiTh TAaKeTH, 10 BUKOHYHOTb BCTAHOBJIEHHS 3’€[QHAHHS, Ta HaBeJiThb AaMI iX
3aroJIOBKIB TPAHCIIOPTHOT'O PiBHS Ta MOSICHITH 3HAUYEHHS 1X T10JIiB.

. Iligroryuire 3BiT.

KoOHTpO/IbHI NIUTAaHHA

Mo 3BeThCs1 cokeToM (socket)?

[ yoro npusHaueHo nmopty 3 Homepamu Bif 0 go 10237

Aka crpykrypa UDP nakety?

3a AKHUX YMOB 00MiHy JaHMMH Y Mepexi BukopuctanHs UDP mnakeTiB € Haii0inbIi

00IpyHTOBaHUM?

5. Uu moxxHa ¢parmentyBatd IP maketu, mo Hecytb UDP mnaketu? [alite
TIOSICHEeHHS.

6. flka Haiibinblla AoBXMUHA O/IOKY [aHUX, 1110 MepejaETbCs 3a AOTOMOTOI0 MaKeTy
uDP?

7. Y yoMy mpuHLMIIOBA pi3HULA MK nipoTokosiamu UDP ta TCP?

8. [lyis pillleHHs SKKX 3a/a4 Kpallle BAKOPHMCTOBYBAaTHU NpoTokos TCP?

9. fIka ctpyktypa nakety TCP?

10.Ha wo Bka3ytote mosisi “IlopsiakoBuii HoMep” Ta “Homep mifgTBepikeHHs” B
naketi TCP?

11.Ha o Bkasye mnoJjie “Po3mip BikHa”? Ko/ 3MiHIOE€TBCSI KIOT'O 3HAUEHHS ?

12.41ki mipariopuii i A1 4Oro BUKOPUCTOBYIOTHCA B nakeTi TCP?

13.51ka moc/TiZIOBHICTD fiiti Ha TOYaTKy 00OMiHy JJaHUMU 3a poTokosoM TCP?

14.9u MoxyTb opgHouacHO mig TCP Ta UDP BUKOpPUCTOBYBaTHMChb TOPTU 3

OJJHaKOBUMM HOMepaMu? [lariTe MOSICHEHHS.
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