JIABOPATOPHA POBOTA 2
Tema: Ananizarop mepexxeBux naketiB Wireshark. 3axBaT Ta anani3z mepexeBux KaJapiB

Mera: 3a pg0onoMoror aHagi3aTopa BUBYUTH CTPYKTYpy Ta THUOM KaJapiB Yy
KOMIT FOTEpHIA Mepexi

1. TeopeTnyHa YaCTHHA

AHaJi3aTopu MEPEXKEBUX MPOTOKOJIB (aHTI. — sniffer) BigHOCATBCA 10 KaTteropii
3aco0iB, SIKi € HEOOX1THUMH aJMIHICTPATOPy MEpeX1 NI BUSHAUYCHHS Ta aHAI3Y MO,
mo BimOyBalThcs B Mepexi. Pobora anamizaTopiB 0a3yeTbcs Ha BUKOPUCTAaHHI Tak
3BaHOTO '"HEpo30ipauBOTO" (promiscuous) peXUMYy pPOOOTH aganTepy MEPEKEBOTO
iHTEpdeicy. Y nboMy peXuMi KaJpH, sKl MEPEeCUAloThCsl MEpexkero, 0yhepu3yoThes
MEpEeKEeBUM afanTepoM 1, HezanmexHo Big MAC-aapecu mpu3HAYCHHS, aHAI3YIOTHCS.
Kpim 11i€i ocHOBHOI (hyHKIIIT aHAMI3aTOPH 30MpaIOTh Ta BU3HAYAIOTH Y PEaTbHOMY 4aci
3aBaHTA)XECHHS MEpeXl Ta OKpeMUx poOOoYMX CTaHLid, BEAyTh CTaTHUCTHKY
BUKOPUCTAaHHS MEPEXKEBUX MPOTOKOIIB, BU3HAYAIOTh PO3MOJLI KaJpiB Ta MAKETIB 3a
PO3MIPOM TOIIO.

OmgHuM 3 HaUMOMYJSIPHIIIMX aHAII3aTOPIB KaJpiB Ta MAaKETIB y KOMII IOTEpHIN
Mepexi € Wireshark. Anamizatop Wireshark mo3Bosisie BUKOHYBaTH 3axBaT KaapiB 3
MEPEXi, 10 K0T KOMIT I0Tep MIJKIIOUEHO Ta IPOBOJUTH JACTAIbHUAN aHalll3 Oro BMICTY.
SIx mpaBMIIO aHAI3aTOP BUKOPUCTOBYETHCS:

 JUIS pillleHHA MPOOJIEM 13 MEPEXKEIO;

* IS OIIIHKW PiBHS MEPEKHOT OC3IEKH;

e JUII BUBUYEHHS MEPEXKEBUX NPOTOKONIB Ta BHUSABICHHA XHUOHOTO IiX

BUKOPUCTAHHS;

* ]IS JIaTHOCTYBaHHS POOOTH MEPEKEBOTO MPOTPAMHOTO 3a0€3MEUCHHS, IO
PO3pOOISETHCS;

e JUIA BUSBICHHS THITIB MPOTOKOJIB, IO BHKOPHUCTOBYIOTHCS B JIOKAJIbHIH
Mepexi;

* IS BUSIBJICHHS IIPUXOBAHOTO MEPEKEBOT0 Tpadiky.
OcnHoBHUMH BigMiHHOCTAMH Wireshark e€:

« KpocraTdopMoBa peaizallis;

+ 3aXOIUICHHS KaJIpiB Ta MMaKEeTiB, L0 HAAXOAATh JO MEPEXKEBOI0 aAaNTEPY;

« TIOBHA JeTajizaiis iHhopMaIlii Ipo MPOTOKOIH, IO BUKOPUCTAHO y MAKETaX;

« 30epeKEHHS TaHWUX MAKeTy, SIKUK OYyJI0 3aXOIJIEHO, Ta MOXKIIUBICTh MOABIIIOTO
aHaI3y MUX JaHUX;

+ IMIIOPTYBaHHS Ta €KCIIOPTYBAHHSA MAKETIB y Pi3HI BiAOM1 (hopMaTH A7 1HIIUX
porpaM-aHalii3aTopis;

« (UIBTPYBAaHHS MAKETIB 3a OaraTbMa KpUTEPIIMU;

« TIOILIYK MAKETIB 3a OararbMa KpUTEPISIMH;



 3a0apBJICHHS PSAJIKIB 13 3aXOIMJICHUMH TAKETaMH BiAMOBITHO 0 (DUTBTPIB;
e CTBOPCHHS PI3HOMAHITHHX CTATUCTHK;
e Ta IHIIE.

3axoruieHHs KaJapiB MO)XKHa BUKOHATH dyepe3 MeHio Capture—Options abo 3a
nonomororo komana Capture-Start Ta Capture-Stop. Uepe3 Bkiaaky Options MokHa
3poOUTH JJOJIATKOB1 HAJAIITYBAHHS, IIIOJI0 MPOIIECY 3aXOIUICHHS Ta TMOKa3y 3aXOIJICHUX
JAHUX IM1J1 9aC HOr0 BUKOHAHHSI.
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[W]|Apply a display filter ... <Ctrl-/> ud '] Expression... +
No. Time Source Destination Protocol Length Info
10.000000000 SamsungE_49:b1:89 Broadcast ARP 60 Who has 192.168.1.17 Te
2 0.102474882 192.168.1.2 192.168.1.31 UDP 77 47792 — 15600 Len=35
31.126908204 192.168.1.6 255.255.255.255 uppP 140 7765 — 7765 Len=98
4 1.638451494 feB80::e102:7a@8:b11.. ffe2::c SSDP 208 M-SEARCH * HTTP/1.1
5 1.945661587 SamsungE_49:b1:89 Broadcast ARP 60 Who has 192.168.1.1? Te

1 »
» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @

» Ethernet II, Src: SamsungE_49:b1:89 (84:c@:ef:49:b1:89), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

ff ff ff ff ff ff 84 c0 ef 49 bl 89 ©8 06 00 01 I

08 00 06 04 80 01 84 c® ef 49 bl 89 cO a8 01 02 I
8620 cOd a8 01 01 00 08 90 00 60 00 [EEEEE

00 80 00 00 B0 60 00 0O 0O 60 00 00
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Puc. 1. Wireshark no3Bossie 3axonutu MepexeBUi KaJip Ta BAKOHATH aHai3 HOTo
BMICTY

VY BepxHiil yacTuHi BikHa aHamizaTopy Wireshark moka3yroTscs 3axoruieHi kaapu
3 MEpEeXkl 3 BKa31BKOIO IX OCHOBHUX NapaMeTpiB: MEPEKEBOI aJpecu BIANpPAaBHUKA Ta
OTpUMYBaua, THITY KaJIpy, JOBXKUHHU y OaliTax, yaCcy OTpUMAaHHS MiCJs IOYaTKy MpPOIECy
3aXOIUICHHS. Y LEHTpalbHINA YaCTHUHI MOKA3ye€ThCs 1€papXiuHa CTPYKTYypa MEpEeKEBUX
MIPOTOKOJIIB, [0 BUKOPHUCTOBYIOTHCS HA BIJMOBIIHUX PIBHAX MEpeaaBaHHs AaHUX. SIKII0
pPO3rOpHYTH NEBHUN pPiBE€Hb, TO MOXHa NOOAYUTHU OIMUC IOJIIB HOro 3arojioBky. Y
HIDKHIM 4YacTWHI BIKHA - NIICTHAAISITUPIYHUN JaMn  kKajapy (OaiTtu kaapy, SKi
MIPECTaBIICHO y MIICTHAAIATAPIYHOMY dhopMaTi).

Anpeca BiJnpaBHUKa Ta oTpuMyBayda y kajapi Ethernet 3a3Buyaii MaroTh JOBXHUHY
6 GaittiB. Y MAC-anpeci monoamuii OIT mepioro 0aWTy € 03HAKOI 1HIWBITyaIbHOI
abo rpymoBoi agpecu: 0 - BKazye Ha MEBHY CTaHIIO, | - BKa3ye Ha IpyHOBY ajApecy
JEeKITbKOX cTaHmid Mepexi. [lpum mmpokoMoBHIN aapecamii yci Oitu  agpecu
BCTAaHOBIIIOIOTECSL B 1. Anpeca oTpuMyBada MOXe OyTH SIK 1HAMBIAYyalbHOIO, TaK 1
rpynoBor0 ad0 MIMPOKOMOBHOKO. BilTpaBHUK MO>Ke€ MaTH JIMIIE 1HAMBIIyalbHY aJpecy,
TOOTO MONOAIIMM OIT nepiioro Oaita Horo aapecu 3aBxAu Mae 3HadeHHs 0. [pyruii 61T



BKa3y€ Ha YHIKAJIbHICTh aJpecu y rinodanbHoMy ceHcl: 0 — yHikanpHUI rio6anbHo; 1
— VYHIKQJIBHUA y Mexax JokainbHoi Mepexi. Ilepuni 3 Oaiith (32 HOpPAIKOM iX
nepeaBaHHs y Mepexl Ta TpaauuiiiHoMy 3anucy MAC-anpecu) € yHIKaJIbHUM
ineHTugikaropom opranizamii (OUI), ski peecrpauiiina agminictpauis IEEE Hagae
BUpPOOHUKAM MepexkeBoro odnagHanus. Octandi 3 Oaiitu (Ha puc.l 1e 4, 5 Ta 6 GailiTn)
NPU3HAYAIOTECS BUPOOHUKOM JJIsi KOXXHOTO BUTOTOBIICHOTO E€K3EMIUISPY MPHUCTPOIO 1
TOMY 3a0€31euyI0Th MOBHY YHIKaJIbHICTh Yciei MAC-aapecu.

3 Gaiira 3 Gaiira
OUI (Organisationally Unique Identifier) NIC (Network Interface Controller) Specific
1-nii Gaift 2-nii GaiT 3-iit Gaiit 4-uii GaifT 5-uit 6alT 6-uit 6aiT

b7 |b6 |b5 b4 b3 b2 |bl b0

0: inmuBiqyansHul (unicast)
1: rpynoBwuii (multicast)

. |0: rmo0anbHO yHIKAIbHUN
1: aAMIHICTPY€ETHCS JIOKAJIBHO

Puc.1. Ctpykrypa MAC-aapecu y kKaHOHIYHOMY (opMmaTi

Ha npaktumi y koMm’roTEpHiil Mepexki Ha KaHaJbHOMY PIBHI 3yCTpidaroThecs 4
tunu KazapiB Ethernet (puc.2), mo oOyMOBIEHO TpPHUBAJIOK ICTOPIEID PO3BUTKY
TexHosorii 1o mnpuiiHiaTTs cranpaptie I[EEE  802. IlpaktuuHo yce Mepexese
oOJaiHaHHS BMI€ MOJKE MPAIIOBaTH 3 UMUK (hopMaTamMu KaJpiB.

Kanp Ethernet DIX (a6o xanp Ethernet I1) Bu3Hauae HacTyIHI MMOJIS 3ar0JIOBKY:

— ajpeca oTpuMmyBaua - 6 6aiitiB (MAC-aapeca oTpuMyBaya);

— azpeca BianpaBHuka - 6 OaitiB (MAC-aapeca mepexeBoro inrepdeiicy, 3
SKOTO BIJIIPABIICHO KaJIp);

— TUI npoTokony (mosne Type), 1m0 BKa3ye Ha MEPEKEBUN MPOTOKOJ BEPXHHOIO
piBHS, SKMHA BUKOPHCTOBYE IOJI€ JAHMX Kajpy HAJis Tepenadi cBoro mnakery. s
MO3HAYEHHSI THIy TPOTOKOJIY BHKOPUCTOBYIOTbCS 3HAYEHHS, IO MEPEBUIIYIOThH
3HAYEHHS MAaKCHUMAJIbHOI JIOBXWHU Mo JaHux kaapy (1500 Gaiit) muis 3a0e3neueHHs
BiMiHHOCTI KajpiB Ethernet DIX Bij 1HIIUX THUIIIB;

— Kaap Moke BMimyBatu He Ouibmie 1500 OaliT naHux, ane SIKIIO JaHUX
nepeaaeTbesa MeHI 46 0alT, TO TOJIe JaHUX 3aMOBHIOETHCS Oaiitamu 3 (0 3HAUYEHHSIM J0



MIHIMaJIbHO MPUITYCTUMOI TOBXHHU. 3arajbHa JOBKHHA MIHIMAJIbHOTO 3a PO3MIpOM
Kaapy ckinagae 7+1+6+6+2+46+4=72 Gaiita = 576 6iT. Takuii miHIMaBbHUN po3Mip OYyB
BUMYLIECHUHN JUIsl 3a0€3MeUeHHsI KOPEKTHOI poOOTH MEXaHI3My BUSBIICHHS KOJI31d Ha
MoYaTKy po3BUTKY TexHoJoriid Ethernet;

— TM0JIE KOHTPOJbHOI cyMu (4 0aliTM) Mae 3HA4YEHHs, IO OOYMCIIOETHCS 3a
anroputMoM CRC-32 Ta npu3HaueHe A BUSBIEHHS ILUIBHOCTI KaJpy Ha CTOPOHI
OTpUMYyBaua. SIKIO 3HAUEHHS I[LOTO IOJIA IEPEeNaHoro Kaapy He Oyne 30iratuch 3
00YMCIIEHUM Ha CTOPOHI OTpUMYyBaua, TO TakUil Kajap OyJie MpOIrHOPOBAHO, SIKIO HE
3aJIlaHO THIIOTO0 MEXaHI3MYy.

Kanp 802.3/LLC (abo kamp 802.3/802.2) mae 3arojioBOK, KU € Pe3yJlbTaTOM
MOEIHAHHS 3aroJIOBKIB KajpiB, BusHaueHnx cranpaptamu 802.3 ta 802.2. BinmosigHo
no crangapty 802.2 B mone manux kaapy 802.3 (MAC-miapeBHb) BKIAJAE€THCS Kap
nigpiBast LLC 3 BumaneHUMHU mpanopisiMu movatrky Ta KiHis kazapy. Iloms DSAP ta
SSAP n03BOSIIOTH BKa3aTH Ha CEPBIC BEPXHBOIO PIBHS, IO MEpPECUiiae AaHHI 3a
JOTIOMOTOK0 ILOTO Kajpy. 3a3BUYall 1Ll MOJs MarTh OJWHAKOBI 3HauyeHHs. [lone
YIOPABIIHHS BUKOPUCTOBYETHCS JJI O3HAUYEHHS TUIY KaJpy AaHUX — 1H(OpMaIiiiHui,
KaJp ympaBiiHHS a00 HeHyMepoBaHuil (3a3Buuaii B FEthernet BUKOpPUCTOBYIOTHCS
HeHyMmepoBaHi kaapu). Ha Bigminuicte Bin ¢opmaty Ethernet DIX nBobaiitoBe mose
JOBKMHU BKa3zye€ JOBKMHY IIOJI JIaHUX, sIKe€ He Moke mepeBuuryBatu 1500 OaiTis.
Tomy mo kagp LLC nmomae mo 3aronoBky 3 0aliTH, TO MaKCUMaJIbHUN PO3MIP TOJIS
JAHUX 3MEHIIyeTbes 10 1497 Ganr.

Kamp 802.3
6 6 2 46-1500 4
DA SA L Data FCS

Kamp 802.3/LLC
6 6 2 1 1 1 43-1497 4
DA SA L DSAP | SSAP Control Data FCS
3arojyioBok LLC

Kanp Ethernet DIX (II)

6 6 2 46-1500 4
DA SA T Data FCS
Kanp Ethernet SNAP
6 6 2 1 1 1 3 2 38-1492 4
DA | SA| L DSAP SSAP Control OUI T Data FCS

AAh AAh 03h 000000
3aronoBok LLC 3aronoBok SNAP

Puc. 2. ®opmaru kaapis Ethernet. DA — MAC-anpeca orpuMyBaua,
SA — MAC-agpeca BianpaBHuka, T — moje, MO BKa3zye THUI
OPOTOKOJIYy BEpXHBOTO piBHA, L — momxkuHa nomo ganux, FCS —
noJsie KoHTpoJibHOI cymu (CRC-kop).



Kanp Raw 802.3 (ab6o xamp Novell 802.3). ¥V panHIX Bepcisx omepamiifHoi
cuctremu NetWare ii po3poOuuk ¢ipma Novell mnpoirHopyBama BHMOTY IIOAO
posmimenHss LLC kanpy y xamp 802.3. besnocepennbo 3a 3arojioBkom kaapy 802.3
BOHU po3taioByBanu [PX-makert, skuii mounHaeThesa 3 FFFFh inentudikaropy kaapy
uporo tumny. Novell TpuBanuii yac He BUKOpUCTOBYBaia ciyk00B1 noJis kajapy LLC y
CBOIl omepaiiitHii cuctemi NetWare, Tomy 1110 B IbOMY HE 0YyJI0 HEOOX1AHOCTI - y TIOJTI
naHuX 3HaxoauBcs makeT npotokony IPX. Omepamiiina cucrema NetWare chorossi
IPaKTUYHO HE BUKOPHUCTOBYEThCS, (hipma Novell Bxke BTpaTuia CBOIO CaMOCTIHHICTD, a
niarpuMka mporokoiry IPX y cBiTi Maiixke He 311MCHIOEThCS.

Kanp Ethernet SNAP (SNAP - SubNetwork Access Protocol, mpotokon goctymy
no miamepex). Kaap Ethernet SNAP Busnaueno cranmaprom 802.2H 1 BiH €
posmupeHHsaM kajapy 802.3/LLC 3aBasku BBEJICHHIO TOAATKOBOIO MOJIA 1ICHTH(IKATOpa
opranizamii OUI, sike TakoX MoO)K€ BUKOPHUCTOBYBATHCH IS OOMEXEHHS JOCTYMY 0
MepeXl KOMIT'IOTepiB  IHIMX opraHizamii. JlogaTtkoBuili  3arosioBok  SNAP
BUKOPUCTOBYETHCS JJI1 HAJaHHA OLIbIIOl BHOPAJKOBAHOCTI IMPU MO3HAYEHI THUITY
MPOTOKONY, KM po3Millye cBOKW iHpopMauito y nom gaHux kaapy LLC. Crangapr
802.2 BUKOPUCTOBYE IS 11bOro 0 H00aiToB1 nojst DSAP ta SSAP (mMackcumaiibHo 256
npotokodiB). Y Bepcii mpotokony Ethernet, sky 3ampomnoHyBaaum pa3oM KOMIIaHii
Digital, Intel Ta Xerox (Bepcist Ethernet DIX), 1yist mo3HadueHHsS THIy TPOTOKOJIY Y MOJII
JaHUX KaJpy BUKOPUCTOBYEThCA aBOOaiToBe mose Type. [l mo3HaueHHs MpPOTOKOIIIB
MEpEXKEBOTO PIBHS BHKOPUCTOBYIOThCS 3HadeHHs Buile 05DCh (mricTHaansTKOBUN
dopmar), wnampukian, 0800 BUKOPUCTOBYETHCS I TMO3HAYEHHsA MpoTokony [P.
3aronoBok SNAP Takox Bwminnye aBoOaiitoBe moisie Type, mpusHaueHHs Ta (opmar
saKoro Taki cami sik 1y mons Type kanpy Ethernet DIX. Tppox6aitToBuii Ko opranizariii
(OUI) BuKOpHCTOBY€TbCSA JUIsl MO3HA4YEHHsS Ti€l opraHizauii 1Mo cTaHmapTU3allii, sKa
BIJIIOBIJIA€ 32 YMCIOBI 3HaueHHs nosig Type. Tak, uncioBl 3HayeHHs noyia Type i
3aronoBky SNAP y Bumaaxky BUKOpUCTaHHs ioro y kaapi Ethernet Busnauae xomiter
802.3 IEEE, xoa saxoro 00 00 00. /{ns iHIIUX TPOTOKOJIIB KAHAIBHOTO PIBHS 3HAUYECHHS
KoJiB noJig Type BU3HAUAIOTH 1HILI OpraHizalii o cranjaapTusauii. TakuMm 4MHOM, TIPH
BUKOPHUCTaHHI J0JIaTKOBOTO 3aroyioBKky SNAP nocsiraeTbes cymicHICTh kaapiB 802.3 3
kanpamu Ethernet DIX 3a MeTog0M KOJyBaHHS MAaKeTiB MPOTOKOJIB BEPXHHOI'O PIBHS,
skl nepenaroTbest y noni ganux. [loms DSAP ta SSAP, npu BUKOpUCTaHHI 3arojOBKY
SNAP, orpumytots 3HadeHHs 170(10)= AAh, 1m0 Bka3zye Ha Te, IO y TOJI1 JaHUX KaJpy
LLC 3naxoautbes 3aroioBok SNAP. Ilone ynpasninns 3a3Buuaii mae 3HadeHHsi 03h,
SKE€ BKa3y€ Ha BIICYTHICTh MONIEPETHHOTO 3’ €THAHHS HA KaHAJTLHOMY PIBHI.

SHESUSHIR NONR Her| 3anonsagmase |Het|  3a nones mnuee Het
Tun{rusta " cremyeT [PX s CREGYET wACne AL T
npessauast 15007 saronoeor FFFF,?
Aa Ba Aa
* P *
Kagp Tena Kamp Tena Mowell Kaap Tana Hanp ana
Ethernet DX B3 Ethernet SHAP Ethemnst

Bl2AALC

Puc. 3. Anroput™m BusHaueHHs Tumy Kaapy Ethernet



CyuacHe mepeskeBe o0aiHaHHA miaTpumye yci 4 tumm kaapis Ethernet.

3aB1aHHsA 10 podoTH

1. 3amycrith anamizatop Wireshark. YUepes manenp Mento o6epith (Capture — Options)
a6o HatucHith Ctrl+K.

Wireshark - Capture Interfaces

Input | Output & Options

Interface Traffic Link-layer F
wlo1 A LM Ethernet
any PN WTYS Linux cook

» Loopback: lo Ethernet

b virbro Ethernet
enp0s26u1u2i6 Ethernet
enp0s25 Ethernet
nflog Linux netfi
nfqueue Raw IPv4
usbmon1 Unknown

O06epith BKiIajKky “Options” Ta 3ajaiiTe aBTOMaTUUHY 3yNUHKY 3axoruieHHs micis 1000
kajapiB. HatucHits “Start”.

Stop capture automatically after...

v [ 1000| *| packets

Jlouekaiitech 3axomutenHs 1000 kaapiB i aBTOMaTHYHOI 3yITIUHKH IILOTO TMPOIIECY.

2. BuxoHaliTe CTaTUCTMUYHMM aHa3 3aXOIUICHUX KaJpiB 3a TUIIOM MPOTOKOJIB:
Statistics — Protocol Hierarchy. Bwusnautre KuIbKiCTh KaJpiB 3a TUIAMHU:
Ethernet DIX; 802.3/LLC; Novell 802.3; Ethernet SNAP.

3. Cepen 3axorieHUX KajpiB 3Hak1iTh ouH kaap Ethernet DIX ta oqun 802.3/LLC.

HapeniTe a1 KOKHOTO 3 HUX OlHApPHUI BMICT Ta BIAMOBIIHUMA O HbOTO aHami3. s

IIbOT'0 BUKOPHUCTOBYITE MEPEMIIICHHS y BIKHAX aHAII3aTOPy

+ IEEE 802.3 Ethernet
Destination: Spanning-tree-(for-bridges) 00 (01:80:c2:00:00:00)

Address: Spanning-tree-(for-bridges)_8@ (01:80:c2:08:08:08)

LB L. ... ... .... = LG bit: Globally unique address (factory default)
e .21 oL ... ... .... = 1IG bit: Group address (multicast/broadcast)
» Source: AsustekC_59:04:fc (18:31:bf:59:04:fc)
Lenath: 38
0000 [ENEFICFICEIEENEE 18 31 bf 59 04 fc 00 26 42 42 [EEEEH-1 -Y---&BB
G016 03 0P 6B 60 B B0 80 60 18 31 bf 59 @4 fc @@ B ... o D R
7 B0 G0 80 G0 18 31 bf 59 84 fc 80 03 G0 G0 14 B ... .. 1Y v
02 0O B2 B8 caes

AHauti3arop nokasye OIHaApHHMM BMICT KaJpy Ta BIJIMOBIJHE MPU3HAYCHHS IHOTO IOJIS.



3po0iTh MOBHUI aHai3 KOXKHOTO 13 JABOX OOpaHMX KajpiB, BU3HAUTE MpPHU3HAUYCHHS
KOXXHOTO MOJIsl Ta 10r0 BMICT.

4. Ha npuknaal KaapiB 3 NMYyHKTY 3 MOKaXiTh, 10 32 aJIrOPUTMOM Ha PHUC.3 AIMCHO
MO>KHA BU3HAYUTH THUII ITUX KaJIPiB.

5. Buznaute ski tunu MAC-agpec BUKOPHCTAaHO Yy LHX KaJpax: 1HIUBITyallbHI,
rpynoBi, MHUPoKOMOBHI. HagaiiTe nmosicHeHHs.

6. Cepen 3axormieHUX KajapiB 3HaiAITh Kajp 3 ARP-makerom. HaBenite Hioro 6iHapHuUi
BMICT Ta 3a JJOTIOMOT'OI0 aHaJli3aTopa BU3HAYTE MPU3HAYCHHS Ta BMICT KOKHOTO HOTO
nosis. HaBenite, ckinbku cepen 3axorieHnx 1000 kaapiB BMmimnryBaio naketa ARP.

7. HaBenmith po3monain kaapiB 3a M0BxkUHOIO. KaapiB skoi JOBXHHM HauOiiIbIIe?
CKIIbKH BIJICOTKIB Ka/IpiB MAaKCUMaJIbHOI JJOBXKUHU?

8. IligroryiiTe 3BiT, B KWW BHECITh Pe3yIbTaTU 2-7 MYHKTIB.

KoHTpoJibHI 3an1uTAHHA

[Ilo no3Havaerbest TepminoM  sniffer ?

Jlo sikoro Ty mporpamMHux 3aco0iB BigHOcUTbes Wireshark?

VY yoMy 0COOIMBICTh peKUMY POOOTH “promiscuous’ MepeKeBoro agantepy?

Sxi ¢pynkiii Bukonye ananizatop Wireshark?

Ska nosxkuHa ta ctpykrypa MAC-agpecu?

Sxy MakcUMallbHY 1 SIKYy MIHIMAJIbHY JOBXXKHHY MOKYTh MaTu Ethernet kampu?

[Ilo Take mpeamOyna Ta sIKUH BOHA Ma€ BMICT?

Ckinpku 1 ki Ty kaapiB Ethernet? UuM BoHM BiIpi3HAIOTHCS ?

9. 3 sxux moiniB ckinagaerbes kaap Ethernet DIX?

10.3 sxmx moumiB ckiagaetbest kaap Ethernet 802.3/LLC?

11.Cxutbkn MakcuManbHO Moxe Oyt nepenano kaapis Ethernet DIX miHiManbHOTO
po3MIpy B Mepexi 31 mBHIAKICTIO 10 M6iT/c?

12.CkiIbkM ~ MakCUMallbHO Moke Oytu mnepenaHo kaapiB  Ethernet DIX
MaKCHUMAaJIbHOTO pOo3Mipy B Mepexi 31 mBuakicTio 10 Moit/c?

13.5lka mMakcuMmanabHa TPOAYKTHUBHICTh NEpeAadl JaHUuX y Mepexi, SKIo B HiA
nepecunaoth kajapu Ethernet DIX wmiHiManbHOrO po3Mipy 31 IIBHIKICTIO
10 M6iTt/c?

14.flka MakcumanbHa MPOAYKTUBHICTH Tepelnadl JaHuX Yy MEpexi, AKII0 B Hid

nepecwialoTh kKagapu Ethernet DIX wmakcumanbHOTO po3Mipy 31 HIBHAKICTIO
10 M6it/c?

PN B DD =



