JIABOPATOPHA POBOTA 5
[HCTanswis Ta HanawTyBaHHs ¢aitioBoro cepepy Ha OC Linux
Meta: 03HallOMUTHCh 3 OCHOBaMH HanamTyBaHHs (aitioBoro cepeepy Ha 6a3i OC Linux
TeopernuHi BioMoCTi

SAMBA — 1e mporpaMHe 3a0e3rneueHHs], 1[0 J03BOJIIE€ peastisyBatyd (aiijioBUii cepBep Ta
KoHTposiep fAomeHy (aHanmor Windows Active Directory) Ha 6a3i OC Linux. B skocTi Ki€HTCbKOT
YaCTUHM, 1[0 3abe3rneuye miJKIr0ueHHs 70 (HalioBoro ceppepy, BUKOPUCTOBYETHCS Oy/Ib-sIKe TIPOrpaMHe
3abe3reueHHs], 1[0 BUKOPUCTOBYE TIpoTokos SMB: B Linux/FreeBSD 1je samba client, B Windows —
3BUYalHKI NIPOBiAHKK. Samba € peartisalji€to 3 BiJKPUTUM BUXiJHUM KOJIOM NIPOTOKOJIiB Server Message
Block (SMB) i Common Internet File System (CIFS), 1o 3abe3neuye cepBicu goctyny g0 ¢aiiaiB Ta
TIPUHTEPIB MDK KI/I€HTaMU B pI3HMX ONepaliiHuX CcucTeMax. HamamTyBaHHS CHUJIBHOTO JOCTYITy
(sharing) no cepBepa Samba fo3BoJisie 3abe3rneunTu AOCTYI 40 ¢aiyioBUX Tek Ta 0OMiH (aitiamu Mix
onepauiiHumMu cucteMamu  Windows Ta Linux. Y 1poMy KoHTekcTi Komm'totep Windows
BUKODHUCTOBYBaTUMETbCS SIK K/I€HT JJis1 IOCTYMy [0 pecypcy Samba B Linux.
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[nst BcTaHOBNeHHs cepBepy Samba Ha cucremy 3 Ubuntu Linux HeoOXigHO BWKOpHCTaTH
HACTYIHI KOMaHU:

sudo apt -y update

sudo apt -y install samba

[Tpu BUKOpucTaHHi crtathuyHol [P azpec Ha Samba cepsepi, ciif BianoBicth “No” Ha nMUTaHHS
mozi0 HeoOxigHOCTI HanamryBanHs WINS 3 DHCP.

Package configuration

| Samba server and utilities |

If your computer gets IP address information from a DHCP server on the
network, the DHCP server may also provide informatiom about WINS servers
("NetBIOS name servers") present on the network. This requires a change
to your smb.conf file so that DHCP-provided WINS settings will
automatically be read from /var/lib/samba/dhcp.conf.

The dhcp-client package must be installed to take advantage of this
feature.

Modify smb.conf to use WINS settings from DHCP?

<Yes>

Samba BukopucToBye (aiin KoHpirypauii B /etc/samba/smb.conf. 3minu B 1poMy aiini
KOH(irypariii HabyyTh UMHHOCTI TiJIbKH ITiC/IsI TTepe3artycKy ZeMoHy Samba - smbd.

CtBopuMO (haiinioBy TeKy [/is CITIBHOTO BUKOPUCTaHHS depe3 Samba. YacTo HalbibLI 3pyYHUM
ii po3ramyBaHHsM € /home , KU Moke OYTH SIK OKpEMHUM PO3/1i/IOM Ha >KOPCTKOMY JIMCKY, TaK i B3arasi
OKpeMHUM /IMCKOM abo AKMCKOBOIO chcTeMor0. HoBa TeKa CTBOPIOETHCS 3a OTIOMOTOF0 HAaCTYITHUX KOMaH/,
sIKi BUKOHYIOTBCS 3 TIpaBaMu ajMiHicTpaTopa (root):



# mkdir -p /home/share

# chmod 777 [home/share

Temnep MO>KHa BUKOHATH HaJlallITyBaHHS CMi/IbHOTO AOCTyIy Samba y caiini /etc/samba/smb.conf:

[global]

# Configure correct UTP
unix charset = UTF-8

# Change this to the workgroup/NT-domain name
workgroup = WORKGROUP
bind interfaces only = yes

# Set share configuration at the end
[Docs]

path = /home/share

writable = yes

guest ok = yes

guest only = yes

create mode = 0777

directory mode = 0777

ne Docs — iM’s goctymy Samba;

path = /home/share — aiinoBa Teka /s OCTYIy;

guest ok = yes — yBIMKHEHHSI TOCTbOBOTO [JOCTYTIY;

guest only = yes — piBeHb 3aXUCTY JJis1 yCiX — T'OCTbOBUIA;

writable = yes — crisibHa TeKa JOCTYIHA JJisl 3aIUCY;

create mode = 0777 & directory mode = 0777 — #03Bis Ha AOCTYII yCiX.

HacTynHoro KOMaH/]010 BCTaHOB/IFOEMO TPYMYy BIACHOCTI CIiLHOrO Kartasory Samba Ha rpymy
sambashare:
# chgrp sambashare /home/share

CTBOpIOEMO CHi/ILHOTO KOpYCTyBaua samba Ha im’4 student:

useradd -M -d fhome/sharefstudent -s Jusr/sbin/nologin -G sambashare student

i mami cTBOprOEMO BiAMOBIAHY (aiiioBy TeKy Ta poOMMO HanalITyBaHHs JOCTYITy [0 Hel:

# mkdir fhome/share/student
# chown student:sambashare /home/share/student
# chmod 2770 /home/sharefstudent

KopucryBaua student Mo>kHa 3aMiHUTH Ha IOTpibHOTO.
Teriep BCTaHOB/IKOEMO MapOJIb /AJIs1 JOCTYITy HOBOI'O KOPUCTYBayva:
¥ smbpasswd

New SMB password:
Retype new SMB password:

Added user student.



AxTyani3yeTbcsi HOBUI OOMKOBMI 3amuc samba mMic/iss BCTAHOBJIEHHSI TApOJisi 3a JIOTIOMOTOO
KOMaH/u:

[student]
path = /home
read only =
browseable = no
force create mode = 0660
force directory mode = 2770
valid users = @student @sambashare

BukoHyemo nepesanyck cepBiciB (#eMoHiB) Samba:

# systemctl restart smbd nmbd

Slkuio B cucremi € aktuBHUM (haepBon (bpaHaMayep), TO HeoOXiJHO BKa3aTH Ha /I03BOM [Ist
cepBepy Samba:

# ufw allow 'Samba'

Rules updated

Rules updated (v6)

[ns nig'ennanns go daiinoBoi Teku student MoXKHa BUKOPUCTATU HACTYITHE:

MoAKNYNTECA K CEPBEpY smb://192.168.0.107/student/| @ - MoAKNKYMTECA

[Ticsis yoro y BiANOBiAbL HEOOXiAHO BBECTH BCTAHOBJIEHI JIOTiH Ta MapoJib:

OTmeHa MoAKAYUTECA

TpebyeTca napone ana pecypca docs Ha 192.168.0.107

MoAKNYNTBCA KaK MoAKNKOYUTECA BHOHUMHO
© 3aperncTpupoBaHHbIi Nonb3oBaTeNb

WMMA nonb3oBaTena | student
Jomen = WORKGROUP

Mapons | seeess g

3abbITh naponb HemegneHHo
° 3anoMHWUTL NAPo/b A0 BbIXOAa M3 CeaHca
3anoMHUTL HAaBCeraa




3aBaHHA 0 J1a00paTOPHOI podOTH

1. BukoHaiTe BXiJ y cucTeMy Iifi 0COOMCTHM JIOTiHOM. BUKOHaliTe repeMHUKaHHs Ha aKayHT root.

2. BcraHOBIiTH B cucTeMi mnakeT cepBepy Samba Ta BHMKOHaWTe Ha/allITYBaHHS, KOPHCTYHOUHCh
HaBe/IeHMMHU BHIIle BKa3iBKaMM y MpaKTU4HIM yacTvHi. HanamryBaHHs afantyure [0 MepeskeBol
KOH(irypatiii B1acHOI JIoOKanbHOI Mepexi.

CTBOpiTh Ta BUKOHAWTE HaJAIITYBaHHS Samba /10 JBOX iMEHOBaHMX KOPHUCTYBadiB (IO/[iOHO /10
student). /111 KO>)KHOTO 3 HUX HEOOXiZTHO CTBODUTH OKpeMi (paiinioBi TekH.

[Tepe3amnycTiTh cepBicu Samba.

[Tig’eqHaiiTe (paiiioBy TEKy KOXKHOTO i3 KopucTyBauiB gk B OC Linux, Tak i B OC Windows.
[MokaxiTb, 110 y MiJ;’€[HaHMX TeKax MO)KHa CTBOPIOBATH Ta BUJANATU (Daiijiv Ta TEKH.

[TigrotyliTe 3BiT, B SIKOMy HaBeJiTb Screenshots erariB HajalTyBaHHsi Samba cepBepy Ta
pe3y/bTaTiB MiJK/TI0UeHHS] KOPUCTYBaviB Ta poOOTH 3 (aiiyiaMu Ta TeKaMH.
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KoHTpo/1bHI NUTaHHA

1. s yoro npusHaueHo Samba cepsep?

2. §IKi MpOTOKO/IM BUKOPHUCTOBYHOTHCS CepBepoM Samba?

3. flke npusHaueHHst Windows Active Directory?

4. B yoMy pi3HMIII Mi>K JOMEHOM Ta po6ouoto Tpyroio B AD?

5. /K HanawTyBatd Samba cepBep B SIKOCTi KOHTPOJIepy JOMeHY?



