UNIT 10
MEDIA MANIPULATIVE TECHNIQUES
	Content
- understand the concept of media manipulation;
- identify the flaws in media messages and cast the doubts;
- distinguish and apply types and techniques of media manipulation.
Language 
- learn the related terms and language functions to discuss the issues of manipulation in the media;
- improve their reading, listening, writing and speaking skills.
Critical thinking
- analyze manipulated media messages;
- evaluate the impact of manipulation.

	[image: ]



PRE-LECTURING: 
1. The Monkey Business Illusion (2010) 1.42 min https://www.youtube.com/watch?v=IGQmdoK_ZfY 



PART 1. ACTIVATING PRIOR KNOWLEDGE

Ex. 1. Look at the pictures and share your thoughts on what you see. How are these pictures connected with the topic “Manipulation in the Media”?[image: eltávolítás önkormányzatok Eladás idea lamp - creventivestudios.com]

[image: ]                          [image: ]


Ex. 2. “See, Think, Wonder”. Watch the video and put down the notes. The video consists of three parts. Stop and think after each part about the things asked.

[bookmark: _heading=h.vo9oxmgg9omr]The Guardian's 1986 'Points of view' advert
[image: ]
[image: ]0:01 An event seen from one point of view gives one impression
· I see
· I think
· I wonder
[image: ]0:16 Seen from another point of view, it gives quite a different impression
· I see
· I think
· I wonder
[image: ]0:24 But it’s only when you get the whole picture, you can fully understand  what’s going on
· I see
· I think
· I wonder

Answer the questions:
1. Why is it important to have several opinions?
2. Why can people be easily manipulated? 
3. What types of manipulations come to your mind?

Ex. 3a. Explore the gallery of photos and identify the main ways of media manipulation. Suggest one phrase or sentence that best describes the effect.
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[bookmark: _heading=h.gjdgxs]Ex. 3b. Brainstorm the algorithms of how to defeat manipulation in the media.
[bookmark: _heading=h.30j0zll]
[bookmark: _heading=h.1fob9te]Think of your own Filter stages of how to resist the manipulation in the media:
[bookmark: _heading=h.3znysh7]1.____________________________________________________________________________
[bookmark: _heading=h.2et92p0]2.____________________________________________________________________________
[bookmark: _heading=h.tyjcwt]3.____________________________________________________________________________
[bookmark: _heading=h.3dy6vkm]
[bookmark: _heading=h.1t3h5sf]Ex. 4. Persuasion and manipulation. Compare the features of the two types of influence on people. 
[bookmark: _heading=h.4d34og8]
[bookmark: _heading=h.2s8eyo1]Suggest missing information and fill in the gaps. Compare with the source.
[bookmark: _heading=h.17dp8vu][image: ]
[bookmark: _heading=h.3rdcrjn]
[bookmark: _heading=h.26in1rg]Source: 
[bookmark: _heading=h.lnxbz9][image: ]
[bookmark: _heading=h.35nkun2]
PART 2. PROVIDING AND ENCOURAGING OUTPUT
_____________________________________________________________________________________
[bookmark: _heading=h.1ksv4uv]Ex. 5. “Seeing is not Believing”. Read the “The Fact Checker’s guide to manipulated video”. Watch the suggested video. Look for more examples of manipulations in video content.
 (based on https://www.washingtonpost.com/graphics/2019/politics/fact-checker/manipulated-video-guide/)


The Fact Checker’s guide to manipulated video
The Internet is increasingly populated with false and misleading videos. These videos — spread by politicians, advocacy groups and everyday users — are viewed by millions. The Fact Checker (the column of the Washington Post, online edition) set out to develop a universal language to label manipulated video and hold creators and sharers of this misinformation accountable. We have found three main ways video is being altered: footage taken out of context, deceptively edited or deliberately altered. These categories are further broken down into subcategories, which are shown below.
[image: ]
MISSING CONTEXT
The video’s framing lacks or misstates the context in which events occurred.
Misrepresentation
Presenting unaltered video in an inaccurate manner misrepresents the footage and misleads the viewer. Using incorrect dates or locations are examples of subverting context.
Trump only hires the best people
[image: ]Twitter post  
White House social media director Dan Scavino shared this video as flooding Hurricane Irma at Miami International Airport on September 11, 2017. The airport responded within minutes, saying the footage was not of Miami/ the original footage appears to be filmed at Mexico City Airport a few weeks earlier (as Tropical Storm Lidia brought torrential rain to the Mexican capital on August 31)/ Scavino later acknowledged his mistake and deleted the tweet.

Isolation
Sharing a brief clip from a longer video creates a false narrative that does not reflect the event as it occurred. Point-of-view videos also belong in this category when they promote only one angle of a story.
Video posted to social media incorrectly represented a moment during Nationals’ visit to White House on November 4, 2021.
The clipped video made it look like Nationals pitcher Stephen Strasburg simply refused to shake president Trump’s hand (as he turned around and instead hugged Nationals manager Dave Martinez). The full video shows he returned to shake President’s hand after hugging his teammates.
Strasburg left Trump hanging
[image: ]clipped video
Congrats on the viral tweet
[image: ] full video
DECEPTIVE EDITING
The video has been edited and rearranged.
Omission
Editing out large portions from a video and presenting it as a complete narrative, despite missing key elements, is a technique used to skew reality.
Sen. Marco Rubio (R-Fla.) tweeted a "selectively-edited" video of Rep. Ilhan Omar (D-Minn.) in a February 2018 Al Jazeera interview. The edited video removes a key part of Omar’s comment and makes it seem like Omar is saying that Americans “should be more fearful of white men”. She was responding to a question about Americans’ fear of Jihadism and referencing an Anti-Defamation League report, which said that between 2009 and 2018 there were 100 deaths involving Islamist extremists. By contrast, right-wing extremists were responsible for almost three-quarters of the 427 deaths attributed to extremists.   
Ilhan Omar contends that Americans “should be more fearful of white men”
[image: ] "selectively-edited" video
Ilhan Omar: No debate on “whether Trump is a racist”
[image: ] full video
Splicing
Editing together disparate videos fundamentally alters the story that is being told.
In his documentary campaign film “The Road We've Traveled” (2012) the former US president Barack Obama offered a misleading account of his mother’s insurance struggles. In the film different interviews are cut together to make it seem like she was denied health insurance on the account that her cancer was preexisting condition. In reality, the dispute was over disability coverage – a different issue altogether.
[image: ] “The Road We've Traveled”
MALICIOUS TRANSFORMATION
Part or all of the video has been manipulated to transform the footage itself.
Doctoring
Altering the frames of a video — cropping, changing speed, using Photoshop, dubbing audio, or adding or deleting visual information — can deceive the viewer.  
President D. Trump tweeted a doctored video of a Nickelback “Photograph” music video with a photoshopped image to promote a discredited corruption claim about former vice president and 2020 Democratic candidate Joe Biden.
Trump hilariously tweets Biden photo in Nickelback music
[image: ]doctored video
Nickelback - Photograph 
[image: ] original video
Fabrication
Using Artificial Intelligence to create high-quality fake images simulates audio and convincingly swaps out background images. Deepfakes and other synthetic media fall into this category.
Digital artist Bill Posters and the Future Advocacy Group published a “deepfake” video on November 12, 2019 of British Prime Minister Boris Johnson and Labour Party’s Jeremy Corbyn, falsely endorsing each other to become the next UK.
Johnson-Corbyn “deepfake” video
[image: ] video
 


Ex.6. The phenomenon of bots and trolls used for manipulation is quite popular nowadays. Decide whether the following statements are true or false. 
	1.
	Bots are real anonymous people
	true or false

	2.
	Trolls are real people operating online profiles
	true or false

	3.
	Trolls can be contractors hired to spark discussions 
	true or false

	4.
	Bots are capable only of primitive chatting, while trolls can provide complex argumentation  
	true or false

	5.
	A botnet is a network of bot accounts managed by different individuals or groups
	true or false
by the same

	6.
	The goal of a botnet is to make a hashtag, user, or keyword appear more talked about than it really is
	true or false



Ex. 7a. Bots vs Trolls. Study the infographics and spot the bots in Facebook or Instagram using the template below.
[image: ] [image: ]


Ex. 7b. Spot the bot and troll. An online research.
[image: ]
BOT PROFILE

	Bot feature
	Definition
	Example

	User profile
	The most common way to tell if an account is fake is to check out the profile. The most rudimentary bots lack a photo, a link, or any bio. More sophisticated ones might use a photo stolen from the web, or an automatically generated account name.
	

	Tweet syntax
	Using human language is still incredibly hard for machines. A bot’s tweets may reveal its algorithmic logic: they may be formulaic or repetitive, or use responses common in chatbot programs. Missing an obvious joke and rapidly changing the subject are other telltale traits (unfortunately, they are also quite common among human Twitter users).
	

	Tweet semantics
	Bots are usually created with a particular end in mind, so they may be overly obsessed with a particular topic, perhaps reposting the same link again and again or tweeting about little else.
	

	Temporal behavior
	Looking at tweets over time can also be revealing. If an account tweets at an impossible rate, at unlikely times, or even too regularly, that can be a good sign that it’s fake. Researchers also found that fake accounts often betray an inconsistent attitude toward topics over time
	

	Network features
	Network dynamics aren’t visible to most users, but they can reveal a lot about an account. Bots may follow only a few accounts or be followed by many other bots. The tone of a bot’s tweets may also be incongruous with those of its connections, suggesting a lack of any real social interaction.
	



Resources to identify BOTS
Botometer: An automated system that scores a Twitter account and helps determine if it’s a bot or not. 
Bot Sentinel: A handy dashboard that tracks, in aggregate, what disinformation bots are tweeting.
Hoaxy: Track the spread of online disinformation.


PART 3. READING


Ex. 8. Before reading the text, think of the examples of various manipulations in the media. Answer the question: by which means the manipulation output can be reached (photo, intonation, etc.)? Provide examples of how you have been recently manipulated by TV or the Internet media?

Ex. 9. Scan the code and read the text “10 Ways the Media Manipulates Our Opinions”. 

[image: ]

Fill in the table with the key concept taken from the texts and appropriate paragraphs.

	Way of Manipulation
	What it is, key concepts

	Create a diversion
	

	Exaggerate a problem
	

	Gradual strategy
	

	Postponing strategy
	

	Being very kind
	

	More emotions, less thinking
	

	Keeping people uninformed
	

	Encouraging people to like mediocre products
	

	Making people feel guilty
	

	Knowing more about people than they know about themselves
	




Ex. 10. Find cases of “more emotions, less thinking” viral manipulation videos we come across on Facebook depicting animals. Answer the questions:
· How are they usually created?
· What is unnatural about them?
· What kind of emotions do they cause first and after critical thinking and reviewing? (see the Wheel of Emotions below)
· What problems are hidden behind filming such kinds of videos?
· Why are they created and go viral?
· Is commenting below the video with truth revealing can help stop them?

Use the Wheel of Emotions to characterize the video you have found. Describe what you feel at the beginning of watching it and in the end. analyze in the same way videos presented by the groupmates.
[image: ]


PART 4. GUIDING TO MORE CALP


Ex 11. Read the text and analyse the information.

Imagine a situation where one person says it's raining outside, and the other denies it. Which one would you believe? No need to guess, just look out the window and see for yourself!

This is what is called checking the primary source, which means going straight to the original source of a piece of information—for example, looking (without relying on reporters, etc.) at primary source documents or speaking with people who were directly involved in the event.

First-hand or primary sources may include:
· Official press releases from government and judicial bodies, local authorities, and international organizations
· Official letters, appeals, and requests for information
· Direct, on-scene news reports (without editorializing/commentary)
· An organization's official website
·  People directly involved in the event, including eyewitnesses

If you can't identify an original source, you should be wary of the information presented.
Keep in mind that every outlet has its own editorial policy, target audience, and approach to newsgathering, and its own interests can directly depend on those of its owner. These elements can affect the topics the outlet chooses to cover and the angle it takes in its coverage.
It's the journalists and editors who are responsible for ensuring the information they publish is authentic.

Sometimes, the principle of verifying information using at least two sources is neglected or compromised due to a variety of reasons, such as the pressure to publish and meet deadlines, insufficient training or understanding, or simply the unavailability of sources.

Often, journalists rely on other media for information that is relevant to a given story. Professional and honest media will link to or verbally credit these primary sources with phrases like "as reported by Reuters," or "according to Ukrinform." In online formats, they will usually provide a hyperlink for readers to be able to see the original source.

Note that sometimes it may be necessary to investigate further, as one cited source of information may have itself found that information from another source! Keep going until you are confident you have identified the original source of the information.

When something extraordinary happens, many media outlets are likely to report it, interview eyewitnesses and collect first-hand recordings (e.g. cell phone videos). So, if you are reading about an event that seems truly remarkable, yet after a few hours of searching you are still unable to find other photos or footage from the scene or other corroborating evidence, you may want to treat the information with a dose of healthy skepticism and not share it further.

Sometimes, news outlets publish information citing undisclosed sources. This can happen for a number of legitimate reasons, most often out of concern for personal safety or as a result someone not being authorized to speak publicly on an issue. Even when done for legitimate reasons, information from unnamed or anonymous sources cannot be verified. In such cases, consider whether the reason given makes sense in the context of the story.
 
What else should you look for during a publication background check?
· Are there any contact details on its website? Are there links to an actively maintained social media presence?
· How long has the publication been in operation?
· Who is its editor-in-chief and who are the department editors?
· Where does the publication's funding come from?
· Does the article or clip show the author's name?
· Are there any other stories by this author on the website?
Ex. 12. Primary Source Analysis. Read the information and instructions. Answer the questions.
In 1902, American photographer L.C. Handy blended three Civil War photographs into a composite photo of Ulysses S. Grant. Handy was the nephew of a Civil War photographer named Mathew B. Brady. Examine the images and cite details to answer the following questions.
[image: ]"General Grant at City Point," by L.C. Handy. 1902. Library of Congress.
This photograph appears to show General Ulysses S. Grant at City Point, Virginia. It's actually a composite photo that Handy made by combining elements from Sources 1, 2, and 3
Source 1 [image: ]
Source 2 [image: ]
Source 3 [image: ]
Questions[image: eltávolítás önkormányzatok Eladás idea lamp - creventivestudios.com]
1 What clues indicate that Source 1 may not be authentic?
2 Form a hypothesis about how Handy used his social connections to create the composite photo.
3 What can you infer was Handy's intention in creating the image?
4 Does the altered nature of the image make it a less important historical artifact? Support your opinion with specifics.


PART 5. WRITING 


Ex. 13. Go back to exercise 5 and in microgroups create “A Fact-Checking Guide to Photos”.

Ex. 14. Study the photos and verify whether they are distorted and to which extent.
[image: E:\Медіаграмотність\my materials\фото для аналізу\360_240_1618796528-764.jpg]  [image: E:\Медіаграмотність\my materials\фото для аналізу\c48178c-screenshot-104.jpg]
[image: E:\Медіаграмотність\my materials\фото для аналізу\balaklija1.jpg]  [image: E:\Медіаграмотність\my materials\фото для аналізу\5ff9f1a2cff30-screenshot-1_1200.png]

Use the sources below to verify the suggested photos.

1. TinEye https://tineye.com/
2. FotoForensics https://29a.ch/photo-forensics/#forensic-magnifier
3. Jeffrey's Image Metadata Viewer http://exif.regex.info/exif.cgi
4. Google reverse image search https://images.google.com/ https://www.labnol.org/reverse/


PART 6. FURTHER EDUCATIONAL RESOURCES


Ex. 15. Discussion - TV show. The topic “Beauty and Media Manipulation”. Go to the website of “Dove” company and read the article  “Is your child's perception of beauty distorted by media influence?” (7 minute read)
[image: ][image: ]
Discuss the body image in the media and how it is communicated to the audience on the basis of the following questions:
· What assumptions or beliefs do creators of ads/clips have about body issues?
· What body shapes are shown more positively or negatively than others?
· How might different people (for instance, men and women, or people who do not have “ideal” body shapes) see such media products differently?
· What techniques does the media product use to get your attention and to communicate its message?
· In what ways are the images in the media product manipulated through various techniques (for example: lighting, makeup, camera angle, photo manipulation)?
· How are you expected to interact with this message (Like or Favorite it, share it, etc.)
· Who was the intended audience for the product? How did the intended audience influence how it was made? (For example, how would a photo you post for your friends to see be different from one for your parents, or a romantic partner?)
· What tools were used to make and distribute this product?
Ex. 16. Watch a video about plastic surgery and beauty standards via media and society manipulations. 
Cartoon movie - Plastic surgery
[image: ]
Choose 5 students to act as TV show participants: a heroine of the video, her mother/sister, a plastic surgeon, a model agent, her brother/boyfriend and the host. The rest of a class will act as viewers of the show and can put questions to the main characters.
Set the task to ask to discuss:
· Why did she run for beauty standards? 
· What was her aim?
· How did her relatives react to the changes?
· What is the opinion of a plastic surgeon on changing beauty standards? Do they consider them ethical?
· What feelings accompanied her during the changes and after?
· What is the opinion of the brother/bf about the surgery? etc.

While preparing for the show and thinking of the content and possible answers, the audience fills in the tables with 4 sections. In the first they write down one body part they would like to improve in themselves. In the second - they describe positive emotions they will feel after the changes. In the third - negative emotions or outcomes. In the fourth - they write why other people may think some of the things they stated in sections 2 and 3.

	1. Body part I will improve:


	2. Positive emotion you feel:


	3. Negative emotions you feel or outcomes:


	4. Why other people may think these things about me:






Home work

STEP 1. Have a look at the 2 July edition’s TIME magazine cover that features US ex-President Donald Trump looking down on a toddler. Think about the following questions and put down your notes:
1. What kinds and techniques of manipulations have been used?
2. What emotions does the cover appeal to (use “the Wheel of Emotions”)?
3. Use any online sites for photo verification and check the suggested photo of the cover. What have you revealed?
[image: ]
STEP 2. Read THE QUINT article “TIME’s Trump ‘Welcome to America’ Cover Sums Up US Border Crisis” and compare your findings with the information provided. What conclusion have you come to?

Ex. 16. Check if you remember the terms and expressions from this unit.
Misrepresentaion (in video), isolation (in video), omission (in video),  splicing (in video), doctoring a video, fabrication (in video), bot, troll, bot herder, primary source


PART 7. REFLECTION 

Answer the questions: 
1. What do I want to learn? What is my learning objective in this seminar? 
2. What did I learn in this seminar? What was new information to me? 
3. What am I planning to do with the new knowledge I have attained during the seminar? How will I implement it in my work right now and in the future? Is it relevant to my field of studies? 
4. How will I continue learning on the topic of multimedia after the seminar? 
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Appendix A

Glossary

1. Algorithm - a step-by-step procedure for solving a problem or accomplishing some end. One common example of an algorithm is a recipe, which consists of specific instructions for preparing a dish or meal.
2. Animation - animation moviemaking technique of showing slightly different drawings in rapid succession, creating the illusion of continuous motion (this visual illusion is also illustrated by “flip books”)
3. Audio slideshow - a form of storytelling commonly found in digital journalism. They combine images and sound (narration, natural sounds, music) to create engaging stories. 
4. Bot – a computer program that works automatically, especially one that searches for and finds information on the internet
5. Bot herder – a real person who controls a botnet.
6. Botnet - a network of malware-infected computers that are controlled remotely by a real person that is used to make it seem like certain posts or campaigns have received a lot of engagement from users.
7. Caption - 1. tagline for an advertisement; 2. verbal text accompanying an illustration or photograph; 3. short on-screen text that explains or relates to the visual image (for example, the name of the person who is talking)
8. Citizen journalism - [also called civic journalism] practice centered on the participation of readers and journalists in community issues, making newspapers a forum for discussion and engagement
9. Collage - a work of art created by cutting, arranging, and adhering various materials, such as cloth, paper, photos, and other objects, onto a surface
10. Distort - to change something so that it is false or wrong, or no longer means what it was intended to mean.
11. Diversion - something that is intended to take someone’s attention away from something that you do not want them to concentrate on or notice
12. Doctoring a video - altering the frames of a video — cropping, changing speed, using Photoshop, dubbing audio, or adding or deleting visual information — can deceive the viewer.  
13. Fabrication (in video) - using Artificial Intelligence to create high-quality fake images simulates audio and convincingly swaps out background images. Deepfakes and other synthetic media fall into this category
14. Headline - 1. short title printed in heavier type at the top of a newspaper article telling what it is about; 2. line printed at the top of a page giving the running title, page number, and possibly
15. Infographic -   graphic visual representations of information, data, or knowledge intended to present information quickly and clearly
16. Interactive media - media that allow for two-way communication between the media and users (such as viewers), enabling users to obtain responses in real time,
17. Isolation in video - sharing a brief clip from a longer video creates a false narrative that does not reflect the event as it occurred. Point-of-view videos also belong in this category when they promote only one angle of a story.
18. Lead - the introductory paragraph of the newspaper article. It provides an overview or the main idea of the news article. It generally describes 'who', 'what', 'when' and 'where'. It is written in such a way that it encourages a reader to want to find out more information.
19. Manipulate - to control something or someone to your advantage, often unfairly or dishonestly
20. Metadata or EXIF data - when a digital camera captures an image, it appends a whole array of information like date, time, camera model, geolocation, etc., to the image file. 
21. Misrepresentation - the act of giving false information about something or someone, often in order to get an advantage
22. Misrepresentation in video - presenting unaltered video in an inaccurate manner misrepresents the footage and misleads the viewer. Using incorrect dates or locations are examples of subverting context.
23. Mobile journalism (mojo) -   an emerging form of new media storytelling where reporters use portable electronic devices with network connectivity to gather, edit and distribute news from his or her community
24. Multimedia content - a mean to distribute and represent digital information by combining text, pictures, sound and video.
25. Multimedia journalism - the practice of contemporary journalism that distributes news content either using two or more media formats via the Internet, or disseminating news report via multiple media platforms.
26. Multimedia - computer system that allows the user to manipulate and use different types of media, such as text, sound, video, graphics, and animation. The most common multimedia system consists of a personal computer with a sound card, modem, digital speaker unit and portals for various devices.
27. Omission in video - editing out large portions from a video and presenting it as a complete narrative, despite missing key elements, is a technique used to skew reality.
28. Persuade - to make someone do or believe something by giving them a good reason to do it or by talking to that person and making them believe it.
29. Primary source - an original object or document - the raw material or first-hand information, source material that is closest to what is being studied (an artifact, document, diary, manuscript, autobiography, recording, or any other source of information that was created at the time under study.)
30. Splicing in video - editing together disparate videos fundamentally alters the story that is being told.
31. Troll - someone who leaves an intentionally annoying, offensive and hostile message on the internet, in order to upset someone or to get attention or cause trouble (to provoke people)
32. Verify - to prove that something exists or is true, or to make certain that something is correct.

Appendix B
 
Presentation peer assessment criteria


Summative Assessment
1. “False, inaccurate, or misleading information that is communicated regardless of an intention to deceive.” This is the definition of the term
a) advertisement 
b) misinformation 
c) disinformation
d) fake

2. ___ is a person who posts inflammatory, insincere, offensive, or off-topic messages in an online community, with the intent of provoking readers into displaying emotional responses,or manipulating others' perception. 
a) bot
b) bot herder
c) troll
d) sock puppet

3. If an image or video is altered, falsified, skewed or cropped it is called
a) doctored
b) sliced
c) isolated
d) improved

4. ______ involves the process of attempting to change someone’s mind or opinion on something to influence them because you genuinely think what you’re advocating for is best for them. And in doing so you use reasoning and logic to argue for your stance, and allow people to come upon their own conclusions on a topic that you think should be reconsidered.
a) manipulation
b) misinformation
c) disinformation
d) persuasion

5. Photo fakes may be used by 
a) TV and social media
b) TV and  print media
c) TV,  print and social media
d) TV,  radio, print and social media

6. When major segments from a video are removed with the aim to present a different story
a) deceptive editing
b) malicious transformation
c) missing context
d) fabrication

7. Primary sources do not include 
a) original documents, including eyewitness accounts or the first record of events such as diaries, speeches, letters, manuscripts, interviews, news film footage, autobiographies, or official records
b) commentaries
c) creative works such as literature, music, art, film, etc.
d) people directly involved in the event, including eyewitnesses
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VERSUS
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PERSUASION

Act of causing people to do
or believe something,
which will usually bring
positive outcomes

Intention is noble and positive
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Can build trust on the
other person

MANIPULATION

Act of controlling or
playing upon someone by
artful, unfair, or insidious
means, especially to one's

own advantage

The person who got
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develop a universal language to label manipulated video and hold creators and sharers of this
misinformation accountable. We have found three main ways video is being altered: footage taken out
of context, deceptively edited or deliberately altered. These categories are further broken down into
subcategories, which are shown below.
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This guide is intended to help all of us navigate this new information landscape and start a necessary
conversation.

The videos in this presentation play without sound.
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Trolls, bots and botnets are all used to spread
misinformation on the internet BUT they are not the
same thing and we must know the difference

Accounts run by real people that purposefully post
inflammatory or offensive content in order to
offend other users and start fights online that derail
the conversation.

Automated software programs that can do repetitive
‘ © ©® tasksA They have many uses but can be dangerous
L when used maliciously. They often pose as real
people through social media in order to spread

misinformation.
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Q
\1

seem like certain posts or campaigns have | 72
received a lot of engagement from users

On social media, the more engagement a post has, the
more it will get seen. Bots and botnets are used to
manipulate the algorithms, making it seem like people
care about an issue. This can have a big effect on
political events such as elections.

Trolls: Is what a user writes offensive? Off topic?
Irrelevant? Aggressive? They might be a troll looking
to get a reaction!

Bots & Botnets: Are all the posts from an account
copied from another? Are the same patterns of
speech appearing across accounts? Do the handles

follow a pattern? Were lots of account created at the
same time? Do they have identical activity? These
can all be indicators of bots and botnets, HOWEVER,
any one of these things alone is not enough to prove
something is a bot/botnet...

Stop the spread of #misinformation and
#disinformation
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On social media, the more engagement a post has, the
more it will get seen. Bots and botnets are used to
manipulate the algorithms, making it seem like people

. care about an issue. This can have a big effect on
political events such as elections.

WHAT TO LOOK FOR...

Trolls: Is what a user writes offensive? Off topic?
Irrelevant? Aggressive? They might be a troll looking
to get a reaction!

Bots & Botnets: Are all the posts from an account
copied from another? Are the same patterns of
speech appearing across accounts? Do the handles

follow a pattern? Were lots of account created at the
same time? Do they have identical activity? These
can all be indicators of bots and botnets, HOWEVER,
any one of these things alone is not enough to prove
something is a bot/botnet...

Stop the spread of #misinformation and
#disinformation
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