JIabopaTropHa po6oTa 6
Tema: MixkMmepeykeBe eKpaHyBaHHS.

Meta: BuBuUMTH TIpU3HaueHHs, Ha/lAllITyBaHHS Ta BUKOPUCTaHHS MiKMepeXXeBOro
eKpaHyBaHHSI.

1. TeopeTruHi BiJOMOCTI

MixxmMepe>xeBHUl eKpaH MOKHA BHM3HAUMTH sIK TIeBHUM 3acib 3axucTy iHdopmaiiii.
CrierjiasibHe TIO€JHAHHSI B HHOMY ariapaTHOT'O Ta MPOTPaMHOro 3abe3reuyeHHs] [03BOJISIE
3[iMICHIOBATH aHasi3 Ta (i/fibTpaljito Mepe)KeBUX MaKeTiB, 1[0 TIPOXOATh Yepe3 HbOTO.
3ane>KHO BiJi BCTAaHOB/IEHWX TIPaBWI, Mi>KMePe>KeBUM eKpaH TPOITyCKae abo 3HUIIYe
TIaKeTH i TAKUM UMHOM [I03BOJIsIE a00 3a00pOHsIE MepeXkeBi 3'€qHaHHS. BCTaHOB/IOIOTH
MDKMepe)XeBUM €eKpaH Ha MeKi MK BHYTPIIIHBOKO (3aXMILEHOK) Ta 30BHIIIHBOIO
(moTeHIjiliHO HeOe3reuyHo0) Mepe)kamu. Lle KmacuuHMii 3acib 3axucTy TiepuMeTpa
KOMM'IOTEPDHOI MepexXi, SIKMM KOHTPOJIFOE 3'€[THAaHHS MK BYy3/aMHd LIMX Mepex.
CHHOHIMaMM 3a BU3HAU€HHSIM MiKMepeXXeBOro eKpaHy € (aepBoJi (Bif aHIJI. TepMiHYy
firewall) Ta OpangMmayep (HimelbKuii TepMiH brandmauer).

®inbTpallis MakeTiB MPOBOAUTHLCS Ha TIiZicTaBi rpaBu/. Haitbinbii 6e3reunum st
dbopMyBaHHS TIPaBU/I Mi’KMePe’KeBOTr0 eKpaHy BBaXKaeTbCs Mifxif «3a00poHeHOo Bce, 1[0
SBHO He [03BOJIEHO». Y LIbOMY BWIMAJKy MepeXeBUM TMaKeT IIepeBipSIeTbCs Ha
Bi/ITIOBi/THICTb [TO3Bi/ILHUM TIPaBH/IaM, a SIKI[O TaKUX He 3HAWAETHCS, TO TakeT Oyze
BiIKMHYTO. AJle B [IeSIKMX BUIAIKaX 3aCTOCOBYETHCA i 3BOPOTHUM MPUHLIUM: " I03BOJIEHO
BCe, 1[0 sBHO He 3aboponeHo". Toxi TmepeBipka MPOBOAWTHLCS HA BiANOBiAHICTE
3a00pOHHUM TIpaBHUJIaM, i SIKIT[0 TaKUX He Oy/le 3HaliZieHo, makeT Oy/ie MpoITyIieHo.

@inbTpaljito MOXKHA IPOBOJAUTHU Ha Pi3HUX PIBHAX eTaJIOHHOI MOZesli MepexeBOl
B3aeMozil OSI. 3a 1ji€r0 03HAaKOI0 MiKMepeskeBl eKpaHU MOJKHA MO /IUTH Ha TPHY KJlacu:

- OpaHMayep eKpaHHOT'O MapIIpPyTH3aTopa;

- eKpaHyBaJIbHUM TPaHCHOPT (II/TF03 CeaHCOBOTO PiBHS);

- eKpaHyBaJIbHUM 1111103 (I1/TF03 NPUK/IaZHOTO PiBHS).

BpaniMayep eKpaHHOrO MapllpyTH3aTopa TakKoXX Biomuii sk OpaHamayep
MepeXXeBoro piBHsA abo O6paHamayep 3 disbTpyBaHHAM TakeTiB. ITakeTHa ¢imbTpariisi €
OJIHI€I0 i3 aBHO BiJIOMMX Ta PO3IMOBCHO/I)KEHUX TEXHOJIOTIW yTIpaB/liHHSA AOCTYIIOM [0
Mepexi, TOMy, 3a3BWuaii, OpaHZMayepu MalOTh TakKy QyHKIif0. bpanamayep 3
GbimpTpariiero makeTiB 1ie abo MapiipyTtu3aTop, abo BHKOHYBaHa Ha CepBepi Iporpama,
sKi BiAMOBiAHO [0 CBOEl KOHpirypalii ¢inbTpyroTh BXiHI Ta BUXiJHI TaKeTHU.
BpanamMayep miporiyckae abo BifKua€e TakeTH y BiANOBiAHOCTI A0 iHdopMmatiii, ska € y
[P-3arosioBKax makeTiB. Hampuksaz, makeTd MOXKYThb IPOITyCKaTHUCh ab0 BiAXUISATHACH
Ha OCHOBIi iH(opMallii, 10 /J03BOJIE  acOLilOBaTH 1jeld TMakKeT i3 KOHKPETHUMU
Bi/IMPaBHUKOM Ta OTpUMYyBaueM (IOBHa acoljiallisi), siKa CK/IaJa€TbCsA i3 HACTYIMHUX
e/IeMeHTIB:

— aJipeca BiJjlIpaBHUKa;

— aZipeca OTpMMYyBaua;



— iHdopmatiist Tpo 01aTOK abo MPOTOKOJT;

— HOMep TOpTY [pKepeJia;

— HOMep MOpTy OTpUMYyBaya.

¥Yci mapuipyrtuszaTtopu (HaBiTh Ti, SIKi He HajallITOBaHi Ay (ifbTpallii MmakeTiB),
3a3BHYail MepeBips0Th MOBHY acolliallilo TakKeTa, 00 BU3HAUMTH, KyId UOTO MOTPiOHO
HaripaBuTU. bpaHamayep i3 (inbTpalnji€ro TmakeTiB Iepej BiANpaB/eHHsSM IlaKeTa
0/Iep>KyBauy TIOPiBHIOE HOT0 TTOBHY acoIfiariifo 3 Tab/IHIer0 TIPaBWJI, BiAIMOBiHO 0 AKUX
BiH TIOBMHEH TIPONMYCTUTH ab0 BifOpakyBaTu IieM maket. SIKijo OpaHaMayep OTpHUMaB
TakKeT, sIKUM He BiINOBiziae »KoZiHOMY TaOMMUYHOMY TIPABUIY, BiH 3aCTOCOBYE MPaBUIO,
3a/laHe 3a 3aMOBUYBaHHSIM, SIKeé TaKOXX Ma€ OyTH UiTKO BHW3HaueHe B Tabmwili
Opanamayepa. 3 MipKyBaHb Oe3leku Ilie TIPABH/IO 3a3BHYaM BKa3y€e€ Ha HeOOXiJHiCTb
BiIOpaKyBaHHS BCiX TAKeTiB, 1110 He 3a/J0BOJILHSAIOTH >KOJHOMY 3 iHIINX TTPABHL.

Mo>kHa 3a7iaTH TipaBuIa GinbTpallii TakeTiB, sIKi «BKa3yBaTUMYTb» OpaHaMayepy,
AKi TakeTWu TIOBWHHI OyTuW TipomylieHi, a sKi BigOpakoBaHi. Hampukiaz, Mo>kHa
BU3HAUWTHU TIpaBW/Ia TaKUM UHHOM, II00 OpaHgmayep BizOpakoByBaB ITakeTu, II[O
HaJXOATh BiJ 30BHIIITHIX cepBepiB, IP-afipecy SKUX BKa3aHi B Tabsuili. Mo)KHA TaKOX
3aZlaTd TPaBW/IO, BiAMOBiHO [0 $IKOTO OyZie [103BOJIEHO TMIPOIYyCKAaTH JIMILe BXifAHi
TIOBi/JOMJIEHHSI €JIeKTPOHHOI TIOLITH, a/ipecoBaHi MOIITOBOMY cepBepy, abo TpaBU/IO
6/10KyBaHHS BCiX IMOINTOBUX TOBiZIOM/IEHb, ITI0 HAAXO/SATh Bifl 30BHIIITHBOTO XOCTa, SIKe
pO3CuU/Iao Criam.

TakoX MOXKHa HasalTyBaTd OpaHamayep AJsi (inbTpalii MakeTiB Ha OCHOBI
HOMEDIB MOPTIB, 10 3a/atTbcs B 3aronoBkax nakeTiB TCP ta UDP (User Datagram
Protocol). Y 10pOoMy BWIIQIKy MO)KHa OyJe TIpOMyCKaT OKpeMi BHAMW TIAaKeTiB
(manpuknag, Telnet abo FTP), nuiie Ko BOHW HA/CHU/IAIOTHCS IO TIEBHUX CepBepiB
(BigmoBigHO M0 Telnet abo FTP). OpHak ycITilllHe BWUKOHAHHS TOZIOHOTO TIpaBHMJIA
3a/1eXKUTh BiJ] TOTO, SIKi yroJy MPUUHATI B Mepexi, 1110 ¢yHKLioHye Ha ocHOBI TCP/IP:
anst poboru gomatkiB TCP/IP cepBepu Ta KIIi€HTH 3a3BHYali BHUKOPHCTOBYIOTh
KOHKDEeTHi TMOPTH (fKi YacTO Ha3WBalOTh BiJOMHMH, TOOTO Harepes, BU3HAUEHUMH),
OJJHaK 1ie He € 000B'SI3KOBOIO0 YMOBOHO.

Hanpuknaz, mporpama Telnet Ha cepBepax mepexi 3 TCP/IP 3a3Buuai mparoe
yepe3 1iopT 23. [1]06 mo3BosuTH ceaHcu Telnet TibKK 3 TIEBHUM CEPBEPOM, HEOOXigHO
3a7laTd TIpaBWIa, OfIHE 3 SKUX '"3MycWUTh" OpaHAMayep IPOIyCKaTd BCi TMakKeTH, IO
3anuTyrOTh MOpT 23 3a azpecoro 123.45.6.7 (npuknax IP-agpecu cepBepa Telnet), a
iHITIe — BiOpaKOBYBaTH BXi/[Hi MMaKeTH, sIKi BUMararwTh 1[eli TOPT 3a iHIIMMU a/ipecaMHu.
3a3Bruaii, peaibHi IMpaBWla € CKIAAHIIIMMH i TepenbavaroTb BUKOHAHHS [I€Ki/IbKOX
YMOB OJJHOUYACHO.

[TepeBaru 6panaMayepiB 3 GibTpPyBaHHSIM MaKeTiB:

— BIJHOCHA HEBUCOKA BapTICTh;

— HeBeJIMKa 3aTPUMKa I1i/i YaC IPOXO/ KeHHs IaKeTiB.

Hepmoniky 6panaMayepiB i3 dinbTpalli€to makeTiB:

— JIOKa/lbHa Mepeyka MapLLIpyTU3YeThCs i3 [HTepHer;

— mpaBwia ¢inbTpauii CKaagHi B OMUCAHHI, TOMY MOTPeOyIOTh TeBHi 3HaHHS
texHosiorivi TCP ta UDP;



— BiJICyTHs aBTeHTH(]iKallisl Ha piBHI KOpUCTyBaya;

— ayTeHTU(iKallif0 3 BUKOpUCTaHHSM IP-ajipecn MoykHa 006iiiTH 3a foromMororo IP-
cyinry, Komm aTakyroua cructeMa Buziae ceOe 3a iHiiy uepe3 migmiHy IP-agpecu.

[11/1r03 CeaHCOBOTO PiBHS CTEXXUTH 3a MiATBEPIYKEHHSIM 3B's13Ky (KBUTYBaHHSI) MiXK
ABTOPU30BAaHUM KJIIEHTOM 1 30BHIIIIHIM XOCTOM (i HaBIakW), BU3HAuUal4M, YU CEaHC
3B'SI3Ky, L0 3alMUTYETbCA, AOMyCTUMUM. [Ipu QinbTpauii makeTiB IUI0O3 CEaHCOBOTO
piBHS moJirae B iH(opMalliii, 110 y 3arosoBkax [P-rakeTiB ceaHCOBOTO piBHSI POTOKOTY
TCP, TobT0. (hyHKIIiOHY€ Ha [jBa piBHi BHIlle, HiXK OpaHMayep i3 (isbTpalji€ro makeTis.

[IJo6 BU3HAUWUTH, UM € 3aMUT Ha CeaHC 3B'SI3KY [IOMYCTUMUM, II/IF03 CeaHCOBOI'O
piBHSI BUKOHY€ TMpuUOAM3HO Taky Tmpoueaypy. Konu aBTOpU30BaHWM KIi€HT 3aruTye
JlesiKy TIOC/Iyry, LUIF03 NPUMMaE Lied 3aruT, MepeBipsArYMd, YU 3a/l0BOJIbHSAE KJIIE€HT
6a3oBuM KputepisiM dinbTpariii (Hanpukmaa, ud DNS-cepBep Moxe Bu3HauuTu IP-
aZipecy KJlieHTa Ta acoljiioBaHe 3 HUM im's). [loTim, Aitoun Bif iMeHi K/i€HTa, 103
BCTAHOBJ/IIOE 3'€JHAHHA 13 30BHIIIHIM XOCTOM 1 CJIIIKY€ 3a BHMKOHAHHSAM IIpOLieAypH
KBUTYBaHH4 3B'A3KY npotokosy TCP.

Lis mporeaypa ckmagaetbcsi 3 06miHy TCP-makeTamu, $Ki IM03HA4YarOThCS
npariopamu SYN (cunxponidyBatu) Ta ACK (migTtBepautn). Ilepmmii nmaketr ceaHCy
TCP, no3nauenni nparopoM SYN i MicTtuTe JoBinbHe uuciio, Hanpuknazg 1000, e
3aNUTOM KJ/Ii€HTa Ha BiJJKPUTTS CeaHCY. 3OBHIIIHINM XOCT, SIKUM OJiepKaB Ll MaKerT,
TOCHU/Ia€ y BiATOBI/Ib MaKeT, o3HaueHuM riparnopoM ACK i MiCTUTB umMc/i0, Ha OJUHULIIO
Oisbiie, HiXXK y mpuiiHATOMYy makeTi (y Hawomy Bumazky 1001 — razgovorodele.ru),
MiJTBEPI)KYIOUM TakKhUM uvHOM TipuiioM mnaketa SYN Big kiieHrta. Ilicns mporo
3[IMCHIOETBCSI 3BOPOTHA MpOLeAypa: XOCT mocuiaae KiaieHTy makeT SYN 3 BUXiJIHUM
yuciaoMm (Harpuknaz, 2000), a KIi€HT MiATBep/A)Ky€ OTPHUMaHHsS Iiepejauel0 IakeTa
ACK, o mictuts yucsio 2001.

Y upomy mporec KBUTYBaHHS 3B'A3KY 3aBepluyeTbcs. 11103 ceaHcoBOro piBHSA
"BBaKa€" 3aMMTaHUM CeaHC JIOMYCTUMUM TiJIbKHM B TOMY BUIIQJIKY, SKII[O MPU BUKOHAHHI
ripoLelypy KBuTyBaHHA 3B'a3Ky nparopu SYN i ACK, a TakoX yucia, 10 MiCTATbCS B
TCP-nmakeTax, JIOTiYHO MMOB'sI3aHi Mi>K co0oro0. ITic/ist TOro SIK IITI03 «BU3HAUMBY», III0
JIOBIpDEHHMM KJII€HT Ta 30BHILIHIM LIUTI03 € aBTOPM30BaHUMM ydacHUKamu ceaHcy TCP, Ta
repeBipuB JOMYCTUMICTD LIbOI'0 CeaHCy, BiH BCTAHOBJIIOE 3'€JHAHHS.

[TounHarouu 3 LILOIO MOMEHTY, LIIKO3 IIPOCTO KOIIIOE I IepeHarpaBiise MakeTu
TyAd 1 Ha3a[, He TPOBOASUM >KoAHOI dinbTpaiii. Bin mniaTpuMye Tab/uIO
BCTaHOBJ/IEHUX 3'€/JHaHb, MPOIYCKAOUHX JaHi, Ki CTOCYIOTbCSA OJHOMY 3 CEaHCIB 3B'A3KY,
sAKi 3adikcoBaHi y 11iit Tabmili. Ko ceaHc 3aBepIiyeThCsl, 1IJTF03 BUASIE BiATIOBI AHMIM
eJleMeHT 3 Tab/MUIli Ta pO3pHBAaE JAHIIOT, 1[0 BUKOPHUCTOBYETHCS B JJaHOMY ceaHCi. [ljis
KOTIIOBaHHSI Ta T[epeHaripaB/ieHHs TlaKeTiB y [LII03ax CeaHCoOBOrO  PiBHA
BUKODUCTOBYIOTbCSI  CIleljia/lbHi MporpamMy, $Ki IHOAI HAa3WBalOTh KaHA/JIbHUMU
riocepeIHMKamMu (pipe proxies), OCKiJlbKM BOHW BCTAHOB/IIOIOTh MK /IBOMa MepeKamu
BipTya/ibHUI JlaHLIOT, ab0 KaHa/l, a TOTiM J03BOJISIOTH TakeTaMm (110 reHepyHTbCs
nonatkamu TCP/IP) mpoxoauTu 1o LIbOMY KaHay.

[II1r03 CceaHCOBOrO piBHA BUKOHYE Il OJHY BaX/IMBY (DYHKLIIFO 3aXMCTY: BiH
BUKODHCTOBYETBCSI SIK CepBep-mocepefHUK (proxy server). I xoua wnel TepmiH



repe/j0auae HasiBHICTb CepBepa, Ha SKOMY IIPALIOIOTh TIPOTrpaMU-TIOCepPeHUKU (IO
CTipaBeJ/IMBO [JIsl LIJIF03y CEaHCOBOTO PiBHSI), y L[bOMY BUIIQ[Ky BiH O3Haya€ Jelo
inme. CepBepoM-TIOCEpeJTHUKOM Moyke OyTu OpaHamayep, SKHN BUKOPHUCTOBYE
TIpoLeAlyPy TPAHC/AL{l aZipec, MpHU SIKik BifI0yBaeTbCs TepeTBOPeHHs BHYTPIilmHiX IP-
aZipec B ofiHy «HafitiHy» IP-aapecy. L agpeca acollitoeTbes 3 GpaHaMayepoM, 3 SKOTro
riepelatoThCS BCl BUXi/HI MTaKeTH.

B pesynbraTi B Mepexi 3i IUIFO30M CeaHCOBOI'O PiBHA BCi BUXIiJHI TakeTu
BUSIB/ISIFOTHCSL BiJIMpaB/JIeHUMH 3 [OTO IIJIFO3Yy, 1[0 BUK/IIOYAE TIPSIMUM KOHTAKT MiXK
BHYTPIIIIHLOI0 (aBTOPM30BaHOI)) Mepekelo i TMOTeHLiHO He6e3reyHoK 30BHIIIHbOIO
Mepexketo (y HallloMy BUMaZIKy Mepeska [HTepHeT — razgovorodele.ru). IP-aapeca 1muio3y
CeaHCOBOI'0 pPiBHS CTa€ €QMHOK aKTUBHOIO [P-azpecoro, sika MoTpamvisie 0 30BHILIHbOI
Mepexi. TakMuM UMHOM, IIJIF03 CEeaHCOBOTO pIiBHS Ta IHINI CepBepU-NI0CepeJHUKU
3aXUIIAI0Th BHYTPIIIIHI MepexKi Bify HamaziB Ty spoofing (imiTariist agpec abo migMiHa
azpec).

[Inr031 CceaHCOBOro PIiBHSI HEMA€E «BPOKEHUX» BPa3/IMBUX MICL[b, TIPOTE MiCJIsS
BCTaHOBJIEHHS1 3B'A3KY Taki LIUIH03U (iIbTPYHOTh MAaKeTH JIMILe 3 CeaHCOBOMY piBHI,
TOOTO. He MOXKYTh TIePeBipsATH BMICT IMaKeTiB, 1[0 MepeAalThCs MK BHYTPIIIHBOIO Ta
30BHIIIHBOI) MepeXXel0 Ha piBHI MPUK/IAAHUX TporpaM, TOOTO L Iepejayva
3[IMCHIOETBCST «HAOC/IM». TakKuM UMHOM, XaKep, 1110 3HaXOJUThCSl B 30BHILLIHIN Mepexi,
MoyKe "TIPOTATHYTU" CBOI "MIKiZyIMBI" TIakeTH uepe3 IITIO3 i 3BepPHETHCS Oe3rocepeiHbO
[0 BHyTpilmHbOoro Web-cepBepy, sikuii cam mo co0i mMoxke He 3abe3meuyBaTH (PYHKLIiT
OpaHiMayepa. IHIIMMM C/O0BaMH, SIKIO TIpOLieAypa KBUTYBaHHSI 3B'A3KY YCHIIIHO
3aBepilieHa, IIIF03 CeaHCOBOTO PiBHS BCTAHOBUTH 3'€JHAHHS i OyJe TyIo KOITitoBaTH i
TiepeHarnpas/isiTA BCi HACTYIIHI [TaKeTHU He3a/le’KHO BiJ IX BMICTY.

[IJo6 ¢ineTpyBaTH MakeTH, 10 TeHEPYHOThCS TEBHUMH MepPeXHUMH CTy>KOamMu
Bi/ITIOBiIHO /10 TX BMiCTy, MOTPi0O€H I11/TF03 TIPUK/IaHOTO PiBHSI.

Tak caMo $K 1 LITF03 CeaHCOBOT'O PiBHS, 1IIF03 MPUKJ/IAaJHOTO PIBHS T1ePEeXOIIHE
BXi/JIHI Ta BUXiJHI TakeTHh, BUKOPUCTOBYE IPOrpaMU-TIOCePeIHUKH, SIKi KOIiIOKTh Ta
repeHanpaB/sgioTh iH(OpMaLlilo uepe3 NUIIO3, a TaKOX (PYHKLIIOHYe SIK CepBep-
rocepeJHUK, BUK/TIOUAtOUU TpsiMi 3'€THaHHS MiXK ZIOBipeHUM cepBepoM abo KJTiEHTOM Ta
30BHIIHIM XocToM . OpfHaK [IO0CepejHUKH, 110 BUKOPHUCTOBYIOTHCS LIJIFO30M
TIPUKJIAZHOTO PiBHSA, MarOTh Ba)K/IMB1 BIMIHHOCTI BiJl KaHa/IbHUX MOCEPeJHUKIB LITFO31B
CeaHCOBOI'0 PpiBHA: IO-Tleplile, BOHM IIOB'A3aHi 3 IMporpamamMu, a MO-[pyre, MOXXYTb
GinbTpyBaTH NakeTH Ha MPUK/IaJAHOMY piBHI. Ha BigMiHy BiJj KaHaIbHUX MOCEpPeHUKIB,
IOCepeJHUKU MPUKJIAJAHOIO PIBHA IMPOMYCKAKOTh JIUIIEe [aKeTH, fKI IM [JOpy4eHOo
obcnyroByBaTu. Harpukiaj, mporpama-niocepeHUK ciiy>kbu Telnet mMoke KomitoBaTH,
TiepeHaripaBisTy Ta GibTpyBaTH Juiiie Tpadik, sKUii reHepyeThCs i€l CyKO0t0.

Ao Mepexka Mparro€ Juilie MUTH03 MPUK/IAZHOr0 PiBHA, TO BXIJHI Ta BUXIAHI
TakKeTH MOXKYThb TiepeflaBaTUCS JIHIlle TUX CIy)KO, KOTpUM € BiJTIOBifHI TIOCepeIHUKH.
Tak, gKI[0 LUI03 IPUKIAJHOIO PiBHA BUKOPUCTOBYE JIMILE IPOrpaMU-IIOCepeSHUKU
FTP i Telnet, BiH mpomyckatume MakeTu LUX C/Iy>KO, O/I0Kyr0uM y CBOIM MakeTH BCiX
inmmx cmyx6. Ha BigMiHy Bif 1utt03iB CceaHCOBOTO piBHS, SIKi KOIIIOIOTH i «CJIiMO»



TlepeHarpaB/giOTh BCl IaKeTH, L0 HaAXOLAThb, IOCEepPeJHUKW TPUKJIAJHOrO piBHA
TepeBipsA0ThL BMICT KOJKHOI'O T1aKeTa, 110 ITPOXOAUTh Yepes3 IUIH03.

Lli mocepeqHUKM MOXXYTh (inbTpyBaTH OKpeMi BUIM KoMaHj abo iHdopmariii
TPOTOKOJIaX MPUKJIAJHOrO PiBHSA, SKi IM JOPYYeHO. YTWITH LUX LUIHO3IB [J03BOJISIIOTh
GbinbTpyBaTH TMEBHI KOMaH/H, 1[0 BUKOPUCTOBYIOTHCS IfuMu ciykOamu (FTP, Telnet,
HTTP Towmwo — razgovorodele.ru). Hampukniaj, Mo)kHa HanalmiTyBaTh LUIIO3 TaKUM
YMHOM, 100 BiH 3arobiraB BUKOPHCTAHHIO KiaieHTamMyd KoMaHzau FTP Put, ska mae
MOJK/IMBICTb KOpHCTyBaueBi, mifkiroueHoMy o FTP-cepBepy, 3amucyBaTé Ha HbOTO
iHdbopMmariito. barato Mepe)xHHX aZMiHiCTpaTOpPiB BO/iOTh 3a00POHUTU BUKOPUCTAHHS
i€l KOMaH[Y, 11100 3MeHIIWTH PU3UK BUIMAAKOBOIO TMOLIKO/KeHHs iH(opmaliii, 110
30epiraeTrbcst Ha FTP-cepBepi, i iIMOBipHiCTb 3arlOBHEHHS HOT0 rirabaiiTaMu XakKepChbKHUX
JJaHUX, 10 MEepeCWIaloTbCsl Ha CepBep [Jisi 3allOBHEHHS MOro AMCKOBOI Mam'sATi i
6/10KyBaHHSI pOOOTH.

Ha gogaTtok fo ¢inbrpaiiii makeTiB 6arato 03 MpUK/IaZHOTO PiBHS PEECTPYIOTh
BCi BUKOHYBaHi cepBepoM Jii i, 1[0 HaWBa’)K/IUBIillle, TIOINEpPe)KalOTb MepPeXXKeBOro
afiMiHicTpaTOopa TIPO MOX/IMBiI TIOpYIlleHHS 3axucTy. Haripukmaz, mpu crpobax
NIPOHUKHEHHs1 B cucteMy 330BHI «BorderWare Firewall Server» kommnanii «Secure
Computing» g03BoJIsI€ (PiKCyBaTH aJpecy BifNpaBHUKA Ta OJep’KyBaua MakeTiB, 4ac, y
KUK 11 cripobu Oym 37iticHeHi, i MPOTOKOI, 1[0 BUKOPUCTOBYeThCA. [IpoaykT Black
Hole komnanii Milkyway Networks Tako)k peecTpye BCi fii cepBepa i momepejykae
aZiMiHiCTpaTopa TpPO MOX/IUBI TIOPYIIIeHHS, HaJCW/Ial0uUd WOMY TOBiZJOM/IEHHS
eJIeKTPOHHOIO TIOLLTOI0 abo Ha nekKep.

[TepeBaru:

— JIOKa/IbHa Meperka HeBuAMMa 3 Internet;

— 3aXMCT Ha PiBHI JOAATKIB A03BOJISIE 3/iIICHIOBATU BEJIUKY KiJTbKICTh JOJAATKOBUX
MepeBipoOK, 3HWKYKOUM I[MM HMOBIPHICTh 3/10My 3 BHUKOPHUCTAaHHSM [IipOK Y
IIpOrpamMHOMY 3abe3reueHHi;

— TIpU opraHi3aiiii ayreHTHbiKallii Ha piBHI KOpUCTyBaua Moke OyTH peasii3oBaHa
cucTeMa HeraHOro rorepe/iyKeHHs PO CIpo0y 3/10My.

Hepnomiku:

— BUILA, HIXK /151 TAKeTHUX (PiSIbTPiB BapTiCTh;

— NPOAYKTUBHICTb HW)KYA, HIXK J/1s1 MAKeTHUX (Pi/IbTPIB.

bpaH/iMayepy eKCIepTHOTO PiBHSI TIOEAHYIOTH y CO0i efleMeHTH BCiX OIMMCaHUX
BuIlle Kareropiil. fk i OpaHgmMayepu 3 (ifbTpalli€l0 TakeTiB, BOHU IMpallOIOTh Ha
Mepe)XHOMY piBHi, (inbTpyrouM BXifiHI Ta BUXiJHi TakeTW Ha OCHOBi mepeBipku IP-
aZipec Ta HoMepiB MOpTiB. bpaH/iMayepy eKCIIepTHOI'O PiBHS TaK0XX BUKOHYIOTb (hyHKIIil
LLJTF03y CeaHCOBOr'O piBHS, BU3HAUaruW, UM [MaKeTU BIiJHOCATHCS [0 BiAIOBIJHOrO
ceancy. I, Hapemri, GpaHgMayepy eKCIIepTHOTO piBHsA 0OepyTh BiH (YHKIl IUTIO3Y
TIPUKJIAZIHOTO PIBHS, OL[IHIOIOUM BMICT KOXXHOI'O TIIaKeTa BIJIOBIIHO [0 TIOJITUKU
Ge3rneku, BUpoOeHOI y KOHKpeTHiM opradisaijii. fIK i 03 TMPUK/IaJHOTO piBHS,
OpaHgMayep eKCIepTHOro piBHS MO)Ke OyTW HasjalliTOBaHWU [ijis BiZilOpakoBYBaHHS
TaKeTiB, 10 MIiCTATh MEeBHI KOMaHJH, Harpukiaag Komauau Put ta Get coyxou FTP.



OfHak, Ha BiAMiHY BiJ LUIHO3IB MPUK/IAJHOrO PiBHS, MPU aHasi3l JaHUX TIPUKJIAJHOTO
piBHS Takuii OpaHAMayep He TMOPYIIY€ KIi€HT-CepBepHOI MO/ieTi B3aEMO/il B Mepexi.

[[Inr03 TMpPUKIALHOTO PpIBHA BCTAHOB/KOE [Ba 3'€QHAHHA: OJHE — MDK
aBTOPU30BAHMM KJ/IIEHTOM Ta LIJIFO30M, Apyre — MK LIJIFO30M Ta 30BHIIIHIM XOCTOM.
[Micns 1poro BiH TIpOCTO mepecuiae iHdoOpMallito MK IIUMHU [BOMa 3'€IHAHHSIMMU.
He3Bakarouu Ha BUCOKUMN piBeHb 3aXHUCTY, IO 3abe3reuyeTbesi MoAiOHUMY IIUTF03aMHU,
TaKa CXeMa MO)Ke TM03HAUMTHCh Ha TIPOAYKTUBHOCTI poboTH. Ha mportuBary ipomy
OpaHaMayepyu eKCIIepTHOrO piBHS [OMYCKalOTh MpsAMi 3'€IHAHHS MK KIi€HTaMM Ta
30BHillIHIMM XocTaMM. [Iy1g 3abe3meueHHs 3aXUCTy Taki OpaHgMayepu TepeXOIloI0Th
Ta aHa/li3ylOThb KOXeH. 3aMiCTb 3aCTOCYBaHHS IIOB'A3aHUX 13 [OZATKaMU IpOrpam-
TocepeIHUKIB, OpaHAMayepd eKCIIepTHOTO PpiBHSI BUKOPHUCTOBYIOTh CrHeljialbHi
a/ITOPUTMHU PO3ITi3HaBaHHA Ta 06pOOKM JaHMX Ha PiBHi JA0O/aTKiB.

3a 0TIOMOT 00 LIMX aJITOPUTMIB TAaKeTH TTOPiBHIOIOTHCS 3 BiJOMHUMH I11a0/I0HaMH
JaHUX, 110 TEeOpeTUYHO Mae 3abe3meunTH Okl edekTUBHY GisbTpallil0 TAKeTiB.
Ockibku OpaHaMayepd eKCIIepTHOTO PiBHSI [OIYyCKAalOTh MpsMe 3'€AHaHHS MiXK
aBTOPHU30BAHMM KJ/IIEHTOM Ta 30BHIIIHIM XOCTOM, [esiKi CTBEepIKYHTb, 10
OpaHMayepH 1ii€i KaTreropii 3a6e3reuyroTb MeHII BUCOKHI PiBeHb 3aXUCTY, HiXK 103U
TIPUKJIaTHOTO PiBHS. IHIII )X JOTPUMYIOTBHCS TIPOTUIEKHOI AYMKUA — razgovorodele.ru.
[Tpote OpaHgMayepy eKCIIepTHOTO PpiBHSI 3a0e3meuyroTh OJWH i3 HaWBUIIMX Ha
CbOTOJHIIIHIKA JleHb pIBHIB 3aXWCTy KOPHOpPaTUBHUX MepeX, i, 3a TBepAKeHHSM
daxiBiiB, obayputu ix gy>ke He mpocTto. OfHaK He BapTo 3abyBaTH, II[0 HaBiTh IIi
HafiiHi 6paHMayepu He 3abe3neuytoTh 100% Oe3rneku.

Ha puc.1 npejcraB/ieHO TUIOBI CXeMHU MIJK/IFOUEHHS MiIKMepe)XeBUX eKpaHiB
(firewall). ¥ nepiiomy Bunazky (puc.l a) Mi>kMepe)keBHii eKpaH BCTAHOBJIFOETbCS TTiCIs
MapILIpyTHU3aTOPy 1 3aXUILja€ BCIHO BHYTPIIIHIO Mepexy. Taka cxema 3aCTOCOBYETHCH,
SKII0 BUMOTM y cdepi 3aXWUCTy Bifi HeCaHKI[iOHOBAHOTO MiXXKMepeXXeBOro [I0CTyITy
npuOIM3HO O/IHAKOBI [T BCiX BY3/iB BHYTPIIIHBbOI Mepexki. Hampukiaz, "mo3Bonstu
3'¢JHAaHHS, 110 BCTAaHOBJIIOKTLCS 3 BHYTPIIIHBOI MepeXi y 30BHILIHIO, i NPUIHUHATU
Ccripobu MiAK/TFOUeHHS i3 30BHIIITHBOT MepesKi y BHYTPIillIHIO". SKII0 BUMOTH /ISl Pi3HUX
BY3/1iB pi3Hi - Harpuksaz, MoTpibHO pO3MICTUTH TIOIITOBUM CcepBep, /0 SIKOTO MOXKYTb
TTiZIKTFOYaTHCS «330BHi», TO TIO/[i0Ha CXeMa YCTaHOBKH MiKMepeXeBOro eKpaHa He €
JoctaTHbO OesrieyHoro. Harmpuknaj, xakep y pe3y/ibTaTi peanisaljii Mepe)keBOl aTaku
MO’Ke OTPUMAaTU KOHTPOJIb HaJ TAKWM TIOLITOBUM CEPBEPOM i Uepe3 HbOIro B)Ke OTpUMaAE
[OCTYII 1O 1HIIUX BY3J/IiB BHYTPILIHBOI Mepexi.

Y nopibHuX BUMaAKax iHOZI Tepes MiKMePE>KeBUM €KPaHOM CTBOPIOETHCS
BiIKDUTUM CErMeHT Mepexi migmpueMctBa (puc.l, 6), a MepexeBUN eKpaH 3axMIIla€
IHINy BHYTpilIHIO Mepexy. Hemosik 1jiel cxemMu y TOomy, 1O TMIJK/IHOUYEHHS O BY3JIiB
BiZIKpUTOI'0 CerMeHTa Mi>kKMepe)KeBUM eKpPaHOM He KOHTPOJIFOEThCSI.

Kpamum y 1jpboMy BUIA[Ky € BUKOPUCTAHHS MiKMepe)KeBOrO eKpaHy 3 TpbOMa
MepexxeBUMH iHTepdeiicamu (puc.l, B). Mi>kmepe)keBUIl eKpaH 3 TPhOMa MepeXXHUMU
inTepdeiicaMu KOH(DIrypyeTbcsl TaKUM UMHOM, IT[00 TIpaBWIA JIOCTYIY Y BHYTPIlLIHIO
Mepexy Oy Oi/TbII CYBOPUMM, HiXK y BiIKDUTHI cerMeHT. Y TOM ke uac, i BHYTpillIHS



Mepe)ka, i BiIKpUTHI cerMeHT OyJyThb KOHTDO/IIOBAaTHCh Mi>KMepeXXeBUM eKPaHOM.
Takuii BiJKPUTHUH CETMEHT UaCTO 3BeThCS «/IeMiliTapru30BaHO 30HO» — DMZ.

BHYyTpiWHA

30BHILLHA
MEpDEKa

MEpEKA

MapLpYTHIATOR

Firewall (a)

BHyTpiWHA
MEpEXE

Bigkputii
CErMeHT

J0BHILWHA

MEDEKA

MapLUIPYTHIATOR

BHyTpiWHA 30BHILLHA

MEPEmKA MEDERA

MapLUIpyTH3ATOR

(B)

Bigkputii
cermeHT (DMZ)

BigkpuTtii

BHyTpiWHA

J0BHIWHA
MEDENKA

MEpPENA

MapLLIPYTH3ATOR

Firewall 2 (r }

Firewall 1

Puc. 1. Tunogi cxemu migKmroueHHs1 MibkmepexxeBux ekpaHiB (firewall):

a) migkmoueHHs firewall i3 7BoMa mMepeskeBuMH iHTepdeiicamu; 6) ImiAKIIOUeHHS
firewall 3 n1BOMa MepexxeBMMHU iHTepdeiicaMu TPU BUJiJIEHHI BiZIKPUTOrO CerMeHTa
BHYTPIillIHbOI Mepexi; B) migkatoueHHs firewall 3 TpboMa MepexxeBuMH iHTepdelicamu;
r) miakmoueHHs aBox firewall.

binbin HafiiHOWO /151 BifKpUTOro cerMeHTY DMZ BBaXka€TbCs cxeMa, B SIKiMl /151
il 3aXMCTy BUKODHUCTOBYETHCS [iBa He3a/JeXHUX MiKMepeXeBUX ekpaHu (puc.l, r).
Opyruii firewall peanizye Habip mnpaBun ¢inbTpatii, 1m0 3abesneuye 3axUCTOM



BHYTPIIlIHIO MepeXxy, sKi OifbIl >KOPCTKI TpoTH TmpaBui Tepmioro firewall, 1o
KOHTpO/MOE AocTyr A0 DMZ. HaBiTh ycmimHa ataka Ha mepiuuii firewall He 3po6uTh
BHYTPIIITHIO Mepexy 0e33aXHCHOI0.

TunoBMM cTafo0 BCTaHOB/IeHHS TiporpamHoro firewall Ha mepcoHasnbHi
KoMIT'toTepu abo iHIIT KOMIT'10TepH, 1110 3aXUIIatoThCs. [HoAi Takuii firewall Ha3uBarOTH
"nepcoHanbHUM". [TomibHa cxeMa /[03BOJISIE 3aXMCTUTHCS Bifl 3arpo3, 1110 HAAXO/SATh He
TiILKK i3 30BHIIIHBOI Mepexi, a ¥ i3 BHyTpimHbOI. OcCOO/MBO aKTyaTbHUM €
3acTOCyBaHHs nepcoHanbHuX firewall mpu 6e3nocepegHROMY MiIK/TFOUEHHI KOMIT'TOTEpa
JI0 TIOTeHI[iHO HeOe3reuHoi Mepexki. Harpukiaj, mpy IMiJK/IHOUeHHi [JOMaITHbOTO
KoMmm'totepa A0 IHTepHeTy abo HOyTOyKy [0 3arajbHO JOCTYyNHOI Mepexi Kade,
BOK3aJly, TPaHCIIOPTY, TOLL[O.

IIpakTHYHaA YacTHHA

daiipBon y cucteMi linux KOHTpOJIOEThCSI TporpamMoro iptables (ans ipv4) Ta
ip6tables  (mns  ipv6). [In1d  BUKOpUCTAaHHS  yTWIITH  HeoOXigHi  ripuBinel
CynepKopucTyBaya (root).

OCHOBHMMU TIOHATTAMM iptables €:

1. IlpaBuno, siKe CK/IQJA€TbCA 3 KpUTepiro, Al Ta J/JiYWIbHUKA. SIKIO MakeT
BiJTIOBijla€ KpUTEpito, TO [0 HBOIO 3aCTOCOBYETbCA [ifl, 1 BIH BPaXOBYETHCA
MUMIbHUKOM. $IKITIO KpUTepii BiJCyTHiM, TO HesiBHO TepezibauaeThbcsi Kputepii "yci
naketu". KO BIACYTHA Jid, TO TPaBWIO TIpalfOBaTUMe JIMIle $K JIUWAJIbHUK.
Kpurepiem € noriunmii Bupas, 1[0 aHali3ye BJAaCTUBOCTI MakeTa Ta/abo 3'eaHaHHS i
BU3HAYa€, UM MiJrajia€ JaHWM KOHKPETHUM MakeT Mif, [iF0 MOTOYHOro mnpaBuia. [lis
OMMCy€e Te, 1[0 TOTPibHO 3pobuTH i3 mMakeToMm i/abo 3'eAHAHHAM, SKIIO BOHHM
BigmoBizaoTh mpaBway. JliumsbHUK 3abe3meuye OOMK KiJIbKOCTi TaKeTiB, siKi
TOTpaNWIX ITiJ, KpUTepii rpaBuia. BiH BpaxoBye CcyMapHHMM OOCST TaKUX TaKeTiB y
baiiTax.

2. JIaHI[tO)KOK — 1le YIOpsAKOBaHa IOC/IiIOBHICTL TpaBuil. JIaHLFOXKKU MOXKHA
PO3/i/MTH Ha BracHi Ta 06a30Bi. ba3oBuii /IaHIFO’)KOK CTBOPIOETHCS 3a 3aMOBUYBaHHIM
npu iHimiasmizamii Tabmwmii. KoxkeH makeT, 3a/ie)kKHO Bifi TOro, Ud TIpU3HAUEHUH BiH
CaMOMY XOCTY, 3reHepOBaHMM HHUM ab0 € TpaH3WTHHM, ITOBHHEH TPOUTH Habip 6a30BHUX
JIAHITIOXKKIB Pi3HUX Tabsuipk. KpiMm Toro, 06a30Buii /NaHIFOKOK BiJIpi3HSETbCS Bif
KOPHUCTYBa/IbHUIILKOTO HasIBHICTIO «3a 3amoBuyBaHHsM [ii» (default policy). Lls ais
3aCTOCOBYETHCS /10 THX TIakKeTiB, siKi Oysio oOpobieHO iHIIMMU TIpaBUaMH IbOTO
JIAHIIIOXKKA 1 BUK/IMKAHMX 3 HBOT'O JIAHLIIOXKKiB. IMeHa 0a30BUX JaHI[IOXKKIB 3aBXKIH
3anucyroThest Y BepxHboMy perictpi (PREROUTING, INPUT, FORWARD, OUTPUT,
POSTROUTING). JIaHLIFOKOK, 110 CTBOPIOETBCSI ~ KOPHUCTYBaueM  MOXKe
BUKODUCTOBYBaTHCh JIMIIIE B MeXax CcBo€i Tabmmili. PekomMeHAyeTbCsi He
BUKOPHCTOBYBATU /Il TAKUX JIAHLFOXKKIB iMeHa y BepXHbOMY PericTpi, 1[00 YHUKHYTH
TUTyTaHWHM i3 6a30BUMU JIAHIFO>)KKaMU Ta BOY/I0BaHUMHU [TisIMU.

3. Tabnmumero € CykKynHicTb 0a30BUX i KOPUCTYBaJbHHUI[BKUX JIAHLIFOXKKIB,
00'eHaHKX 3araJlbHUM (DYHKI[IOHaIbHUM TTpU3HaueHHsIM. IMeHa Tab/uiip (SK i Moy i



KpUTEPiiB) 3anvCylOTbCSI B HWKHbOMY PETiCTpi, TOMYy 1[0 B MPUHLMWIIL HE MOXXYTb
KOH(JIIKTYyBaTU 3 iMeHaMM JIaHI[IOXKKiB KOopucTyBaua. [Ipy BUK/IMKY KOMaHAu iptables
Tab/UIs BKa3yeThcsl y dopMati -t im’s_tabnuifi. ¥ pasi BifcyTHOCTI sSIBHOI BKa3iBKH,
BUKOPHCTOBYETHCs Tabmuuis filter.

Yci makeTd TIPOIYyCKarOTbCS uepe3 TMeBHI IMOC/IiJOBHOCTI JIaHLFOXKKIB. [lpu
IIPOXO/KEHHI [MaKeTOM JIaHLIFOXKKa [0 HbOI'O ITOC/IiJOBHO 3aCTOCOBYHOTHCS BCi IpaBUsia
L[bOr0 JIAHL[tOKKA Yy TIOpSAAKY IX po3ramnyBaHHs. [lifg 3acTocyBaHHSIM IpaBUia
PO3YMI€ThLCA TepeBipKa MakeTa Ha BIJMOBIAHICTb KPUTEpitO0 1, fAKI[O MakKeT LbOMY
KpUTEpil0 Bi/INOBiZia€, 3aCTOCOBYETHLCS /10 HBOTO 3a3HaueHa fis. [li€ero Moxe OyTu siK
enemeHTapHa ornepallis (Hanpukiaaz, ACCEPT, MARK), tak i mepexif [0 omHOro i3
JIAHITIOXKKIB KopucTyBada. [Iii MOXyTb OyTH TepMiHa/JIbLHUMU Ta HeTepMiHaJbHHUMHU.
TepmiHanbHi Aii MPUMUHAIOTE 0OPOOKY TakeTa B paMKaxX JaHOro 6a30BOro JIaHIFOXKKa,
Hanpukiag, ACCEPT, REJECT. HetepmiHanbHi [iii He mepepuBaiOTh Mpoiiec 06pobKu
nakerta, Harpukiaagz, MARK, TOS. S§lkijo maker mpoMIoB uepe3 Bech 0a3oBuii
JIQHITIOKOK i 70 HbOTO He OyJI0 3aCTOCOBAHO >XOJHOI TepMiHa/IbHOI fii, TO 0 HHLOTO
3aCTOCOBYETbCSI CTaHAAPTHA [is [/ [aHOrO JIAHIFOXKKA, sika € 0O0OB'SI3KOBO
TepMiHa/IbHOHO.

HactyrnHa komaH/a 03B0JIsI€E BUBECTHU CITUCOK MPaBuUJl, 110 Jit0Th:

# iptables -L -n -v

Ilnst BUBeIeHHs CITUCKY TpaBWJI /IS TakeTiB, 110 mpuiiMaroTbcsa (INPUT) a6o
BianpapastoTbcsi (OUTPUT) 3acTOCOBYIOTBCS HACTYITHI KOMaH A

# iptables -L INPUT -n -v
# iptables - OUTPUT -n -v

3a /I0NOMOr00 HAaCTYITHUX KOMaH/, MOXXHa BUJAIUTU yCi abo TeBHi IpaBuia Ta
JIQHLIFOXKKU

# iptables -F

# iptables -X

# iptables -t nat -F

# iptables -t nat -X

# iptables -t mangle -F

# iptables -t mangle -X

# iptables -P INPUT ACCEPT

# iptables -P OUTPUT ACCEPT

# iptables -P FORWARD ACCEPT

ne -F - pupanuty (flush) yci mpaBua;

-X - BUJA/IUTHU JIAHL[FOXKOK;

-t table_name - BubpaTu Tabsuifo (nat abo mangle) i BUganuTH yci rpaBuna;
-P - BubGparu #ii 3a 3amoBuyBaHHsM (Taki, sk DROP, REJECT a6o ACCEPT).



Ho ycix makeTiB, $Ki BiJHOCATbBCA [0 B)Ke BCTAHOBJIEHUX 3’ €JHAaHb,
3aCTOCOBYETHCSA TepMiHaibHa Ait ACCEPT — nponyctutu:

iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

B skocti fgii ajs makeTiB, 10 HaAXOAATh, 3@ 3aMOBUYBAHHSM BCTAHOBJIFOETHCS
DROP — 6/10KyBaHHSI TIaKeTY:

iptables -P INPUT DROP
HactyrHe [103BOJIsIE€ yCi MaKeTH, 1J0 BUXO/ISTh:

iptables -P OUTPUT ACCEPT

Tenep nanioykok INPUT tabnuiii filter MicTUTh €a1He TipaBU/IO, siKe TIPOMYCKAEe
BCl TIaKeTH, ILI0 CTOCYHOTbCS BXXe BCTAaHOBJEHUX 3'€HaHb. [J0 BCiX IHIIMX BXiAHUX
nakeTiB Oy/ie 3acTocoBaHo cTaHapTHY Aito — DROP. Jlaniroxxok OUTPUT B3arasi He
MICTUTh TIpaBW/, TOMY [0 BCiX BHUXIJHUX TIaKeTiB 3aCTOCOBYBAaTUMETHCA Jid 3a
3amoBuyBaHHAM ACCEPT. Takum uyuHOM, XOCT, Ha/JallITOBAaHWM 3TiJHO 3 LUM
TIPUK/IaZiIoM i migkmoueHuit no0 IHTepHeTy, OyZie HeAoCTyrnHHUI 330BHi (BCi cripobu
BCTAHOBUTH 3'€IHAHHS 30BHi OJIOKYIOTHCSI), TIPOTE 3 CAMOI'0 XOCTa AOCTYI A0 IHTepHeTy
Oyze BiIbHUN (BMXiJHI MakeTH [O3BOJIEHi, a BiAMOBiAI Ha HUX y)Ke BiJHOCATBCS [0
BCTaHOBJIEHUX 3'€/JHaHb).

4. Tlpy KOpPOTKOUACOBOMY ITi/IBUII[eHi HaBaHTa)keHHs Ha web-cepBep 3 0OKy
30BHILLHBLOI MepeXxi Ji€BUMM €:

- obMeXxeHHSI KiJIbKOCTI 3’€/fHaHb 3 ofiHiel IP ajpecu

# iptables -A INPUT -p tcp --syn --dport 80 -m connlimit --connlimit-above 30 -j DROP

- 6okyBanus IP, Hanpukaz, micas 10 migkmouens g0 mopty 80 Ha mpoTsizi 30
CeKyH[

# iptables -1 INPUT -p tcp --dport 80 -m state --state NEW -m recent -- set
# iptables -1 INPUT -p tcp --dport 80 -m state --state NEW -m recent --update --seconds 30 --hitcount
10 -j DROP

5. Tlpu piskomy 36inbineni BxizHoro UDP Tpadiky Ta BusiBieHi BUXiZHOTO
Tpadiky 3 ycix Bigkputux UDP-nopTiB, Mo)ke BKa3dyBaTH Ha Tak 3BaHui UDP-Flood.
HeobxigHO BHCTaBUTH OOMEXEHHSI Ha Ki/IbKICTh TIiK/TFOUeHb /10 BiJKPUTHX TIOPTIB i
3aKpUTH TOPTH, LI0 He BUKOPUCTOBYHOTHCS, 3a JOMOMOIOK MiKMepe)KeBUX EeKDaHiB.
[omaroThCs MpaBu/ia Mi>KMepeKeBOro eKpaHy:

- 0OMeyKeHHS Ki/IbKOCTI ITiTK/TF0UeHb
# iptables -I INPUT -p udp --dport 53 -j DROP -m iplimit --iplimit-above 1

- JO3BOJIMTHU MiJK/IFOUEHHS TU/IbKY repeBipeHuM IP-azpecam, Haripukiaz, 1.2.3.4
# iptables -A OUTPUT -p udp --dport 53 -d 1.2.3.4 -j ACCEPT



- G6/10KyBaHHS iHIITX TTOPTiB
# iptables -A OUTPUT -p udp -j DROP

3aBaHHA 10 podoTH

1. PeamisyuTe mepesxy, 10 MOKa3aHO Ha PUCYHKY.

Ha ycix komm’toTepax HeobxigHo BcraHoBuTH abo 3armyctutu OC Linux
Hanarmrryiite poboui cTaHIlii TakuM YMHOM, 11100 BOHU Oy/M y OfHil Mepexi,
Hanpuksaz 192.168.1.0 macka 24 (255.255.255.0).

[TepeBipTe yTWU/IiTOO ping 3B’s130K MK KOMIT FOT€paMHU.

2. BcTaHoBiTh, HasamTyuTe Ta 3anmycrtitb Ha PC1 Be6-cepBep Apache
sudo apt-get install apache2

3. 3anycriTh Ha PC1 cuCcTeMHHI MOHITOP i CrIOCTepiraiTe 3a HaBaHTA)KEHHSIM
ripotiecopy Ta Mepexi. [TocnigoBHo 3 komn’roTepiB PC 2 Ta PC 3 BukoHatiTe flood-
aTaKy KOMaHZ00

# ping -f -c 100000 192.168.1.1
3adikcyiiTe HaBaHTaXKeHHS (3po0iTh CKPUH-IIIOT).

[MToBTopiTh flood-aTaky KoMaHzOr0O
# ping -f -c 100000 -s 1000 192.168.1.1

3adikcyliTe HaBaHTa)KeHHS (3p00iTh CKPUH-IIIOT).

4. Hamuiits nipaBusio Ajs iptables, 1o 60kye Takuii Tun flood-atak. O6rpyHTyiiTe
1i0ro i MOBTOPITh eKcriepuMeT 3 (PiKcalliero HaBaHTaXKeHHS.

5. ITigroryiTe 3BiT.
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KoHTpo/IbHI MUTaHHA
[Ilo BusHauae «[TPABWJIO» B iptables?

[ITo Bu3Hauae «JIAITHOXKOK» B iptables?

[To BuzHauae « TABJIULISI» B iptables?
Ha3BiTb 6a30Bi MaHIFOKKY Ta iX Ha/IallITyBaHHS.
$IKe TIpaBU/I0 BUKOHYETbCSI OCTaHHIM?

Hagepite npuknag «[TPABWUJIA» B iptables.
Hagepith npuknan « IAHITHOJKKA» B iptables.

Hagegite nipuknan « TABJIMLI» B iptables.



