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NMpuknaau KidbepsBinHM

Y po3nan Xos04HOI BiNHN, Yy YepBHiI 1982 pokKy, aMepuKaHCbKUN CYNYyTHUK PaHHbOIO
nonepen)XeHHsa BUABMB Bennkun Bubyx y Cmnbipy. Lle 6y Bnbyx Ha pagaHCbKOMY
razonposodi. [lpunynHow uboro 6ysa HecnpaBHICTb cCcUCTEMU YMNPaBAiHHA
KOMMN'IOTEPOM, AKY PaOsHCbKI WNUIryHW BUKpann y ipMmn B KaHaai. BoHU He 3Hanu,
wo cneudianictn UPY BTpy4Yanmcb B nporpamMHe 3abesnedyeHHs | 3pobunum Tak, WO
BOHO 4epe3 NeBHUW iHTepBas Yacy nepecTtasio npautBaTu, ckugano obepTn Hacocy
Ta HanawTyBaHHA KNanaHiB. Lle Beno [0 CTBOPHOBAHHA TUCKY, SKUA 3HA4HO
nepeBuLLYE O0ONYCTUMI 3HA4YeHHA ONd 3'€QHaHb Ta 3BapHWUX WBIB Tpybornposoais.
OTpuMaHi 36UTKN Bynm 3Ha4YHMMIN Ha TOW Yac.

2008 p. - nigp 4ac npoeeneHHs onepauil «Onuea» cupinceki TMNO Ta
pafioeneKTpoHHa po3Bigka ©Oynnm 3abnokoBaHi 4epe3 neBHI Ail MeTodaMu
KibepBIiNHW.

2010 p. - cneuianbHO po3pobneHun Bipyc Stuxnet BTpyYaeTbcsa y poboTy

aBTOMaTU30BaHOI cUMCTeMU, WO 3abe3nevyyBana NMEBHUN TEXHOJIOMYHUN NAHUIOXKOK
AaTOMHOI NPOMNCIIOBOCTI B IpaHi.



NMpuknaau KidbepsBinHM

Meplwa 3apeecTpoBaHa ycrnilwHa KibepaTaka Ha eHepreTuyHy KoMrnaHito YKpaiHu 3
BUBEeOEHHAM 1 i3 sagy cTanacb 23 rpyaoHa 2015 poky. Pocincbki xakepwu
aTakyBaTW KOMM'IOTEPHI CUCTEeMN YynpaBJiHHA TPbOX eHepronocTavdasibHNX

KOMMaHin YKpalHn.

HacTynHa KibepaTaka cTanacb BHOYi 3 17 Ha 18 rpyaoHa 2016 poky.
byna BumBeneHa 3 naay nigctaHuia «liBHiYHa» eHeprokoMnaHil «YkpeHepro», bes
CTPYMY 3aJIMWNANCE CMNOXXMBaYi NiBHIYHOI YacTuUHW npasoro b6epery KueBa Ta

npunernanx panoHis odbnacTi.

Pe3ynbTaTHn aTak:

1. «[MpukapnaTtTsa061€eHepro»: BUMKHEHO
6113bko 30 niacTaHuin, 6an3bko 230 TUCAY
MeLUKaHLUiB 3anumwanncb bes3 ceiTna NpoTArom
OLHI€EI-LLeCTn roamnH.

2. «KniobneHepro»: BigkaoyeHo 30 BYy3/10BUX
NiOCTAaHLUIN BiO AKUX XXUBUTbCA HN3KaA
cTpaTeriyHmx o6'ekTiB, moHan 80 Tucsay
crioXkmeadiB 6ynn 6e3 enekKTpUKM NpPoTArom
OLHIEI-TPbOX rOAVH.
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Mpuknan OOKYMEHTY, 3apa’KeHOro TPOSHOM
BlackEnergy, 3 AKoro no4yasiocb NPOHUKHEHHSA B
KOMMN'IOTEPHY Mepexxy ANCrneTY4epCbKol
«[MpunkapnatTaobneHepro».




Mpuknaon cueHapiis:

1. bnokyBaHHs abo nopyweHHA poboTn Ba>K/IMBUX YPALOBUX CUCTEM: POCINCHKI
XaKepCbKi rpynu 34iNCHIOITbL KibepaTaky Ha ypanoBi cMcteMun YKpaiHn 3 MeTOoro
36,710KyBaTU IXHIO pobOTY, OTPUMATU KOHPiAEeHUINHY iHPpopMaLito abo cnpobyBaTu
BMJIMHYTW Ha NPoLECU MPUNHATTSA PilleHb.

2. [Mapanizauia KOMyHIKaLiMHUX Ta iIHPOPMaUINHUX CUCTEM: 3LINCHEHHS
KibepaTak Ha TeNleKOMYHiKaUinHi MepeXxi Ta iIHTepHeT-nNpoBangepis ond obMexxeHHs
OocTyny o iHopmMauil Ta KOMYHiKauil Mi)K BINCbKOBUMW, YPAO0BUMMN Ta
LUUBINIBHUMWU CTPYKTYpPaMW.

3. MopyLweHHs poboTn eHepreTUYHNUX CUCTEM: 34iNCHEHHS KibepaTak Ha
eHepreTnyHi Mmepexxi YKpaiHu 3 meToto 360IB Y NOCTavyaHHi enekTpoeHepril, 3aans
BUHUKHEHHSA Cepno3Hmnx nepebois y poboTi npoMUCioBUX NiANPUEMCTB, ColianbHUX
Ta rpomMagacbkmx ob’ekTiB, XUTNOBUX ByaiBenb, TOLO.

4. Cnpobu BnKopucTaTK couiasibHi Mepexxi Ta Mefia gnda gesiHdopmauil:;
30iINCHEHHSA KibepaTak Ha couiasibHi MepeXxi Ta Mefia 418 NMOLWNPEHHS
nesiHdopmMauil Ta nponaraHaun, 3a4a4 BMJMBY Ha rPOMaACbKy OYMKY Ta CTaBJIEHHS
00 BiHW.



OCHOBHI NMOHATTA

Mg ynposnm cepenoBuLLLEM PO3YMIilOTb NOEAHAHHSA IHPOPMALINHNX TEXHOJOrN Ta
KibepnpocTip.

KnbepnpocTip — ue Ta 4YacTuUHa UMPOBOro cepenosuLla, e i 3aBasikm akin BigbyBaeTbcs
KOHTPOJIb Ta KEPYBAHHA Pi3HUMU i3N4HUMK 06’€KTaMmn, 019 HOr0o BUKOPUCTOBYIOTbLCS AK
neBHe NporpamMHe 3abe3neyvyeHHs Ta NPOTOKOIN KOMMN' IOTEPHUX MepexX (30KpeMa IHTepHeT),
TaK i iIHPpaCTPYyKTypa Mepex Ta TeJIeKOMYHIKauinHi KaHanu.

CnoBo «KibepnpocTip» BnepLue d6yno BukopnctaHo Binbamom Nb6CcoHOM (KaHaaCbKun
MNicCMeHHUK paHTacT) y 1982 B HoBeni «Burning Chrome» («CnaneHHs XpoM»), Ky
ony6nikoBaHo B Yaconuci OMHi. MNMoTiM ue cnoBocnosy4eHHs Binbam NOCOH BXXe LWNPOKO
BUKOPUCTOBYBaB Yy HoBeNi «HenpomMmaHT» («Neuromancer»). 3apa3 Mu BXe IHTYITUBHO
PO3yMIEMO, LLLO BOHO NO3HAYaE.

LincppoBe cepenoBuLLe BMILLYE:

* IHOPACTPYKTYPHUN pPiBEHb (TENEKOMYHIKaLINHI NiHIT Ta KaHan, KOMN' IOTEPHI cucTeMun Ta
BOynoBaHi 6/10kn KepyBaHHA i3NYHUMU 06'EKTaMn);

* MMporpamMHun piBeHb (MPOTOKOIN NepefaBaHHA OaHUX, onepayivHi nnaTdopmn Ta
nporpamHe 3abesnevyeHHda, NigcUCTEMY CrPUNMaHHSA iHpopMauil KIHLEBUM KOPUCTYBa4veM);

* PecypCHO-CTPYKTYPHUN piBEHb (3arajibHOOOCTYMHI MepeXXeBi pecypcun, 3aXnULLLEHI pecypcu
Oep>XaBHOI Ta KOPMopaTUBHOI BNACHOCTI, 3araJibHOAOCTYMHI pecypcun 3 naaTHUM
KOHTEHTOM)



3araJibHi NOHATTA

KibepBiHa Ta Kibepbe3neka

ICTOPNYHO |IHTEepHET CTBOPIOBABCA HAK BiJibHe cepenoBuLle iHpopMaLinHOI B3aeEMoail
3 BUKOPUCTAHHAM MEBHUX TEXHOJIOrin Ta npaBuaaMu opradisauii, aki 6yno
po3pobneHo Ta po3pobnoBanucb nepeBaxHo Yy CLUA. Yknag »XuTTs, npaBwuia
BefeHHSA Bi3Hecy, piBeHb PO3BUTKY €KOHOMIKU Ta BUpobHunutea y CLUA cnpuss Oo
nepeMilleHHa Ha pecypcun IHTepHeT Ta 3 BUKOPUCTAHHAM TEexXHOJIorin IHTepHeT
3HA4YHOI YaCTUHW ToOprienai, @QIHAHCOBMUX oOMnepauin, noNiTUYHOI Ta couiasbHOI
AaKTUBHOCTI. 3apa3 Ui KJ04Y0Bi Chepn XUTTELIANBHOCTI NepemMiCTUNNCL OO0 IHTepHeT
y BinbLWOCTI Aep>xaB CBITY.

BecTpasnbCka cuctemMa MiKHapoOOAHUX BiAHOLWEHb — CBITOBa OEPXABHO LEHTPUYHa
cucTtemMa, OCHOBHUN MNPUHUMN Oep)XaBHOro cysepeHiTeTy XVII-XX CT., ogHUM i3
HaCNiOKIB AKOro € NPUHLWMN HEBTPYYAHHSA Y BHYTPILLHI CMIpaBu CyBEPEHHNX Oep>KaB.
BecThanbCcka cuctema 3pobusia  yHiBepCasbHOK  MONITUYHOK  OAUHULEID
HauioOHaNbHY Oep>XaBy, a MOJNITUYHI CyCcnifibCTBa Yy BCiX Aep»aBax CBIiTy 6yno
IHTerpoBaHoO AK Hauil.

[MocTBecTdasbCka CcUCTEMa MiIXKHAPOAHUX BiAHOWEHb POPMYETLCHA Mig BMJIMBOM
npouecis rnobanizauii, B paMkax sKux, npasa JoAuHM HabyBatoTb OisibLIOI Bary,
HI>XK Ti, WO POPMYIOTbCA HaNEXHICTIO A0 NeBHOI Hauil abo 3a BUCIOBOM “TON, XTO
HapPOAOMBCS Yy NEBHIWN Oep>XaBi MAa€ BIACTOOBATY nuwwe 11 iHTepecn”.




BecTdanbCbKa cucteMa Mi>KHapOOHUX BiAHOCUH BCTAHOBWJIA TakKi KJ1IOYOBI
NPUHUNMN:

1. MNMpunHUMN cyBepeHiTeTy aep>xas: [JoroBopn BM3HaANIN CYBEPEHITET KOXKHOI
nep>xaBu, WO 03Ha4vYasno, Wo KOXKHa AeprkaBa MaJia npaBo CaMOCTINHO
BCTaHOBJ1IOBATW CBOIO BHYTPILLUHIO Ta 30BHILLHIO MOJIITUKY 6e3 BTpydYaHHA 3 BOKY
IHLUMX Oep>XaB.

2. MpuHuMn 6anaHcy cun: BecTdanbCbka cuctemMa cnpusia BUHUKHEHHIO KOHU el
piBHOBarm cun, oe barato gep>xaB B3aEMOAiANN 3 ypaXyBaHHAM BAaCHUX iIHTepeciB
Ta NOTY>XXHOCTEN, WO Maan Ha MeTi 3anobirtm A4oMiHyBaHHIO OOHIEI Aep>XXaBu Yi
rpynu gep kas.

3. MpuHUKMn TepuTopianbHOI LiJIICHOCTI: [JOroBOpPKM 3aKPINNAN NMPUHLAM
TepuTopiasibHOI HEAOTOPKAHHOCTI Aep>kaBs, WO O3Ha4vaso, Wo KoOpOoHU aep)xaB bynu
BU3HAHI 9K HEOOTOpPKaHI, i BTPy4YaHHSA B HUX BYyJ10 HEMPUMYCTUMUNM.

4. BecThasibCbKa cncTemMa Mi>KHapoa4HMX BIiOHOCUH CTaJla OCHOBOK OJ19 PO3BUTKY
CyYacHOl Mi>KHapo4HOI CUCTEMMN Ta BU3HAYMA KJIKOYOBI MPUHUNNN, AKi IeXaTb B 11
OCHOBIi. BOHa Tako)X Bifiirpana 3Ha4yHy posib Yy GOpMyBaHHI MOHATTS Cy4acCHOI
OEeP>XXaBHOCTI Ta CUCTEMUN MIXXHAPOL4HOro rnpasa.

I



IOna nocteecTdanbCbKOl CUCTEMN MOXKHA BU3HAYUTU HACTYMHI XapaKTePUCTUKN;

1. Fnobaniszauiga: NMNocTBecTdasnbCbKa CUCTEMA BifiI3HAYAETLCHA 3POCTAHHAM
rnobanizauil, sKa BUKJIMKAE 3POCTAHHSA 3B'A3KIB MiXXHapO4HOI TOprieai, PiHaHCIB,
KYJIbTYPU Ta NONITUKMN.

2. MynbTUNONAPHICTbL: 3aMicTb 6INONAPHOCTI (AKa XxapakTepunlysanacsa 6opoTbbot0
Mi>X CLUA Ta PagsHcbkuM Coo30M) NoCcTBeCT(dasbCbKa cuctemMa ctana binbL
MYJIbTUMNONSAPHOLO, 3 PI3HUMUN LUEeHTpaMn BranBYy, Takumu gk CLUA, EBponencbkun
Coto3, Kntan, Pocida Ta iHLi.

3. Mi>kHapoaHi opraHisauii: 3'aBjieHHSA Ta 3pOCTaHHA POJli MI>XXHapPO4HMX OpraHisauyiu,
Takux 9K OpraHizauia O6'egHaHunx Hauin (OOH), BcecBiTHA ToproesenbHa
OpraHizauia (BTO), MixxHapogHun BantoTHn ®oHa (MB®) Ta iHWI, AKi rpatoTb
BaXXJINBY POJIb Y perysitoBaHHI Mi>KHapo4HUX Crpas.

4. TpaHCHaUiOHaNbHI BUKJIMKW: 3PpOCTaHHSA TPpaHCHaALIOHAaNbHUX BUKJINKIB, TaKNX AK
rnobanbHUN TepopusM, KNiMaTUYHI 3MiHN, KIDEP30YMHHICTL Ta NaHAeMiIl, aKi
BUMaralTb CniBrpaui MK gep>xaBsamMmu On4 BUPILLEHHS.

5. Kibepbesneka: 3pocTaHHA Kibep3arpo3 Ta HeobXiAHICTb perystoBaHHS
KibepnpocTopy Ta 3axuUCTy KibepiHppacTpyKTypw.

MocTBecTdanbCbka CUCTEMA MiIXKHAPOAHNX BIAHOCUH € CKNTAaAHOIO Ta Pi3HOMAHITHOIO,
| BOHa Bigobparka€e cy4acHi pearii CBITOBOI MONITUKN Ta EKOHOMIKMN.



1. IHTepHeT i rnobanisauiqa: IHTepHeT Bigirpas BaXJMBY poJsib Y rnobaniszauil,
3pobuBLUM CBIT 6iNbL 3B'A3aHUM | BiAKpUTUM ans obMiHy iHhopMaui€to, inesamn Ta
TOoprieni. BiH CTBOPUB MOXNMBICTb O LWUBNAKOIro 0OMiHY AaHUMK Ta CrpUsB
3POCTaHHIO KYJIbTYPHOIr0, EKOHOMIYHOIro Ta MOJIITUMHONO OOMIHY MIXK HauissMN.

2. NMocTBecT(anbCbka cUCTEMA MiXXKHAPOAHUX BiAHOCUH: [nobani3auida, pa3om i3
3pOCTaAaHHAM BMJINBY NpaB JNOAWHW Ta YCBIAOMJIEHHSM 3arajibHoro 6aara, BUKJNKAE
nepernag TPaanuiNHNX KOHUeNUin HauioHaIbHOI CyBepeHIiTeTy Ta Aep>XaBHOI
IHTepBeHUil. Lle Mo)xe npun3BecTn 40 TpaHchopMauil CUCTEMN MiIXXHAPOLOHUNX
BiAHOCUH, W06 BpaxyBaTu rnobasbHi BUKJIMKN Ta HOBI peanil.

3. CynepedHocCTi Ta BUKAUKN: OgHak, rnobanizauis TakoXX CyrnpoBOOAXXYETbCS
HOBMMW CYMEPEYHOCTSAMU Ta BUKJIMKAMU, BKJKOYato4Yn 36inblIeHHA HEPIBHOCTI,
3MiHU KniMaTy, Kibepbesneky Ta iHWI. Wi BUKNINKM noTpedbytoTb CRiNIbHUX 3yCWU/b Ta
cnisnpavi MiXX gep>xaBaMun N 3HaAXOOXXEHHS pPilleHb.

4. |lHTepHeT i NpaBa NoANHN: I[HTEepHET TaKoXX BifirpaBa€ KJt04YOBY POJib Y
nigTpuMui Npas AIOOUHW, PO3MOBCIOOXKEHHI IHopMaLIl Ta CNPUAHHI TPOMaLAHCHKIW
aKTUBHOCTI. BiH Haga€ rpoMagaHaM MOXXJIMBICTb CNiNIKYBAaTUCA, BUPa>XaTuW CBOIO
OYMKY Ta BMJMBATU Ha MOJIITUYHI npoLuecu.



1. 3MiHa napaanrmu KoHMNIKTY: KibepBinHa BioKpMBa€E HOBI PPOHTUN KOHNIKTY,
Oe BINCbKOBI fil MOXXYTb BigdyBaTnCA B LM(PPOBOMY MPOCTOPI. Lle CTBOPIOE HOBI
BUKJIMKWN ON8 TPaAULLIMHNX NOHATL NPO BiNCbKOBI Ail, 06opoHy Ta 6e3neky.

2. AcnmeTpia KOHPNIKTY: KibepBinHa Mo)xe 003BONSATU MEeHLW Po3BUHEHUM abo
MEHLUNM Aep>XaBaM e(peKTUBHO BNAMBATU Ha OinbLU PO3BUHEHI 41X BiNblLU NOTYXHI
CYNpOTUBHUKIB. Lle MoXxe nopyllyBaTu TpaauuinHi 6anaHcu cmn Ta BUMaraTu
nepernany crparterin obopoHU Ta BINCbKOBOI be3sneku.

3. Mi>kHapoaHe npaBo Ta HopMmu: KibepBinHa CTaBUTb Mif CYMHIB TPagULINHI
MpaBoOBi HOPMU, NMOB'A3aHi 3 BINCbKOBUMW KOH(PIIKTaMM Ta NOBEOIHKO OepXXaB Yy
Mi>XHapOoOHUX BigHOCMHaX. Lle cnoHykae Ao HeEOOXiIAHOCTI pO3p0OOKK HOBUX
HOPMATUBHUX aKTIB Ta Mi>KHapPO4AHNX OOrOBOpIB.

4. 3poCTaHHSA NoTeHuiaNly KOHPNIKTY Ta Hanpy>XeHHs BigHOCUH: KibepBinHa
MOXX€ CTUMYJIIOBATUN HAMNPY>XXEHICTb MiXXHapPOAHNX BiAHOCUH, 0COBINBO MiX
nep>xasamu, AKi BBaXKatoTbCA BoporaMmu abo KoHkypeHTamu. KibepaTakm MOXYTb
MPWU3BEeCTU 00 3aroCTPeHHA KOHMIKTIB Ta eckaslauil Hanpy>XeHoCTiI.

5. Po3BUTOK KibepaounsomarTil Ta Kibepbe3neku: [lep>kasBn NoOYNHAOTb PO3BUBATU
HOBI cTpaTerii gunaomaTili Ta Mi>KHapoAHoOro cniBpobiTHMLUTBa B 061acCTi
Kibepbesneku. KibepannaomaTia CTa€ BaX>KJIMBUM iIHCTPYMEHTOM 3abe3neyeHHs
Mi>XHapOo4HOI CTabiNbHOCTI Ta B3AaEMOPO3YMiHHS.
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