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Packet Tracer - Miakno4eHHsa npuctpoiB loT oo Po3ymHoro
OyAUHKY

PO3yMHa AOMallHA MepeXxa

Uini Ta 3agauvi
YactuHa 1: flocnigitb po3yMHy AOMaLLHIO Mepexy
YactuHa 2: JloganTe npuctpoi Wired loT go Smart Home Network

YactuHa 3: Jogante 6e3gpoToBi npuctpoi loT ao Smart Home Network

HoBiakoBa iHcpopmauisa / CueHapin

Y paHin nabopartopHin poboTi Bu BigkpueTe dann Packet Tracer 3 BXxe CTBOPEHOK JOMALLHBOK MEPEXKELD,
3MOXeTe AoChignuTN NPUCTPOI, AKi NPUCYTHI B Mepexi Ta gogaTtu we loT KOMNOHEHTH, SKi MOXHa nig'egHaTtn
Yyepes kabernb Ta 6e30poTOBY MEPEXY.

Part 1: HocniaiTe iHTeNnekTyanbHy AOMaLUHIO MepexXy

Kpok 1. Bigkpunte chann Smart_Home_Network.pkt
a. Bigkpwuiite pann Smart_Home_Network.pkt .
b. 36epexiTb harn Ha cBoOEMY KOMMN'tOTEPI.
Step 2: [OocniaiTb iHTeNneKTyanbHy AOMALLUHIO Mepexy

a. [Hocnigitb kiHUeBi npucTpoi loT.
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Packet Tracer - MigkntoyeHHsa npucTpoiB loT go Smart Home

Y niBomMy HMxHbOMY KyTKy Packet Tracer 3Hangite i HaTUCHITb 3Ha4ok [End Devices] y BepxHbOMy
psaKy, a 3Ha4yok [Home] B HWxHbOMY psinky Bubip Tuny npucTtpoto .

Time: 02:05:17 | Power Cyde Devi::es||FastForward'I'|rne|
lf’@-/-ﬂl |=®@?D T W-LILCILQ
Joasi

Y HWxHIn yacTuHi BikHa Packet Tracer none Device-specific Selection Bigobpaxae 6arato 4OCTYNMHUX
npuctpoiB Smart Home loT.

MepemicTiTe BKasiBHMK MULLI HA KOXHUI NPUCTPIN | NOMITUTE, LLLO ONUCOBUIA iM'SI MPUCTPOLO

BioOpaXaeTbCs B HWXHIN YacTuHi BikHa Device-specific Selection . [oamBiTbCst HA KOXHWUIA TVN
NPUCTPOIO.

¢ 1Hom =

Smoke Detector

b. [Locnigite mepexy Po3ymHoro ByauHka.

Garage Door

\((" » \ Classic Car

Y poGoyomy cepeoBULLi € nonepeaHLO NobyaoBaHa po3yMHa AOMaLLHS Mepeka, sika cKnagaeTbcs 3
BaraTtbox NpoBigHNX Ta 6e3apoTOBMX NPUCTPOIB |OT Ta MPUCTPOIB MEPEXKEBOI iIHPPACTPYKTYPH.

Konwu BM HaBogute Kypcop Ha nNpucTpin, Hanpuknag Smart Fan, BigkpnBaeTbcs iHpopMaLinHe BiKHO, L0
MiCTUTb OCHOBHY iHbOpMaLIito MPO MEPEXY Ha LibOMY NMPUCTPOI.
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Packet Tracer - MigkntoyeHHsa npucTpoiB loT go Smart Home

A— - . i N - —

LLlo6 yBiMKHYTN abo akTMBYBaTV NPUCTPIN, MPOCTO yTpuMyiTe knasiwy Alt Ha knasiaTypi, a NoTiM
KNauHiTb NiBOK KHOMKOK MULWi Ha npuctpoi. CnpobyiTe Lie Ha KOXHOMY i3 CMapT-NpUCTPOIB, 06
crnocTepiraTtu, Lo BOHM pobnsaTh.

IHTenekTyanbHa AOMaLLHA Mepexa CKnagaeTbes 3 iHPPacTPYKTYPHUX MNPUCTPOIB, TakMX K AOMALLHIN
LLISTHO3.

HaTtucHitb Ha Home Gateway , wob Bigkputn BikHo Home Gateway.

Bknagka Physical BubpaHa 3a 3aMOBYyBaHHAM Ta Nokadye 300paXkeHHs1 OMALLHBbOrO LUS03y.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

3
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Fhysical Config

MODULES
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Physical Device View
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Physical View I Logical View i

Next, click the Config tab and then in the left pane click LAN to view the LAN Settings of the Home

Gateway.

3anuwitb IP-agpecy goMallHboi MepeXxi AN No4anbLLIOro BUKOPUCTAHHS.

¥ Home Gateway

Physical Config

GLOBAL
INTERFACE
Internet
LAN

Wireless

— O X

GUI Attributes

LAN Settings
IP Configuration
IP Address 192.168.25.1
Subret Mask 255.255,255.0

HaTtucHite Wireless Ha niBiv naHeni, wob nepernsaHyTM napameTpu 6€30p0oTOBOro 3B'A3Ky AOMALUHBLOMO

LUIHO3Y.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

3anuwite SSID gomaluHbOoi Mepexi

Anda noganblloro BUKOPUCTaHHA.

Ta WPA2-PSK Pass Phrase

? Home Gateway

Physical ~ Config

GLOBAL
INTERFACE
Internet
LAN
Wireless

GUI Attributes

Wireless Settings

55ID HomeGateway
IChannel &
Authentication

(") Disabled () WEP WEP Key

() WPA-PSK (®) WPA2-PSK PSK Pass Phrase| mySecretkey

Owea (O wea2
RADILS Server Settings
IP Address

Shared Secret
Encryption Type AES

3akpunte BikHo Home Gateway.

[MoTiM HaTUCHITL 3Ha4OoK NpucTpoto Tablet , Wo6 BiOKPUTM BIKHO NNaHLIETA.

Y BikHi nnaHweTa BnbepiTb BkNagky Desktop Ta HaTUCHITb 3Ha4ok BeD-6paysepa.

© 2019 Kopnopauis Cisco i/abo ii godipHi komnaHii. Bci npaBa 3axuvweHi. Liert gokymeHT € Cisco Public.

Page 5 of 18



Packet Tracer - MigkntoyeHHA npucTpoiB loT go Smart Home

R Tablet — m| X

Physical Attributes

Ll

Config Desktop Software/Services

Y BikHi Web Browser BegiTb |IP-agpecy gomawHboro w3y 192.168.25.1 y none URL-agpecu Ta
HaTuCHITb GO . Ha ekpaHi Bxogy B ronoBHWI W03 BBEAiTb admin sk Ang iMeHi kopuctyBada, Tak i Ans
napons Ta HaTUcHiITe Hagicnatu .
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

¥ Taplet - O *

Physical Config Desktop Attributes Software/Services

Web Browser

= = | URL |http:/f192.168.25.1 Go Stop

Home Gateway Login

Username: |adrm'n |

Password:

Submit

Micnsa nigknodeHHsa o Beb-iHTepdency AOMALLHBOrO W3y 3'SBUTLCHA CMMCOK YCiX NiAKNHOYEHNX
npuctpois loT.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

i? Tablet — O »
Physical Config Desktop Programming Attributes
Neb Browser
< | > | URL |http://192.168.25.1/home.html Go Stop
IoT Server - Devices Home | Conditions | Editor | Log Qut
» @ Smoke Detector (PTTO8101106) Smoke Detector
r @ Garage Door (PTT0810QU96) Garage Door
» @ smart Door (PTT08101WMS) Door
» @ Temperature Meter (PTTO8104KEB) Temperature Monitor
v @ Smart Coffee Maker (PTTOB107XBP) Appliance
+ @ smart Fan (PTTO8109REZ) Ceiling Fan
v @ smart Lamp (PTTO810V0ZJ) Light
1 —

Konu Bu HaTuckaeTe Ha NPUCTPIN Y CNNCKY, BigobpaXKaeTbCa cTaTyC Ta YCTAHOBKN LIbOrO NPUCTPOLO.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

i? Tablet - O X
Physical Config Desktop Programming Attributes
Neb Browser
< > | URL |http://192.168.25.1/home.html Go Stop
10T Server - Devices Home | Conditions | Editor | Log Out
» @ Smoke Detector (PTT08101106) Smoke Detector
» @ Garage Door (PTT0810QU96) Garage Door
~ @ smart Door (PTTO8101WMS) Door
Open .
Lock - Lock |
L Temperature Meter (PTTO8104KEB) Temperature Monitor
Temperature 12.7 °C
+ @ Smart Coffee Maker (PTT08107XBP) Appliance
on o
~ @ smart Fan (PTTO8109REZ) Ceiling Fan
Status - Low | High |
» @ smart Lamp (PTTO810V0ZJ) Light
[ Top

3akpunte BiKHO nnaHwleTa.

Part 2. OopmanTte Wired loT npuctpoi o Smart Home Network

Kpok 1. Migknovite npucTpin oo mepexi

a. Y BikHi Device-specific Selection HaTucHITb 3Ha4ok }Lawn Sprinkler , a noTiM HAaTUCHITL poboYy
obnacTtb, Ae BKu xo4eTe poaTtawyBaTtn Lawn Sprinkler.

b. MMigkmouite Fire Sprinkler go Home Gateway.

In the Device-Type Selection box, click the [Connections] icon (this looks like a lightning bolt).
HaTucHiTe Ha Tvn 3'egHyBada Copper Straight Through B noni Device-Specific Selection . INoTim
HaTUCHITb Ha 3Ha4ok Sprinkler Ta nigknto4iTe 0gMH KiHeupb kabernto go FastEthernetO Sprinkler. Jani
HaTMCHITb 3Ha4Yok Home Gateway i nigknioYiTh iHWWA KiHeub kabento go goctynHoro Ethernet.
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Packet Tracer - MigkntoyeHHsa npucTpoiB loT go Smart Home

Logical Back [Root] New Cluster|[Move Objg Set Tiled Background

1A

Cluster0

Lawn Sprinkler
IoTO

<

Garage Door
Gara r

Old Car
Classic Car

Time: 00:23:58 lPower Cycle Devices"Fast Forward Time|

dmswe  EAmESe¥v mMEEdo=.oN0oom o9

e - <
Q, . b ’g Automaﬁcallx Choose Connection Jype

Kpok 2. HanawTyinte po3opuaryBay Ansa nigknioYeHHS OO Mepexi

a. Hatuchite Ha Lawn Sprinkler y poboyomy cepenoswmLui, W06 BIAKPUTY BiKHO NPUCTPOID. 3BEPHITb

yBary, Lo NpsiMO 3apa3 Ha3Ba po3bpuaryBaya € 3aranbHum loTO0.

BikHO npucTpoto BigKpMETLCA Ha BkNaaui Cneuudpikadis , B AKOMy MiCTUTbCS iHOpMaLlid Npo NPUCTpIn,

SAKUA MOXHa pegarysatim.
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Packet Tracer - NMigkntoyeHHa npucTpoiB loT go Smart Home

B 1010 - O X
Specifications  Physical ~ Config Attributes

Lawn Sprinkler “
A Sprinkler for Lawn.

Features:

« Registration Server Compatible
- Raises the water level

Usage:

« N/A
Direct Control:

« ALT-Click to interact
Local Control:

« Connect device to MCU/SBC/Thing. Use the "customWrite" API per
Data Specifications.

Remote Control:

- Mannart Aavira tn Ranietratinn Qarvar nieinA Manfin Takh v

Edit

[ ]Top

Advanced

b. HatucHitb Bknagky Config , wo6 3mMiHUTM HanawTyBaHHSA KOHIrypauii NpucTpoto.

Ha Bknagui "KoHdirypauia" BHeCiTb Taki 3miHM o HanawTyBaHHSA :

e YcraHoBiTb Display Name pgo Sprinkler1 (im'a BikHa 3MiHIOeTbCA Ha Sprinkler1)

e BcraHosiTb loT-cepBep Ha Home Gateway

© 2019 Kopnopauis Cisco i/abo ii godipHi komnaHii. Bci npaBa 3axuvweHi. Liert gokymeHT € Cisco Public.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

? Sprinkler1

Specifications Physical

GLOBAL
Settings

Files
INTERFACE
FastEthernet0

Config Attributes

Algorithm Settings

Global Settings

Display Name |Sprinkler1

Serial Number PTT08108279
Gateway/DNS IPv4

() DHcP

(® Static

Gateway |

DN5 Server |

Gateway/DNS IPv6

() DHCP
() Auto Config

(®) Static

IPv6 Gateway |

1Pv6 DNS Server |

IoT Server

O None

@ Home Gateway
O Remote Server
Server Address
User Name

Password

[ ] Top

HatucHite FastEthernetO Ta amiHiTe IP Configuration Ha DHCP .

© 2019 Kopnopauis Cisco i/abo ii godipHi komnaHii. Bci npaBa 3axuvweHi. Liert gokymeHT € Cisco Public.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

P
Specifications Physical Config Attributes
GLOBAL FastEthernst
Settings Port Status On
Algarithm Settings Bandwidth 10 Mbps [+] Auto
INTERFACE Duplex Half Duplex Full Duplex ! Auto
FastEthernetd MAC Address 00EQ.A372.BB32
IP Configuration
(® DHCP
O static
Default Gateway
IP Address
Subnet Mask
DS Server
3akpunTe BikHOo Sprinklerl .
c. [epesipTe, 4M € po3bpuskyBay y Mepexi.
YBiVaiTe y AOMaLLHIN Opay3ep 3 nnaHLweTa .
¥ Taplet - O *

Physical Config Desktop Attributes Software/Services

< = | URL |http://192.168.25.1 Go Stop

Home Gateway Login

Username: |ad:mjn |

LTTTT]

Password:

Submit

MpucTpin Sprinkler 1 Tenep noBuHeH 3'aBuTNcA B cnncky loT Server - Devices.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

¥ Tablet - L] X

Physical Config Desktop Programming Attributes

Neb Browser

< > | URL |http://192.168.25.1/home.html Go Stop
10T Server - Devices Home | Conditions | Editor | Log Cut
» @ Smoke Detector (PTT08101J06) Smoke Detector
» @ Garage Door (PTTO810QU9G) Garage Door
+ @ Smart Door (PTTOB101WM9) Door
» @ Temperature Meter (PTTO8104K8B) Temperature Monitor
» @ Smart Coffee Maker (PTT0OB107XEP) Appliance
+ @ Smart Fan (PTTO8109REZ) Ceiling Fan
» @ smart Lamp (PTTO810V0ZJ) Light
» @ Sprinklerl (PTTO8108279) Lawn Sprinkler

[ ] Top

3akpuinte BiKHO nnaHwleTa.

Kpok 3. EkKcnepumeHTynTe, AoAal04M iHWI BuaAn npuctpoiB loT A0 po3yMHOI AOMALUHBLOI MepeXxi.
DopanTte 6e3gpoToBi npucTpoi loT go Smart Home Network

Kpok 1. lopanTte 6e34poTOBUM NPUCTPIN A0 Mepexi

d. VY BikHi Device-specific Selection HaTucHiTb 3Ha4ok Wind Detector , a noTiM HAaTUCHITb Ha pobo4y
obnacTb, A€ BM XO4eTe pO3MICTUTU [EeTEeKTOp BiTPY .

CneuianbHui BMGIp NpUCTpoO

Time: 02:05:17 | Power Cyde Devicej |Fast Forward T|n1e|
a o an L -
Y Y=~ ‘“‘"l 1-1 EERdIREN ] NS

|
=l - L s
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home
-I-

e. [opawnTe 6e3gpoToBU MOAYNb OO AETEKTOPA BITPY.

HatucHite Ha Wind Detector y poboyomy cepenosuLli, Wob BigkpuTh BikHO NpucTpoto 10T. Y HKHbOMY
npaBoMmy KyTi BikHa npuctpoto loT HaTUCHITL kKHoNKy [oAaTkoBo . 3BEPHIThL yBary, Lo GinbLue
3'ABNSAETbCA Y BEPXHi YacTuHi BikHa HaTucHiTb Bknaaky BBeaeHHsA | BuBeaeHHs Config .

B 10T — O X

Specifications I/0O Config Physical Config Thing Editor Programming Attributes

Network Adapter PT-IOT-NM-1W E
Network Adapter 2 None v
Digital Slots 0 =
Analog Slots o =
USB Ports 0 =
Bluetooth [_] Built-in

Desktop [ ] show

Usage @ Smart Device Q Component

3MmiHiTb BUNnagatouunn cnucok MepexeBun agantep y PT-IOT-NM-1W , sakuii € 6e30poToBUM
aganTepom.

f.  HanawTyiTe geTtektop BiTpY Anst 6€30p0TOBOI Mepexi.

HatucHite Bknagky Config .

Change the Display Name to Wind_Detector and change the 10T Server to Home Gateway.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

(B Wind Detector - O X

Specifications I/O Config Physical Config Thing Editor Programming Attributes

GLOBAL . .
Settings Global Settings
Algorithm Settings . _
Files Display Name |W|nd Detector
INTERFACE Serial Number PTT0810GQQZ
Wirelesso Gateway/DNS IPv4
(® DHCP
(O static
Gateway
DNS Server
Gateway/DNS IPv6
(® DHCP
() Auto Config
(O static

IPvb Gateway
IPv6 DNS Server

IoT Server

O None

@ Home Gateway

e

MoTim HaTK WirelessO Ha nisin naHeni. MoTtim knayHiTe WirelessO Ha niBirt naHeni. 3MiHiTb TN
ayTteHTudikauii Ha WPA2-PSK i B none PSC Pass Phrase mySecretKey. Lle HanawTyBaHHSA
0e34pOoTOBOI Mepexi 4OMALLHBbOrO LUS03Y, 3anncaHoro y YacTtuHi 1.

BesgpoToBuit 38'930K NOBMHEH OyTW CHOPMOBaHMI MiXK AETEKTOPOM BIiTPY Ta AOMALLHIM LLSTHO30M.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

Wind Detector

g. [epeBipTe geTekTOp BITPY B MEPEXI.

YBiVaiTe y AOMaLLHIN Opay3ep 3 nnaHLweTa .

¥ Taplet - O *

Physical Config Desktop Attributes Software/Services

Web Browser

= = | URL |http:/f192.168.25.1 Go Stop

Home Gateway Login

Username: |adrm'n |

Password:

Submit

BITPOBWIA OETEKTOP Tenep NOBMHEH 3'aBUTUCA B cnncky loT Server - Devices.
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Packet Tracer - Migknto4yeHHA npuctpoiB loT ao Smart Home

i? Tablet - L X

Physical Config Desktop Programming Attributes

Neb Brawser
< > | URL |http://192.168.25.1/home.html Go Stop

10T Server - Devices Home | Conditions | Editor | Log Out
» @ Smoke Detector (PTTO8B101306) Smoke Detector
r @ Garage Door (PTT0810QU96) Garage Door
+ @ Smart Door (PTTO8101WM9) Door
L4 . Temperature Meter (PTTO8104K8B) Temperature Monitor
+ @ Smart Coffee Maker (PTTOB107XBP) Appliance
v @ smart Fan (PTTO8109REZ) Ceiling Fan
v @ smart Lamp (PTTO810V0DZ1) Light
r @ Sprinklerl (PFTT08108279) Lawn Sprinkler
v+ @ wind Detector (PTTD810GQQZ) Wind Detector

3akpuinte BiKHO nnaHwleTa.

Kpok 2. EkKcnepumeHTynTe, AO0AAKUM iHWI TMNK npucTpoiB loT 4o po3yMHOI AOMALLHLOI
06e3npoTOBOI Mepexi.
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