JlaGopaTopHna po6ora Ne 4. [TomykoBi CYB/I: Elasticsearch
META POBOTM: orpumaTi HaBUYKHA POOOTH 3 OIIYKOBUMH Oa3amMu JTaHHX.

IHOCTAHOBKA 3AJTAUI

Jlomat 110 3aCTOCYHKY, SKMA OyB pO3pOOJICHHI B TOMNEpenHii abopaTopHii
po6oTi (mo Oyna nmpucesueHa rpadosum CYBJI) moryBanHS poOOTH 3aCTOCYHKY. Jlorm
samucyBatn Oe3nocepeaabo mo mnomykoBoi CYBJI Elasticsearch. Jlnms anamizy noris
BUKOpHCTOBYBaTH Kibana.

HHOPAJOK BUKOHAHHA

YACTHUHA 1 (060B’s13K0Ba, OIIHIOETLCA Y 5 0aJ1iB).

1. BcranoButH CYBA Elasticsearch 3 oQiIiHOTO caiTy
https://www.elastic.co/downloads/elasticsearch.

Hopsaok ycranoBku CYB/I Elasticsearch na OC Windows:

1.1. 3aBantaxrte ZIP-apxiB: Bubepits Bepcito mns Windows (3a3Buuail 1e
ZIP-apxiB).

1.2. CrBopith HOBY nanky mis Elasticsearch y 3pydHomy Mmiclii, HanpuKiIai,
C:\elasticsearch.

1.3. Po3smakyiite BMICT 3aBaHTaxkeHoro ZIP-apxiBy B 10 mnamky. Y
C:\elasticsearch y Bac 3'aBuUThCsS mamka 3 iM'ssMm Bepcii (Hampukiaf, elasticsearch-
9.x.x).

1.4. Tlepeiinmite nmo manku KoH(pirypamii C:\elasticsearch\elasticsearch-
9.x.x\config.

1.5. Bigpenaryiite elasticsearch.yml nig JiokajabHy po3pooKy:

1.5.1. Binkpuiire elasticsearch.yml y TekctoBoMy penakTopi (Hanmpukiai,
Notepad++ a6o VS Code).

1.5.2. 3naiigite psagok network.host: 192.168.0.1 (a6o 3akoMeHTOBaHMI).
3MiHITh HOro Ha: network.host: localhost

1.5.3. 3Haiinite psiiok http.port: 9200 (NMOPT 3a 3aMOBUYBAHHSM).
Po3kommMmenTy#Te Len psaok.

1.5.4. YactkoBo BIigKIOUiTH Oe3meky (TIIBKH  JUISL  JIOKQJTBHOT
pO3poOKH/HABYAHHS, HE JIJIS TTPOJIaKIIeHa!):

xpack.security.enabled: true
xpack.security.enrollment.enabled: true
xpack.security.http.ssl.enabled: false
xpack.security.transport.ssl.enabled: false


https://www.elastic.co/downloads/elasticsearch

YBATI'A ! Bigkmrouenns Oe3neku pobuts Bamn Elasticsearch Bpaznusum.
Hikxonu He poOiTh 1mboro y mpojakiieHi. [[jis HaB4aHHS 11e MOXKe OyTH
MPUNHATHUM JJI CIIPOIIICHHS.

1.5.5. 30epexiTh 3MiHH Y (aiii.
1.6. 3amyctiTh Elasticsearch:

1.6.1. Biaxpuiite xomanguuii psgok (CMD a6o PowerShell) Bin imeni
aJMIHICTpaTopa.

1.6.2. IlepetiniTs mo mamkwu bin Elasticsearch:
cd C:\elasticsearch\elasticsearch-9.x.x\bin
1.6.3. 3amyctiTh Ha BUKOHaHHS bat-daiin:
elasticsearch.bat

Elasticsearch moune 3amyckatucs. lle moxe TpuBaTu neskwii yac. Bu
nobayuTe 6araTo JIOTiB y KOHCOJI.

1.7. BcranoBiTh napodi Jyist BOyqoBanux kopuctyBauiB Elasticserch:

1.7.1. Bigkpuiitre HOBE BikHO koMaHjmHoro psaka (CMD a6o
PowerShell) y Tiit ke jgupekTopii Big IMEHI aJMiHICTpaTOpa
(C:\elasticsearch\elasticsearch-9.x.x\bin).

1.7.2. BukoHaiiTe KOMaH1y JJIs1 BCTAHOBJICHHS/3aM1HU MTapOJIiB:
elasticsearch-setup-passwords auto

abo

elasticsearch-reset-password

[ls xomMaHga aBTOMATUYHO 3rEHEPYE Ta BCTAHOBUTH NApOJl IS
BOymoBaHMX  KopHcTyBauiB (takux sk  elastic, kibana system,
logstash _system Tor1110).

OBOB'AA3KOBO 3AIMUIIITH BCI 3rEHEPOBAHI ITAPOJII! Oco6nuBo
napodi s elastic Ta kibana system. Bam BoHu 3Ha100I4THCS.

1.8. Ilepesipka pobotu Elasticsearch
1.8.1. Binkpuiite Be6-Opay3sep.

1.8.2. Ilepeitnith 3a  aapecoro:  http://localhost:9200.  BBeniTh
3reHEepOBaHUI Ha MONepPeIHLOMY KPOIIl MapoJib I KOpUCTyBada elastic.

® localhost:9200 *

Signin

httpi//lacalhost:9200




1.8.3. Bu noBunni no6auntu JSON-BiANOBIAL 3 1HPOPMALIIEIO PO Balll
kiactep Elasticsearch (im's1, Bepcis To1iio).

€ 2> G @ localhost9200
Pretty-print [_|

1

"name” : "DESKTOP-TG1P44H",
"cluster_name" : “elasticsearch”,
"cluster uwuid"” : "e@8yVwoKTDuL4VTKnlMnYQ",
"version™ : {
"number™ : "9.1.8",
"build flawvor™ : “default”,
"build type™ : "zip",
"build_hash" : "@@e7d33bfB5f1476229d9d1642e2dadacfebdds3™,
"build date" : "2025-87-23T722:89:53.891289976Z",
"build_snapshot™ : false,
"lucene_version™ : "16.2.2",
"minimum_wire_compatibility version™ : "B.19.8",
"minimum_index_compatibility wversion” : "B.8.08"
}.l
"tagline” : "You Know, for Search”

h

2. BcranoButn 3actocyHok Kibana mjst po6oTH 3 J1aHMMU (31HCHEHHS 3allHTIB,
aHAJTITHKH, Bi3yamisarii Tomo), mo 30epiratotecs B Elasticsearch, 3 odimiiiHOro caty
https://www.elastic.co/downloads/kibana:

2.1. 3aBanTtaxte ZIP-apxiB mius Windows (3a3Buuail 1e ¢aiinm Ha KIITaiaT
kibana-<version>-windows-x86 64.zip

2.2. CTBOpITh HOBY MaNKy y 3py4yHOMY AJIs Bac Micii, Hanpukiaa: C:\kibana.
2.3. Posnakyiite 3aBantaxxenuii ZIP-apxis Kibana 10 1iei HOBOi mamnku.

2.4. Tlepeninite no manmku koHpiryparii C:\kibana\kibana-9.x.x\config.

2.5. Bingpenaryiite kibana.yml mig jiokanbHy po3pooKy:

2.5.1. Bigkpuiite kibana.yml y TekcToBoMy pemakTopi (Hampukiaji,
Notepad++ a6o VS Code).

2.5.2. 3maiaiTh 1 Bigpenaryiite (a00 pO3KOMEHTYWTE, BUAAIUBIIN # Ha
MOYATKY PSAJKA) HACTYIIHI PSAJIKH:

server.port: 5601

server.host: "localhost"

elasticsearch.hosts: ["http://localhost:9200"]

elasticsearch.username: "kibana_system"
elasticsearch.password: "your_password"

“your_password” 3MiHITH Ha TOW Mapojb, SKW OyIO 3reHEPOBAHO Y
nyHkTi 1.7.2.

2.5.3. 306epexiTh 3MiHU y (aiini.

2.6. 3anycrith Kibana:


https://www.elastic.co/downloads/kibana

2.6.1. Bigkpuiite komannuuii psagok (CMD a6o PowerShell) Bin imeni
aJMiHICTpaTopa.
2.6.2. IlepetiniTe ao nmamnku bin Kibana:
cd C:\kibana\kibana-9.x.x\bin
2.6.3. 3amycTiTh Ha BUKOHAHHSA bat-daiin:
kibana.bat

Kibana nmoune 3amyckarucs. Lle Moxe 3aitHsaTH neskuil yac. Bu mobauunte
BUBIJ] JIOTIB Y KOMaHJHOMY psiaKy. JlouekaiiTecs MOBIAOMIICHHS, IO
Kibana 3amymena.

2.7. Tlepesipte noctyn ao Kibana.
2.7.1. Bigkpwuiite Bam BeO-Opay3ep.
2.7.2. TlepetimiTe 3a ampecoro: http://localhost:5601.

2.7.3. Bu mnoBunnHi moOauntu iHTepdeiic Kibana. Ockinbku BH
HanamryBainu 6e3neky B Elasticsearch, Kibana 3anpocuts y Bac 00:1iK0BI
JaHl1 U1l BXOy (3a3Bu4Yai 11e elastic Ta maposb, SKUi BH BCTAaHOBUJIU TI11T
yac HamamrtyBaHHs Oe3neku  Elasticsearch, a6o o06mikoBi maHi
KopuctyBaua kibana_system).

@ localhost:5601/login?next=%2Fapp%:2Fintegrations [T+ 4

@
Welcome to Elastic

Username

elastic

Password

2.8. Jlns Bizyamizamii JoriB Ta HaB4aHHs, Kibana mnpomonye BOymaoBaHi
Ha0oOpH NpUKJIaAiB 1aHuX. Bu MoxeTe 3HaiiTH iX Ha roioBHiH cropinii Kibana
abo uepe3 po3ain "Integrations" — '"'Sample Data'. BcTaHoBiT OMH 3 HHUX
(manpuxman, "Sample Web Logs"), mo0 mobaunth, SK BHUTJISAAE Bizyasizaris
nanux y Kibana.


http://localhost:5601
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Recently viewed v

[Logs] Total Requests and Bytes

[Logs] Visits @

Manage
% Management v Observability Security Analytics
Consclidate your logs, Prevent, collect, Explore, visualize, and
Dev Tools metrics, application detect, and respond to analyze your data
traces, and system threats for unified using a powerful suite
availability with protection across your of analytical tools and
Fleet purpose-built Uls. infrastructure. applications.

() elastic

= . Integrations Browse integrations

¥
" Can't find an Integration? ™
Integ ratlo n S Create a custom one to fit your requirements
\

Choose an integration to start collecting and analyzing your data.
@ Create new integration

Browse integrations  Installed integrations

All categories En QfSample Datd ) o

APM 1

AWS 43 % Sample Data
Explore data in

fHzure 20 Kibana with these
one-click data sets.

Cloud a4

3. Biakpwuiite manens Dev Tools y Kibana 3 cekriii Management. Lleit iHCTpyMeHT
JI03BOJIsIE TUCATH 3aIIUTH 10 JaHUX, 0 30epiratotees y Elasticsearch. BukopuctoByiite
JiBY TMaHeNb ISl HAalMCaHHS 3amuTiB. B mpaBiil manem Bu Oynaere OauuTu pe3ynbTaT

BHUKOHAHHA 3allUTYy.



= . Home
() Home
Recently viewed v

[Logs] Total Requests and Bytes

[Logs] Visits

L

Findings
Cases
Explore . - .

Observability Security Analytics
Timejings ha Consolidate your logs, metrics, Prevent, collect, detect, and Explore, visualize, and analyze
Intelligence i application traces, and system respond to threats for unified your data using a powerful suite

availability with purpose-built protection across your of analytical tools and
Manage Uls. infrastructure. applications.
|
{23 Management v
Integrations B . i
integrations Try managed Elastic

Fleet Deploy, scale, and upgrade your
Osquery ita, use one of our many ingest options. i oess stack faster with Elastic Cloud.

We'll help you quickly move your

cow|l| nosl data.

iervice, or upload a file. If you're not ready

Stack Monitorin 3
9 ith a sample data set.

' ]
Stack Management

fry sample data & Upload a file
@ Add integrations

Move to Elastic Cloud

3.1. V sKocTi TpeHyBaHHSI IMOBTOPITh TI 3alUTH, SIKi OyJO PO3MVISIHYTO Ha
JIEKI].

Dev Tools

Console

Console Search Profiler Grok Debugger Painless Lab  seta
Shell  History Config t Exportreguests % |mporlrequests @

25 |PUT /movies_data | 1 i
26 |4 2 ‘acknowledged” : true,
27 "mappings”: { 2] ‘shards_acknowledged”: true,
28 "properties”: { 4 "index": "movies_data"
29 ‘movie_id": { "type": "keyword" }, ..} 5 ¥
38 “Eitles 4 “type”: “text® },
31 "description”: { "type": "text" },
32 "director_name": { "type": "keyword" },
33 "actors_names” : { "type": "text" },
34 “genres”: { "type": "keyword" }, I
35 "release_year”: { "type": "integer" },
36 ‘rating”: { “type”: "float" },
37 “keywords" : { "type": "text" }
38 }
39 }
48 |}

aa

Clear this input Clear this output

<> Variables



& elastic

Console Search Profiler Grok Debugger Painless Lab  eeTa
Shell History Config Click to send request 1 Exportrequests . Importrequests [5 (D
55 [GET /movies_data/_search B i T
56 1 2 “took": 1,
57 "query”: { 3 “timed_out": false,
58 “match®: { 4 *_shards": {
59 "description”: "computer hacker" 3 ‘total’: 1,
60 6 ‘successful”: 1,
61 } 7 ‘skipped”: @,
62 |} 8 "failed": B
63 9 H
64 GET /movies_data/_search 1 hits™: {
65! 11 "total": {
66 "query”: { 12 "value”: 1,
67 “terms”: { 18 "relation": "eq"
68 "genres”: ["Action”, "Thriller"] 14 +
69 } 15 'max_score”: 8.2876821,
78 } 16 "hits": [
71} i {
72 18 “_index": “"movies_data",
73 GET /movies_data/_search a3 "-1d": "kf7_cSgBHQC70uUtyKgs”,
74 1 28 "_score": ©.2876821,
75 "query”: { 2 asmicee™, {
76 ‘match”: { 22 “movie_id": "1,
77 "description”: { 23 "title": "The Matrix",
A “query”: "computer haker" 24 "description”: "Young hacker Neo learns that the world he lives in is a
7a "fuzziness”: "AUTO" simulation created by machines...”,
80 ¥ 25 “director_name": “Lana Wachowski",
81 3 26 “actors_names": [
5 } 27 "Keanu Reeves”,
3 ) 28 “Laurence Fishburne®,
84 29 "Carrie-Anne Moss”
85  DELETE /movies_data o 1,
e 31 “genres”: [ =
Clear this input Clear this output m 68 ms
i+ Variables

3.2. Jlns 3akpimieHHS HABUYOK JOJaiTe 0 1HIEKCY AeKUIbKa (PLIbMiB.
3.3. Hanwumnith momrykoBi 3amuTH, K1 103BOJIATS:
— 3HaWTH PLIbMU, B IKUX 3HIMABCS IEBHUM aKTOP;

— 3HaWTH (ITPMH 3a TEBHUM ONKMCOM, Hampukiaaa, “Asis HeTpi
MUIbHOHEP” (UM Oy[-SKUil 1HIIMIA, B 3aJIEKHOCTI Bl TOTO, SIKI (DUIBMH BH
JOJQIH JI0 1HIEKCY);

— 3HaiTH QinpbMu 3a omrcoM (abo 3a HA3BOIO YK aKTOPOM), HABMHUCHO
OPUITYCTUBIINCH  KUTBKOX  CHHTAKCMYHUX  TOMHJIOK B  CIIOBax
(BukopucTtaBiy s s uporo "fuzziness": "AUTO").

YACTHUHA 2 (o1iHIO€ThCA Y S 0aJIiB).

4. Jlo 3aCcTOCYHKY, pO3pOOJIEHOTO B TOMEpeaHil JabopaTopHii podoTi (mo Oyra
npucssiueHa rpadosum CYB]l) nomatu moryBaHHS poOOTH 3aCTOCYHKY. Y BHIIAJIKY,
AKIIO0 OyJI0 pO3pO0JICHO KIEHT-CEPBEPHUM 3aCOCYHOK 3 0araTornoTOKOBUM CEPBEPOM,
JOTYBaHHA M1 MOTpiIOHO 3/iMicHIOBAaTH camMe Ha cepBepi. [l joryBaHHs
PEKOMEHIy€TbCSI  BUKOPHCTOBYBAaTH  BIAMOBiAHI  0Oi0mioTeku. bazoBuit  mpuxmian
BUKOpHUcTaHHA python-0i0miorexku logging HaBeneno B Jlogatky A.

5. Busig noris 3aiticaroBatu B CYB/] Elasticsearch.



App
Server

[\

@ c|asticsearch
wpr

K Kibana

s B3aemonii 3 CYB]J] BukopuctoByBatH 010710TeKy, crnenndiuyHy A MOBHU
mporpamMyBaHHS, Ha SKili po3poOJeHO caM 3acTOCYHOK. Ilpukiajn 3amucy JoriB A0
Elasticsearch 3 Bukopuctanasm python-6i6mioreku elasticsearch naBeneno B Jlomarky B
(cporieHuil MpUKIIAJ TaKOXXK MOKHA 3HAWTH B JIEKIIMHIN npesedrarii). [lepeBiputu
HasgBHICTh 30epekeHnx B Elasticsearch noriB 3a gomomororo 3amuTiB B Kibana
(cxopucrasmuch iHCTpyMeHTOM Dev Tools B Management)

Logs

6. 3a nomomororo Kibana npoananizyBaTu JIOTU 3 BUKOPUCTAHHIM (DYHKITIOHATY
Discover Visualize Library 3 6moky Analytics. 3okpema, moOyayBaTu niarpamy, IO
UTIOCTPY€ KUIBKICTH JIOT1B KokHOTro 3 piBHIB: INFO, WARNING, ERROR, CRITICAL.
Takox moOymyBatu miarpamy, mo imrocTpye po3nonia joriB piBEHI ERROR mo mgasax
(a0 mo TOoaMHAX, SKIIO TECTyBaHHS BiAOYBaJIOCh MPOTATOM OJHOTO JHS). 3a
nornoMoror Discover 3Neo4j 3HaiTH JIOTH, SIKi CTOCYBaJIUCh NOMMIIOK ayTeHTU(IKAIIN
npu miakarodeHH1 10 CYBJ. Takox moAMBUTUCH HA 1X PO3MO/IL 32 YACOM.

6.1. Ilepm HDK pobutm aHamiTHKy, TpeOa HamamTyBaTd B Kibana matepH
TaHWUX, 3 SKUM BU Oynmere mpairoBaTH. lle MokHa 3poOMTH 3a JTOITOMOTOIO

iHcTpymenty Data Views (Managemtnt — Stack Management — Kibana — Data
Views).

& elastic

= n Stack Management Data views

o Diate Vi
eys

Create and manage the data views that help you retrieve your data from

Elasticsearch
Data Views

Files
Saved Objects Q Search...
Al Assistants

Tags
g Name T Spaces Actions

Spaces
Advanced Settings Kibana Sample DataLogs ()  Default n @

neodj-logs @ . m
Stack (@

License Management Rows per page: 10 -

Tpeba 3amatu maTepH A THX 1HACKCIB, B K1 Balll 3aCTOCYHOK 30€piras JIOTH:



elastic

Stack Management

Data views

Create data view

Mame

Neodj Logd

Index pattern

neodj_app_logs-*

Timestamp field

@timestamp

Select a timestamp field for use with the global time filter.

Show advanced settings

X Close

Save data view to Kibana

+ Your index pattern matches 1 source.

Index

All sources

neodj_app_logs-2025.08.02

Rows per page: 50

6.2. BukopucroByroun ¢Qynkmionan Analytics — Discover 3ailicHIo€Te

& elastic

¢biapTpyBaHs JaHUX 3@ PIBHEM JIOTIB, AaTOI0, YaCOM, KIIFOUOBUMH CIIOBAMHU y TEKCTaX
joriB (Hampukian, «authentication failurey).

= . Home
() Home
Recently viewed

[Logs] Total Requests and Bytes

[Logs] Visits

Discover

L4

Dashboards
Maps
Machine Learning

Visualize Library
v
Llen

elastic

tha

THCTPYMEHT
BiI(p1ITPOBAHOT KATEropii JIOTiB 32 4acoM:

Observability

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built Uls.

(Discover

)

Prevent, collect, detect, and
respond to threats for unified
protection across your

TaKOX  A03BOJIIE

Security Analytics

Explore, visualize, and analyze
your data using a powerful suite of
analytical tools and applications.

infrastructure.

0auuTU  PO3MOJILT

Discover

Data view = neodj-logs v

o

B

Q Searchfield: =

Available fields 2

@timestamp

exception_info

filename

funcName

level

lineno

=

Iogger_name

message

3]

process id

thread_id

il

Meta fields

k| _id

_ignored
&) _index

#| _score

Documents (5)

(] «* Aug 3,

Aug 3,

<" Aug 3,

Aug 3,

* Aug 3,

Cy level : “Warning"

Auto interval ~

Field statistics

@ @timestamp (5

2825 @ B81:44:25.485

2825 @

B80:47:59.858

2825 @

80:46:28.827

2825 @

80:23:17.144

2825 @ 88:28:88.532

L

Check out context-aware Discover (1

No breakdown

Try ES|QL Alerts + P9

=

Inspect

Aug 3, 2025 @ 00:00:00.000 - Aug 3, 2025 @ 03:00:00.000 (interval: Auto - 5 minutes)

Summary

level WARNING @timestamp Aug 3, 2825 @
2 logger_name necdj_app_logger message
6 _id 1kpQbJgB9CZpBaORZxi0 _ignored -
level WARNING @timestamp Aug 3, 2625 @
2 logger_name neodj_app_logger message
8 _id kUocbJgBYCZpBalRuxhl _ignored -
level WARNING @timestamp Aug 3, 2025 @
1 logger_name necdj_app_logger message
6 _id ZkobbJgB9CZpBaORVxiS _ignored -
level WARNING @timestamp Aug 3, 2025 @
1 logger_name necdj_app_logger message
4 _id OkoGbJgB9CZpBaORHhia _ignored -
level WARNING @timestamp Aug 3, 2625
1 logger_name necdj_app_logger message
2 _id DBoDbJgBYCZpBaORPRIX _ignored -

Aug 3, 2025 @ 00:00:00.000 —> Aug 3, 2025 @ 03:00:000... @ 1d 0
o)
$ sortfields 1 | | Q =0

©81:44:25.485 filename logging_kibana.py funcName <modules lineno 13
Neo4j connection parameters are hardcoded. process_id 7,684 thread_id 28,75
_index neo4j_app_logs-2025.96.82 _score -

80:47:59.858 filename logging kibana.py funcName <module> lineno 13
Neodj connection parameters are hardcoded. process_id 38,788 thread_id 1,58
_index neo4j_spp_logs-2825.88.82 _score -

86:46:28.827 filename logging_kibana.py funcHame <module> lineno 14
Neodj connection parameters are hardcoded. process_id 22,884 thread_id 38,51
_index neo4j_app_logs-2625.868.82 _score -

86:23:17.144 filename logging_kibana.py funcHame <module> lineno 14
Neodj connection parameters are hardcoded. process_id 12,512 thread_id 4,12
_index neo4j_app_logs-2825.88.82 _scare -

80:28:88.532 filename logging_kibana.py funcName <module> lineno 14

Neodj connection parameters are hardcoded. process_id 28,98 thread_id 7,27
_index neo4j_app_logs-2825.88.82 _score -



B Ttekcri 30epekeHUX MOBIIOMIICHD MOXKHA IMOOAYMTH BECh CTEK BHKIIMKIB,
KWW CTIPUYHMHUB TIEBHY TTOMUJIKY.

@ elastic

= . Discaver Check out context-aware Discover @ TryES|QL | Inspect Alerts + P 4 B Save
Data view = neodj-logs = @ Q) authentication failure © |BE~ Thisweek g 1d @l
B | | @ Searchfieldi = © &3} Auto interval ~ No breakdown @
v Available fields @ 10

3 @timestamp
exception_info

t| filename

t] funchame Aug 3, 2025 @ 00:00:00.000 - Aug 9, 2025 @ 23:59:59.999 (interval: Auto - 3 hours)

t] level

#] lineno Documents (1) Field statistics $ Sortfields 1 Q| = =

t] logger_name @ @timestamp (O s ary

t| message =: <" Aug 3, 2825 @ B0:4B8:01.261 e "D:\MyProjects\Python\Neodj-Redis‘\logging\logging_kibana.py", line

#) process_id s - - ey le "D:\MyProjects\Python\Neo4j-Redis\.venv\Lib\site-packages\neodj\_
- ehVagiicrmmoRpy G, v 2080 1f._get_server_info(session_config) File "D:\MyProjects\Python\Neod]

#) thread_id on_failure\n raise self.

_hydrate_error(metadata)\nneod] .

s Meta fields 4 exceptions.AuthError: {code: Neo

. ClientError.Security.Unauthorized}
i {message: The client is unauthorized
k] Jgnorsd | due to suthentication failurel.}*
k| _index 1 -
#| _score b

REaRT sl T

E Copy value

B Add a field

6.3. BuxopucroBytouu gynkiionany Analytics — Visualize Library — Create
Visualization — Lens moxxHa moOyayBatu pi3Hi rpadiku Ta aiarpamu. HeoOximHo
Oyne oOparu Tum rpadiky/miarpaMu Ta IO, MOJIA, sIKI BU XOUeTe MOOAYMTH Ha
JiarpaMi Ta moTpiOHy BaM CTaTUCTUKY (KUIbKICTh, CEPEIHE 3HAYEHHS TOIIIO).

() elastic

= . Visualize Library ~ Create Explore in Discover  Inspect L, (7 Settings Save
Data view = neodj-log = @ | Q Filter your data using KQL syntax v ~7days.. => ~in5days {3 1h =l
Search field names = 0 s T |y | 0] 8= g
a v v 2 2 ull Bar v Stacked v H
Eijleconds necdj-logs v
~ Selected fields 2

Horizontal axis Optional
k| levelkeyword

Top 5 values of level.keyword
#| Records ik L

v Avallable fields ©) 0 Vertical axis

B Count of records )/

+ Add or drag-and-drop a field

Count of records

No available fields containing data

Try:
= Extending the time range

» Empty fields © 10 Breakdown Optiona

S Meta field 5 + Add or drag-and-drop a field
leta fields

Top 5 values of level keyword

£ Add layer
v Suggestions
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Ipumitka! Tlepenik giarpaM Ta aHaTITUYHUX 3alUTIB, 5Kl TpeOa BUKOHATH B
IIbOMY ITYHKTI, HE € )KOPCTKHUM 1 MOXkKe OyTH CKOpPErOBaHUH 3a Oa)KaHHSIM.

7. Odopmutu 3BIT, 10 SIKOTO JOJAATH CKPIHIIOTH, IO JEMOHCTPYIOTh BUKOHAHHS
BCIX eTariB 3aBjaHHs. J[0 3BITY BKIIOYUTH TaKOXX BIAMOBIII HA KOHTPOJIbHI 3aMTUTAHHS.

KOHTPOJIBHI 3AITMTAHHA

1. Do sixkoro tumy NoSQL CVYBJI Bimnocuthcsi Elasticsearch? Axi me CYB]] 3
LBOT0 KJacy € MOMYJSIPHUMHU Ha MOTOYHUNA MOMEHT? APryMEHTYHTE CBOIO BIAINOBIi/b,
MPUKPINUBILIY TOCUIAHHS Ha BIANOBIAHI PEUTHUHTH.

2. Sx1 cuenapii Bukopuctanns noumykosux CYB/] Bu 3Haere?

3. Ilig sixuit TUI 3aMUTIB B MEpILy uyepry ontumizoBaHi mourykosi CYB/[?

4.V sxomy Burisaai 30epirae gani CYB/] Elasticsearch?

5. Yu miarpumye Elasticsearch mexani3m perunikaiiii Ta mapaaary?

Jonatok A.
[Tpuknan noryBanns Ha Python:

import logging
LOG_FILE_NAME = 'app_activity.log'

# -- 1. CmBopeHHA ma HanaumyBaHHA nozzepa ---
app_logger = logging.getLogger('my _app logger')

# BcmaHoBawemo MiHimanbHul piBeHo 014 nozczepa Ha DEBUG.
app_logger.setLevel(logging.DEBUG)

# --- 2. CmBopeHHa ma HanauwmyBaHHA 06pobHuKka n0216 018 KoHconl (StreamHandler)
console_handler = logging.StreamHandler()

# BcmaHoBawemo piBeHb 014 KoHcoal Ha DEBUG:

# 6 KoHconb 6ydyme 3anucyBamuca minbku noBidomneHHA piB6HA DEBUG 1 Buwe.
console_handler.setlLevel(logging.DEBUG)

# --- 3. CmBopeHHa ma HanaumyBaHHA 06pobHuka no216 ona ¢atiny (FileHandler) ---
file_handler = logging.FileHandler(LOG_FILE_NAME, mode='w', encoding='utf-
8")

# BcmaHoBswemo piBeHb 014 ¢alny Ha INFO:
# Y ¢aln 6ydyme 3anucyBamuca misnoKu noBidomneHHA pi6HA INFO 1 Buwe.
file_handler.setlLevel(logging.INFO)

--- 4. HanawmyBaHHAa ¢opmamyBaHHAa (Formatter) ---

Bu3Hayaemo ¢opmam no2-noBidomneHs.

MoxHa BukopucmoByBamu oduH 1 mol xe ¢opmamep 0a8 pi3HUX 06pPObHUK1B,
abo cmBopumu oKkpemi, AKWO nompibHe pi3zHe @opmamyBaHHA.

%(asctime)s: yac nodii

#
#
#
#
#
# %(name)s: im'a nozzepa



# %(Levelname)s: piBeHb nocy (INFO, ERROR mouo)

# %(message)s: came noBidomneHHA no2y

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s -
%(message)s’')

# 3acmocoByemo ¢opmamep 0o 060x 06pobHUKLB.
console_handler.setFormatter(formatter)
file handler.setFormatter(formatter)

# --- 5. JlodaBaHHAa 06pobHUKk1B 0o noczepa ---
app_logger.addHandler(console_handler)
app_logger.addHandler(file_handler)

# -- 6. femoHcmpaylia no2yBaHHA HA pi3HUX piBHAX --

# MoBidomneHHA piBHA DEBUG (6yde BuBedeHo minbku B KOHCO/b)
app_logger.debug("This is a DEBUG message. You will see it only in the
console.")

# MoBidomneHHa piBHA INFO (6yde BuBedeHo 1 B koHcoab 1 B ¢alin)
app_logger.info("Application started successfully.")

# MoBidomneHHA piBHA WARNING (6yde BuBedeHo i B koHcoab 1 B ¢aiin)
app_logger.warning("Configuration file not found. Using default settings.™)

# --- 7. femoHcmpauylsa nocyBaHHA Bukmw4veHHA (01n1eHHA HA HyAb) ---
try:
numerator = 10
denominator = ©
app_logger.info(f"Attempting to divide {numerator} by {denominator}...")
result = numerator / denominator
except ZeroDivisionError as e:
# Jloeyemo nomusnky pi6HAa ERROR.
# exc_1info=True 0odae 0o nocy mpacyBaHHA cmeka BukaukiB (stack traceback).
# Lle noBidomneHHAa 6yde BuBedeHo 1 6 kKoHconb, 1 6 ¢aln.
app_logger.error(f"A division by zero error occurred: {e}",
exc_info=True)
except Exception as e:
# 3azanbHulli 06pobHUK 014 1HWUX HecnodiBaHux BuKaw4YeHb
app_logger.critical(f"An unexpected critical error occurred: {e}",
exc_info=True)

# MoBidomneHHAa piBHA CRITICAL (6byde BuBedeHo 1 B KoHconb, 1 6 ¢alin).
# BUK/WYHO 014 OemMoHcmpayit
app_logger.critical("Critical system failure detected. Shutting down.")

JonaTtok B.

Npuknap 3anucy norie po Elasticsearch:
import neo4j
import logging
from elasticsearch import Elasticsearch, ConnectionError, AuthenticationException,



TransportError

from urllib3.exceptions import ClosedPoolError
import datetime

import sys

# --- 1. KoH¢piecypayisa Neodj ---
DATABASE_NAME = "neo4j"

URI = "bolt://localhost:7687"
USERNAME = "neo4j"

PASSWORD = "©1092025"

# --- 2. KoH¢pieypayisa Elasticsearch ---
ELASTICSEARCH_HOSTS = ["http://localhost:9200"]
ELASTICSEARCH_USERNAME = "elastic"
ELASTICSEARCH_PASSWORD = "qg+4mb@vDv6tvXV+002im"

# Im'a iHOeKkcy, KyoOu 6ydyme 3anucyBamucs saou.

# PexkomeHOyembca BukopucmoByBamu iHOekcu Ha ocHOoB1 damu (Hanpuknad, 'neo4j _app_Llogs-
YYYY.MM.DD").

LOG_INDEX_PREFIX = "neo4j_app_logs-"

# --- 3. CmBopeHHA kacmomHo20 0b6pobHuka 0na Elasticsearch ---
class ElasticsearchHandler(logging.Handler):
KacmomHuli 06pobHuk n0216, akul Bidnpabase nozu 0o Elasticsearch.
Moknadaemoca Ha aBmomamuyHe cmBopeHHA 1HOekcy Elasticsearch npu nepuwomy nocyBaHH1 3a
deHsb.
def _init_ (self, es_client, index_prefix):
super().__init_ ()
self.es_client = es_client
self.index_prefix = index_prefix

def emit(self, record):
BidnpaBnse 3anuc nocy 0o Elasticsearch.
Elasticsearch aBmomamu4yHo cmBopumb iHOeKC, AKWO (020 we HeMmae.
try:
# 064ucswemo im'a 1HOeKcy 0719 NOMOYHO20 3adnucy Ha oCHOB1 nomoyHO1 Oamu
index_name = self.index_prefix + datetime.datetime.now().strftime("%Y.%m.%d")

# ®opmamyemo 3anuc no2y y cn0BHUK, npudamHuli 0118 Elasticsearch
log_entry = self.format_record_to_dict(record)

# IHOeKkcyemo OokymeHm y B10noBi0Huli yodeHHuUl 1HOeKC.
# Elasticsearch aBmomamuyHo cmBopumb 1HOeKC, AKwWo B1H He 1CHYE.
self.es_client.index(index=index_name, document=log_entry)

except (ConnectionError, ClosedPoolError) as ce:
# Jlocyemo nomunku 3'€0HAHHA abo 3akpummA nyay 6e3nocepedHbo 6 stderr,
# wob YHUKHymu pekypciti.
print(f"ERROR in ElasticsearchHandler: Could not connect to Elasticsearch or
pool is closed during log indexing. Please ensure it is running and accessible: {ce}",
file=sys.stderr)
except AuthenticationException as ae:
print(f"ERROR in ElasticsearchHandler: Authentication failed for Elasticsearch
during log indexing. Check your username and password: {ae}", file=sys.stderr)
except TransportError as te:
# 06pobka nomunok, noB'azaHux 3 mpaHcnhopmom Elasticsearch (Hanpuknad, nomunaku
1HOekcayit)



print(f"ERROR in ElasticsearchHandler: Elasticsearch transport error during
log indexing: {te.info}", file=sys.stderr)
except Exception as e:
# 3aeanvHa obpobka HenepedbayeHUX NOMUSOK
print(f"ERROR in ElasticsearchHandler: An unexpected error occurred while
sending log to Elasticsearch: {e}", file=sys.stderr)
finally:
self.handling_error = False # Ckudaemo npanopeus nicnasa 3aBepueHHA 0bpobKu

def format_record_to_dict(self, record):
MepemBopwe 06 'ekm LogRecord Ha cnoBHuk, Akuli 6yde iHOekcyBamucs 6 Elasticsearch.
Bkawyae cmaHOapmHl ampubymu sno2y ma 1Hopmauyiw npo BuHAMKU.
# BukopucmoByemo cmaHOapmHul ¢opmamep obpobHUKa
message = self.format(record)
exc_info_text = None
if record.exc_info:
exc_info_text = self.formatter.formatException(record.exc_info)

log dict = {
# BuxkopucmoByemo ISO-¢opmam Ona Oamu, wo € cmaHOapmHom 0nAa Elasticsearch
"@timestamp": datetime.datetime.fromtimestamp(record.created).isoformat(),
"level": record.levelname,
"logger_name": record.name,
"message": message,
"filename": record.filename,
"lineno": record.lineno,
"funcName": record.funcName,
"process_id": record.process,
"thread_id": record.thread,

}

if exc_info_text:
log _dict["exception_info"] = exc_info_text

return log _dict

# --- 4. IHlytlanizayla Elasticsearch kaieHma ma HanawmyBaHHA nozzepa ---

# IHiyianisyemo knieHm Elasticsearch 2nob6anvbHo, wob BiH 6yB8 docmynHul y ¢yHKYii
connect_neo4j

es_client = None

# HanawmoByemo nozzep dodamka.

neodj_logger = logging.getlLogger('neo4j_app_logger')

neodj logger.setlLevel(logging.DEBUG)

neodj_logger.propagate = False # BaxnubBo: Bidkawvaemo poznoBcuoxeHHA no2i6 do kopeHeBozo
nozzepa

try:
# CmBopeHHA eKk3emnnsApa kaieHma Elasticsearch
es_client = Elasticsearch(
ELASTICSEARCH_HOSTS,
# BukopucmaHHA 6a30801 aBmeHmugikayii, AKkwo B6ka3aHi im'sa kopucmyBaya ma naposb
basic_auth=(ELASTICSEARCH_USERNAME, ELASTICSEARCH_PASSWORD) if
ELASTICSEARCH_USERNAME else None,
)
# MepeBipka 3'edHaHHA 3 Elasticsearch. Akuyo He 60acmecAa, b6yde BukuHymo BUHAMOK.
es_client.info()
neod4j_logger.info("Successfully connected to Elasticsearch.")
# CmBopweMO eK3emMnaap HAuo20 KACMOMHO20 0bpobHuka Elasticsearch
es_handler = ElasticsearchHandler(es_client, LOG_INDEX_PREFIX)



es_handler.setlLevel(logging.INFO) # 06pobHuk 6yde BidnpaBaamu 6 ES minsxku INFO 1 Buue

# Q©opmamyemo noBidomneHHA, fAKe byde BidnpabneHo 68 Elasticsearch (minbku came
noBidomneHHA)

formatter = logging.Formatter('%(message)s’)

es_handler.setFormatter(formatter) # le BcmaHoBawe self.formatter 6 o0bpobHUKY

# flodaemo Hau 06pobHUK 00 sozeepa

neod4j_logger.addHandler(es_handler)

# --- 5. JloeyBaHHa mecmoBux noBidomneHb (0n4 nepeBipku) ---

neo4j_logger.debug("This is a DEBUG message. It will NOT be sent to Elasticsearch
because handler level is INFO.")

neod4j_logger.info("Application started. Connecting to Neo4j.")

neod4j_logger.warning("Neo4j connection parameters are hardcoded.")

except ConnectionError as e:
# Akwo He B0asnocAa nidkawvumucA 00 ES, sn02yemo Kpumu4vHy nomusky ma 3aBepuyemo npoz2pamy.
# BukopucmoByemo print, ockineku snozzep we He noBHicmw HansawmoBaHul 0Ona ES.
print(f"CRITICAL ERROR: Failed to connect to Elasticsearch. Please ensure it's running
and accessible: {e}", file=sys.stderr)
sys.exit(1) # 3aBepwumu npoecpamy, AKuWo nioKkawveHHA 0o ES He npauywe
except AuthenticationException as e:
print(f"CRITICAL ERROR: Authentication failed for Elasticsearch. Check your
username/password: {e}", file=sys.stderr)
sys.exit(1)
except Exception as e:
print(f"CRITICAL ERROR: An unexpected error occurred during Elasticsearch client
initialization: {e}", file=sys.stderr)
sys.exit(1)

# --- 6. OyHKyia 0n8 nidkaw4veHHA 0o Neodj ma BuKOHAHHA 3anumy ---
def connect_neo4j():
global driver # BukopucmoByemo znobanebHy 3MiHHY driver
driver = None # IHiylanizyemo driver ak None Ha no4yamky ¢yHKYii
try:
neod4j logger.info(f"Attempting to establish connection to Neo4j at {URI}.")
driver = neo4j.GraphDatabase.driver(URI, auth=(USERNAME, PASSWORD))

# AB6Ha nepeBipka nidKaw4yeHHA 0o Neo4j
driver.verify_connectivity()

with driver.session(database=DATABASE_NAME) as session:
neodj_logger.info(f"The connection to Neo4j opened successfully.")

# Kopuecyemo 3anum, wob noBepmamu 'item' Ona docmyny 0o record["item"]["title"]
query = "MATCH (item:Movie) RETURN item"
neo4j_logger.debug(f"Executing Cypher query: {query}")

result = session.run(query)
neod4j_logger.debug("Querying data from Neo4j completed.")

# lpoxodumo no pe3ynemamax ma s02YeEmMo 3a20106ku PinemiB
for record in result:
try:
movie_title = record["item"].get("title", "N/A (Title Missing)")
print(f"Movie title: {movie_title}")
neo4j_logger.info(f"Processed movie: {movie_title}")
except KeyError as ke:
# Jlocyemo nonepedxeHHA, AKwo o4ikyBaHe nosne BidcymHe B 3anuci
neo4j_logger.warning(f"KeyError: Missing expected 'title' key in movie
record. {ke}. Record data: {record.data()}", exc_info=False)
except Exception as inner_e:



# Jlocyemo 1HWi HenepedbayeHl nomusaku nid 4yac obpobku 3anucy
neo4j_logger.error(f"An unexpected error occurred while processing a
movie record: {inner_e}", exc_info=True)

except neodj.exceptions.ServiceUnavailable as e:
# Jlocyemo nomunku, koau Neod4j He 3anyweHuli abo HedocmynHul
neo4j_logger.error(f"Neo4j connection failed: Service is unavailable. Please
ensure Neo4j is running at {URI}. {e}", exc_info=True)
except neodj.exceptions.AuthError as e:
# Jlocyemo nomunku aBmeHmupikayii Neo4j
neodj_logger.error(f"Neo4j authentication failed: Incorrect credentials for
{USERNAME}. {e}", exc_info=True)
except neo4dj.exceptions.ClientError as ce:
# Jlocyemo nomunku Cypher-3anumy (CUHMAKCUC, CEeMAHmMuKa)
neo4j_logger.error(f"Neod4j client error during query execution: {ce}",
exc_info=True)
except Exception as e:
# Jlocyemo 6ydb-aki 1HW1 HenepedbayeHl BuHAmMKU
neo4j logger.critical(f"An unhandled critical exception occurred during Neo4j
operation: {e}", exc_info=True)

finally:
# 3a6x0u 3akpuBaemo OpaliBep Neodj, saxkwo BiH 6yB8 iHiyianizoBaHuli
if driver:
driver.close()
neo4j_logger.info(f"The connection to Neo4j closed successfully.")
if __name__ == "__main__":

connect_neodj()



