JlaGopaTopHna po6ora Ne 4. [TomykoBi CYB/I: Elasticsearch

META POBOTM: orpumaTu HaBUYKH pOOOTH 3 MOIIYKOBUMH Oa3aMu TaHHX.

IHOCTAHOBKA 3AJTAUI

BuxopuctoBytoun onnaitH iHcrancu Elasicsearch BukonHatu 0a30Bi 3amute 3i

CTBOPCHHA in[eKcy, A0oAaBaHHA Ta IIOIIYKY Ta BUJAAJICHHA JaHUX.

HHOPAJOK BUKOHAHHA

1. 3apeectpyBatucs Ha caiiti Elasticsearch 3a mocumannsm https://cloud.elastic.co/
Ui OTPUMAaHHS OHJAWH-IOCTymy 10 ek3eMiuisipa Elasticsearch, sxuii po3ropHyTo B
XxMapi (peecTpariisi Ta BUKOPUCTaHHsS Oe3KOITOBHI B Mexax Trial mepiomy, pekBi3HTIB

KApTKU HE BUMAraeTbes).

2. Ilicns peectparii oopatu nyHk Elastic for Observability:
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2% cloud.elastic.co/deployments/create
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Hosted deployments Create

-

Since version 8.16, hosted deployments ofter lighter and solution-based navigations, called solution views
Admins of this deployment can change the solution view from space setlings later.

Elasticsearch
Build search & vector database applications

Build. APIs to create search experiences,
easily

Search. Scalable hybrid and vector
database to find relevant results, fast

Explore. Search, explore and create visual
analysis

Al-ML. Complete ML tools to power
insights, investigation and Al apps

Next

Elastic for Observability

Monitor the health of your applications

INCLUDES ELASTICSEARCH

Logs. Search and analyze log data, at
scale

AlOps. ML-powered log spike and pattern
analysis, change and anomaly detection

SLO. Measure and monitor service-level
objectives and error budgets over time

APM. Traces, logs, metrics, service maps,
dependencies, and correlation analysis

Synthetics monitoring. Git-ops based
simulated end user interactions to identify
and resolve issues on your web-based

applications
Next )/

Elastic for Security
Detect threats and protect your systems

INCLUDES ELASTICSEARCH

Logs. Collect, search, and analyze
security logs

SIEM. Detect, investigate, and respond to
evolving threats

Endpoint Security. Protect your hosts
against malware, ransomware, and other
threats with Elastic Agent and Defend

Cloud Protection. Assess your cloud
posture and protect your workloads from
attacks

Next

3. Ha manemni, mo 3room BigKpueThes, o0patu Serverless BapiaHT:


https://cloud.elastic.co/

8; .
2* elastic

{l Elastic for Observability

Which deployment type would you like?

You can deploy another type later, if needed.

== Elastic Cloud Serverless

Fully managed, autoscaling servers — for operational simplicity.

~" Mo server, node, or shard management required
+  Automated scaling, upgrades, and cluster operation

~* Pay only for compute, storage, and features used

Elastic Cloud Hosted

Dedicated servers you manage — for maximum control.
+/ Caonfigure server, node, and shard resources
+  Manual sizing and upgrades

« Pay flat rate for provisioned resources

Continue Learn more &

4. Ilicna mporo BiIKpHUETHCS HaBIrariiHa maHelb, B sAKii Tpeba obpatu Developer
Tools. Ilepen Bamu 3’4BisIThCS 2 MaHeN1: JIiBa IpU3HAaYeHa JJisl BBOJY KOMaH/I, B MpaBiil
BU Oynere OauuTH pe3ysabTaT BUKOHAHHS 3alUTIB 10 0a3H JTaHUX.

= ) . My Observability proj... *~ Developer tools Q ©® Givefeedback ]  g§ AlAssistant (YL
‘| Observability Console Search Profiler Grok Debugger Painless Lab eeta
Overview Shell Histery Config T Exportrequests & Import requests ®
Discover 12
13 # Add a document to my-1index
Dashboards 14 POST /my-index/_doc ' Enter a new request
Alerts 1: { 4 . " When you run a request in the input panel, you will
1 "id": "park_rocky-mountain”,
Cases 17 “title D “Rocky ;ountain” — see the output response here.
SLOs 18 “description”: "Bisected north to I

south by the Continental Divide,

Al Asststant this portion of the Rockies has Want to learn more? .
79 Add data eccsystemf I\-‘a r’y]:.ng frgm over ‘155 Read the Console docs
<[> Developer tools Clear this input

&3 Project settings < Variables

5. BukopuCTOBYHTE JIIBY MMaHEIb JUIsl HACTYITHUX 3aIUTIB.



5.1. BusHauenHsi mamiHry (CTPYKTYypH I1HAEKCY/KOJEKIii) ayis 0a3u JaHux 3
bimpMamu. KimbKiCTh MOJIB 32 OaXKaHHSIM MOKHA 3MEHIIUTH (B LIbOMY BHUIAAKY
TakoX Tpeba Oy/ie MIKOPETryBaTh 3alUTH Ha TOaBaHHS JaHUX).

PUT /movies_data

{
"mappings": {

"properties”: {
"movie_id":
"title":
"description":
"director_name":
"actors_names":
"genres":
"release_year":
"rating":
"keywords":

"type": "keyword" },
"type": "text" },
"type": "text" },
"type": "keyword" },
"type": "text" },
"type": "keyword" },
"type": "integer" 1},
"type": "float" },
"type": "text" }
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= s Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab  seta

Shell  History Config Click to send request % Exportrequests .+ Importreguests @

25 [PUT /movies_data > 1 i

26 |4 2 ‘acknowledged” : true,

27 "mappings”: { 3 ‘shards_acknowledged”: true,

28 "properties”: { 4 'index": "movies_data"

29 "movie_id": { "type": "keyword" }, ..} 5 ¥

38 “Extlets 4 “type”: “text® },

31 "description”: { "type": "text" },

32 ‘director_name": { "type": "keyword" },

33 "actors_names” : { "type": "text" },

34 "genres”: { "type": "keyword" }, I

35 ‘release_year™: { "type": "integer" },

36 ‘rating”: { "type”: "float" },

37 "keywords" : { "type": "text" }

38 }

39 }

48 |}
Clear this input Clear this output m 470 ms
<> Variables

5.2. JlonaBaHHS JOKYMEHTY J0 1HACKCY:

POST /movies_data/_doc
{

"movie_id": "1",

"title": "The Matrix",

"description": "Young hacker Neo learns that the world he lives
in is a simulation created by machines...",

"director_name": "Lana Wachowski",

"actors _names": ["Keanu Reeves", "Laurence Fishburne", "Carrie-
Anne Moss"],

"genres": ["Science Fiction", "Action"],

"release_year": 1999,



"rating": 8.7,
"keywords": ["hacker", "simulation", "virtual reality"]

}

CrmpoOyiite nomatu me 2-3 (imbMHU, AOTPUMYIOYHCH TakKoi XK CTPYKTYpH.
3HaueHHs I TOJIB MOXHA 3a/JaBaTH 1 KUPUIULEK (B LIbOMY BHUINAIKY Yy
MOIIYKOBHX 3aIUTaX TaK0X Tpeda Oyie BUKOPUCTOBYBATH KUPHIIHLIKO).

5.3. BukoHnaTu nexijabKa MONTYKOBUX 3alUTIB:

5.3.1. 3naiit Qinpmu, B ommci SKuX € ciaoBa "computer” ado "hacker":

GET /movies_data/_search

{
"query": {
"match": {
"description": "computer hacker"
by
by
¥

5.3.2. 3naittu ineMu, B Ha3Bi AKUX € TouHa (hpa3a "The Matrix"

GET /movies_data/_search

{
"query": {
"match_phrase": {
"title": "The Matrix"
}
}
}

5.3.3. 3HaiiTi G1IbMHU 32 OITUCOM, SIKMH MICTUTh CHHTAKCUYH1 TTOMUJIKHU:

GET /movies_data/_search

{
"query": {
"match": {
"description": {
"query": "komputer haker", // 3amicTb "computer hacker"
"fuzziness": "AUTO"
}
}
}
}

5.3.4. 3naiitu Qinbmu, xxanp sikux B TouHocTi "Science Fiction"
GET /movies_data/_ search

{
"query": {
"term": {
"genres": "Science Fiction"
}
}

}



CnpoOyBatu CcaMOCTIHHO HamucaTd 1€ 2-3  TOUIYKOBUX 3aIlUTH.
Hanpuknaz, 3HalTé G1IbMU, B SIKMX 3HIMABCS MEBHUI aKTOP.

5.4. Bunmanutu 1Ha€EKC:
DELETE /movies_data

6. Odopmutu 3BIT, B IKOMYy HaBECTU CKPIHILIOTH, IO JEMOHCTPYIOTh BUKOHAHHS
3aBjaHb. JlogaTu 10 3BITY BIANOBIAI HA KOHTPOJIbHI 3alTUTAHHS.

KOHTPOJIBHI 3AITMTAHHA

1. o sixkoro tumy NoSQL CVYBJI Bimnocuthcsi Elasticsearch? Axi me CYB]] 3
LBOT0 KJacy € MOMYJSIPHUMHU Ha MOTOYHUNA MOMEHT? APryMEHTYHTE CBOIO BIAINOBIiJb,
MPUKPINUBILIN TOCWIAHHS Ha BIANOBIAHI PEUTHUHTH.

2. Sx1 cuenapii Bukopuctanns noumykosux CYB/] Bu 3Haere?

3. [ix sikuii TUI 3aTTUTIB B MEPITy Yepry ontrumizoBani nomrykosi CYB/]?

4.V axomy Burisiai 30epirae gani CYBJ] Elasticsearch?

5. Yu miarpumye Elasticsearch mexani3m perunikaiiii Ta mapaaary?



