JIABOPATOPHA POBOTA 6

Tema: be3rieka pecypciB Mepexi
Merta: [ocmigKeHHs1 6e3eKu By3/IiB B Mepexki 3a J0TTOMOT0l0 nmap

INTPAKTUYHA YACTHUHA

Nmap (“Network Mapper”) ue yTwWiaiTa 3 BiJKDUTUM KOAOM [Jisi
JOC/i/KeHHsT MepeXi Ta mepeBipku Oesneku BysmiB. Ii 6yno pospobieHo ns
LIBU/JIKOTO CKaHYBaHHSl BeJIMKUX MepeK, ajle BOHAa MO)Ke 3aCTOCOBYBaTHUCh i [/Is
OJIMHUYHUX LIiJIeN.

Nmap BukopuctoBye HeoOpobseni IP makeT y opuriHanbHul criocib, asis
BHU3HAUeHHS 5IKi BY3/M (XOCTH) JOCTYIHI Y Mepexi, IKi cepBicy (Ha3Ba J0JaTKy Ta
BepCisi) BOHU BUKOPUCTOBYHOTh, 5IKi omnepariiiiHi cructemu (tTun Ta Bepcii OC) BoHH
BUKOPHCTOBYIOTb, 5IKi THIIH MakeTHUX GilbTpiB/6paHAMayepiB BUKOPUCTOBYIOThCS
Ta IHII XapaKTepUCTHUKW. 3a3Bhuali INmap BUKOPHUCTOBYETHCS [Ji MEPEeBipKU
Ge3reku, asie BOHA TaKOXX MOXKe OyTH KOPHCHOO /IS 3BUYaMHUX 3a/lay, TaKUX SIK
KOHTPOJIFOBAaHHS CTPYKTYPU MepexKi, KepyBaHHsS PO3K/aJOM 3aIlyCKy CepBiCiB Ta
00K yacy poboTu By3/y (xocTy) abo cepsicy.

1. [Ins1 BU3HAUeHHs1 aKkTUBHUX BY3/1iB y Mepeski 0e3 ckaHyBaHHS BiIKDUTUX Y
HUX TIOPTIB NMap 3aryCcKaeTbCsd 3 HACTyIHUMU IapameTpamu (TpUKaaf [Jis
Mepexi 192.168.1.0/24)

nmap -sn 192.168.1.0/24
BianoBigs hopMy€eThCs TI/IbKY 3 JOCTYITHUX BY3J1iB:

Nmap n report for _gateway (192.168.0.1)
Host is up (©.0067s latency).

Nmap n report for 192.168.0.100
Host is up (©.879s latency).

Nmap n report for 192.168.0.101
Host is up (0.877s latency).

Nmap n report for 192.168.08.105
Host is up (©.016s latency).

Nmap n report for 192.168.0.106
Host is up (©.0077s latency).

Nmap report for 192.168.0.107
Host i p (0.0077s latency).

Nmap n report for 192.168.0.109
Host is up (©.0077s latency).

Nmap n report for 192.168.08.110
Host is up (©.811s latency).

Nmap done: 255 IP addr (8




2. 1719 TieBHOTO BYy3/la MOXXKHA BU3HAUUTH TUI OrepaljiiHOI CUCTeMHu, [/Is
YOro BUKOPUCTOBYETHCS KJTHOU -A:

nmap -A 192.168.0.110

BianoBige Mo)ke MiCTUTH SIK Ha3BYy OMepaLliiHOiI CUCTeMH, Ii Bepcito, Tak i
CTaH Ta JOCTYMHICTh CrieliudiuHuX /15 Hel TIOPTiB:

Nmap scan report for 192.168.0.110

Host is up (0.015s latency).

Not shown: 994 filtered ports

PORT STATE SERVICE VERSION

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

443/tcp closed https

445/tcp open microsoft-ds Windows XP microsoft-ds

2869/tcp open http Microsoft HTTPAPI httpd 1.0 (SSDP/UPNP)
|_http-server-header: Microsoft-HTTPAPI/1.0

|_http-title: Site doesn't have a title (text/html).

5800/tcp closed vnc-http

5900/tcp closed vnc

Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:/fo:microsoft:windows_xp

Host script results:
| _clock w: mean: -1h3@m@8s, deviation: 2h®87m16s, median: -3h0OmOGs
MetBIOS name: HOME-SFQWABF53D, NetBIOS user: <unknown>, NetBIOS MAC: @8:1b:9e:4f:f4:6e (Askey Computer)
smb-os-discovery:
0S: Windows XP (Windows 2000 LAN Manager)
0S CPE: cpe:/fo:microsoft:windows_xp::-
Computer name: home-sfqwabf53d
NetBIOS computer name: HOME-SFQWABF53D\x00
Workgroup: MSHOME\x08
System time: 2021-04-19T20:40:39+03:00
smb-security-mode:
account _used: guest
authentication_level: user
challenge_response: supported
message_signing: disabled (dangerous, but default)
_smb2-time: Protocol negotiation failed (SMB2)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 63.17 seconds

3a AormoMoror 153 CKpUIITIB Nmap BHW3HAYa€ AOCTYIIHI CepBiCM Ha BY3JIi.
711 IbOTO HEOOXiJTHO CKOPUCTATHCh HACTYITHOK KOMaH/I0to0:

nmap -v -A 192.168.0.110

Iy BU3HAUeHHS 3aXUINEHOCTi By3/a abo mepexi (aepBosiom (He Tparjtoe
1ipy BUKopucTaHHi WiFi) BUKOPUCTOBY€TBCS KOMaH/ja

nmap -sA 192.168.1.110

SIkiio By30s1 3axuiljeHO (paepBOJIOM, TO MOro MOPTA MOXKHA MPOCKaHyBaTU
3a ZI0NIOMOI0r0 KOMaH 1

nmap -Pn 192.168.1.110

3. OtpumaTu TOBHY iHopMaliito Tipo iHTepdelick Ta MapIIpyTH By3J/a, Ha
SIKOMY 3aIlyCKa€eTbCsl KOMaH/a, MOXKHA 3a [JOTIOMOTO10:



nmap --iflist

************************IHTERF,{\CES************************

(SHORT) IP/MASK TYPE

(lo) 127.0.0.1/8 loopback
(lo) 1:1/128 loopback
(enpBs25) (none) /0 ethernet
(enx028037ecB200) (none)/0O ethernet
(wlol) 192.168.60.111/24 ethernet
(wlol) fe80::412c:77da:cdee:7311/64 ethernet
(docker@) 172.17.0.1/16 ethernet

**************************RDUTES**************************
'DST}M#SK DEV METRIC GATEWAY
192.168.0.0/24 wlol 600
172.17.0.0/16 docker® ©
169.254.0.08/16 wlol 1000
wlo1l 600 192.168.0.1
lo (0]
wlol 0
1o
wlol
wlol

4. CKaHyBaHHA YyCiX TMOPTIB MeBHOI'0 By3Jila MOKHA BUKOHATH 3a JOTMIOMOIOI0
HACTYITHOI KOMaHJ!

nmap -p "1-" 192.168.0.110

PE3YHBT8TCK8HYB8HHH,HaHpHKﬂaA,MOH«EBHFHHAHH{HaCTynHHNIqHHOMI

Nmap scan report for 192.168.0.110
Host is up (0.019s latency).

Mot shown: 65529 filtered ports
PORT STATE SERVICE

139/tcp open netbios-ssn

443 /tcp closed https

445/tcp open microsoft-ds
2869/tcp closed icslap

5800f/tcp closed vnc-http

5900 /tcp closed vnc

Nmap done: 1 IP address (1 host up) scanned in 135.27

[ BUA3HAUeHHs HOMepYy BepcCii BijJajieHUX CepBiCiB MOXKHa BUKOHATH
KOMaHy

nmap -sV 192.168.1.110



Nmap sc
Host is
Not sho
fPORT

1393tcp

service

Service
Nmap do

an report for 192.168.0.1160
up (0.0098s latency).
wn: 994 filtered ports
STATE SERVICE VERSION
open netbios-ssn Microsoft Windows netbios-ssn
osed https
microsoft-ds Microsoft Windows XP microsoft-ds
icslap
vnc-http
VINC
Info: 0Ss: Windows, Windows XP; CPE: cpe:jfo:microsoft:windows, cpe:/fo:microsoft:windows_xp

detection performed. Please report any incorrect results at https://nmap.org/submit/ .
ne: 1 IP address (1 host up) scanned in 11.17 seconds

3aBjaHHA

Bu3sHauTte MepexeBy KOH(QIrypaLjif0o KOMIT'I0Tepa, 3a SIKUM BUKOHYETbCS
nabopaTtopHa poboTa i 3aHeciTh 11 y 3BiT.
BuKoOHalTe CKaHyBaHHS MMiiMepexxi L[bOro KOMIT t0Tepa (MpUK/Iaj y MyHKTI
1) i vioro pe3ynbTaT 3aHECITh y 3BiT.
Ilnst TipoBefieHHsI HAaCTYMMHUX EeKCIIePUMEHTIB HeoOXiZlHO MaTH JOCTyIl [0
JIPyroro KomIr’'roTepa (3a MOro BiJCyTHOCTi, BCTAQHOBITH BipTya/ibHY
MalllMHy, iHCTa/IlOMTe Ha Hei orepaliiHy CUCTEMY Ta HaaaroAiTe i
MepekeBe 3’ €JHaHHS).
Bukonaure fii, 110 Hpe,L[CTaBJIEHO B 2-4 MyHKTaX NPaKTUYHOI YaCTWHHU, [0
obpaHoro (pyroro) Komr }0Tepa [X pesysbTaT 3aHeCIiTE y 3BIT.
BcraHoBiTH Ha Jpyrud Komm’'roTep mnakeT Wireshark — aHasmizatop
Mepe)KeBUX MaKeTiB Ta 3alycCTiTb MOro MiJi MpaBaMU PiBHS CUCTEMHOIO
aZMiHicTpatopa. 3amyCTiThb MOr0 Ha 3axOIVIEHHSl MakeTiB 3 oruiero “host
IP_address”, ge 3amicte IP_address BKaxiThb IP azipecy 1jp0ro Komm’torepy.
3a [I01OMOror HACTYITHOI KOMaHAM MPOCKaHyHTe y ApPYyroro Komm roTepa
O/IVH BiKpUTHM TIOPT (3a pe3y/bTaToM 3aBjaHHA 4) Ta 0yAb-AKHii TIOPT, 1110
y CKaHyBaHHi He OyB BU3HaueHU:

nmap -p 80 192.168.0.110
ne -p 80 — Bkas3ye, 110 ckanyeTbcsi opT 80 (http).
Bu3HauuTh K Bifi0yBa/sioCch CKaHYBaHHS: CKiIbKU i fKi TakKeTd Hajic/jaB
MepIny KOMI'I0Tep, 1 SIKi MakeTu HaJCU/IaJUCh Y BIJTOBI/b; sIKi MpamnopLi
BUKOPHCTOBYBAJ/IM KOMIT FOTepU Ha PiBHI TpaHcropTtHoro npotrokony TCP, i
1[0 BOHM 03HAuarOTh; B UOMY Pi3HULI MIXK CKaHYBaHHSM BiJJIKPUTOr'O MOPTY
Ta HeBU3HAUEHOI'O MOPTY.
Hanawrryite Wireshark Ha 3axornieHHs1 makeTiB, IK OMMMCAHO BHULLE Y I1.5.
BuKoHaliTe CKaHyBaHHS TIOPTIB KOMIT'IOTepa 3 MAaCKyBaHHSM, SKe
BUKOHYETHCSI 3 BUKODUCTaHHSIM (DIKTUBHUX BY3/iB [/ Bi/IBOJIIKAHHS Bif
peanbHOTO /pKepera CKaHyBaHHs. HaBiTb mpu BuUsiBIeHHI (akTy
CKaHYBaHHS, SIK MPaBUJ/I0, BCTAHOBUTU CUCTeMa He MO)Ke BUSIBUTHU 3 SIKOI
aZipecu Bi/I0yBa/ioCh CTIPaB)XHE CKaHyBaHHS, a sKi Oynud (QiKTUBHUMHU.
3arajJbHUNU BUTJISZ, TAKOTO 3aMUTYy:
nmap -n -Ddecoy-ip1,decoy-ip2,your-own-ip,decoy-ip3 remote-host-ip



Harnpuknaz,

nmap -p 80 -D 10.1.100.5,10.5.1.2,192.168.0.111,3.4.2.1 192.168.0.110
Bu3HauuTh SIK BiZiOyBa/sioCch CKaHYBaHHS: CKiJIbKU i sIKi MMakeTH CKaHyBaHHS
HaZIiWIITK 10 KOMIT't0Tepa, siki IP agpecu Oy y 1UX MakeTiB, sIKi MakeTH

Ha/ICWUJIaJIUCh Y BiJTOBI/b.

8. Iliarotyure Ta HajjauTe 3BiT.
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