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Digital Literacy in Medlas ¢
Social Media. y
Online Resources and Tool



Outline

1. The evolution of the Internet and social media.

2. Online tools of dialogue communication and learning.
3. The main principles of cyber safety.



’What are the 3 types of literacy about and
how are thev interconnected?

Media literacy




Cyberspace

* The term introduced by William Gibson in his book
“Neuromancer” in 1984.

A . global virtual space formed by a global computer network in
a which electronic information is stored and exchanged.




A global system of interconnected computer networks that use
the standard Internet Protocol Suite (TCP/IP). Developed in
1989-90 by Tim Berners-Lee as an information system,
accessible from any node on the network.

Internet

* consists of private, public, academic, business and government
networks of local to global scope, linked by electronic and

voptical networking technologies.
* “a collection of communities, data and

technologies”.
* has no geographic, national borders.
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New media: opportunities and threats

* What do you consider as the biggest challenge and, on the
other hand, the best opportunity offered to you by the new
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Impact of the Internet

The expanse of free access to the Internet is regarded as:
* a condition of economic growth;

* a tool for implementing reforms
(electronic registers, petitions etc.);

 providing access to information;
* developing mass media;
* facilitating civil society.

The access to the Internet allows communication, shopping,
recreation, following the news and using a profusion of electronic
services and major social networks.

[Source: Moroz V. Online and social media in Ukraine 2016-2017. Ukrainian Medialandscape 2017.
P. 36]
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A typical day on the internet

Over 24 hours:

207

billion emails

8.8

are sent billion videos are
watched on YouTube
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186

million photos
are shared on Google

Instagram 1 5 2

million phone calls
are made on Skype

are carried out on

\: billion searches




Evolution of Internet

What is Web 1.0? What is Web 2.0? What comes next?

* What are the features of the main stages of Internet
= development?

1970's 1980°s 1990°s 2000's 2010°s




Pre- Internet of Internet of | t of Internet of

Internet CONTENT SERVICES PEOPLE THINGS
“HUMAN . “MACHINE
TO “\WWW” “WEB 2'0” SOCIAL TO
HUMAN” MEDIA MACHINE”
* |dentification,
e Fixed & e E-mail * E-productivity * Skype tracking,
mobile * Information * E-commerce * Facebook monitoring,
telephony * Entertainment P * YouTube metering ...
* SMS * Twitter

* Semantically
structured and
shared data ...
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+ Smart + Smart + Smart + Smart + Smart
networks IT platforms Phones & Devices, Data & ambient
& services applications objects & tags context
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* Online environments and services based on interactive
| communication and interpersonal relationships, creating and
lj- sharing user-generated content. SM include:

Social media

e content sharing services (Wikipedia),
* social networking services (Facebook),
e discussion forums.

hat is the percentage of Internet users
in the world? In Ukraine?

What are the most popular social media
in the world? In Ukraine?
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Internet around the world in 2020

DIGITAL AROUND THE WORLD IN 2020

2020 THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL UNIQUE MOBILE INTERNET
POPULATION PHONE USERS USERS

7.75 5.19 4.54

BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION:

55% 67% 59%

SOURCES: POPULATION: UNITED NATIONS; LOCAL GOVERNMENT BODIES; MOBILE: GSMA INTELLIGENCE; INTERNET: ITU; GLOBAIWEBINDEX; GSMA INTELLIGENCE; LOCAL TELECOMS
REGULATORY AUTHORITIES AND GOVERNMENT BODIES; APJII; KEPIOS ANALYSIS; SOCIAL MEDIA: PLATFORMS' SELF-SERVICE ADVERTISING TOOLS; COMPANY ANNOUNCEMENTS AND
EARNINGS REPORTS; CAFEBAZAAR; KEPIOS ANALYSIS. ALL LATEST AVAILABLE DATA IN JANUARY 2020. ¢ COMPARABILITY ADVISORY: SOURCE AND BASE CHANGES

ACTIVE SOCIAL
MEDIA USERS

3.80

BILLION

PENETRATION:

49%

are, Hootsuite*

social



b Internet users in Ukraine

sl UKRAINE

Y‘ 2019 THE ESSENTIAL HEADUNE DATA YOU NEED TO UNDERSTAND MOSILE, INTERNET AND SOOAL MEDIA USE _

TOTAL MOBILE INTERNET ACTIVE SOCIAL MOBILE SOCIAL
POPULATION SUBSCRIPTIONS USERS MEDIA USERS MEDIA USERS

&

B 4390 6262 4091 1700 13.00

MILLION MILLION MILLION MILLION MILLION
URBANISATION: vs. PFOPULATION:: PENETRATION: PENERATON: PENETRATION:

69% 143% 93 % 3 9% 30%

O O O O O
SOUR GRS POPULATION. UNTED MABOMS; U 5 CENSUS BLRTAL MOBILE GEMA INTELUGENCE INTRAMET B ERNETWOSIDOUCS, (11, WORLD BANK, CAW CRID FACTBOOK, IIRCSIAI ~— : we
D CA G OVERNAENT DODES AND RIG ULA YIRY ALTISORITES, M DEASTZDWA CRGE KIFORTS IN REFUTASLE MEDHA, SOCIAL MEDAA, PLAT GRS 53 -SIRVE ADVIRTER G IOCLS, MEss \ Hootsulte are,
MELEAZES AND INVERO R EARMENGE ANNOUNCEAMEN T35 ARMS 10 CAL MIDWA SEFOET TOMASA; NI AGHALL ROSERU (AL IAESTANGLABLE DATA N JIASY 200 G soc.al




Top websites visited by Ukrainians

il ALEXA’S TOP WEBSITES

20‘9 RANKING OF WESBSITES BY THE NUMBER OF VISITOR S AND TOTAL PAGE VIEWS _

# WEBSITE TIME /DAY  PAGES / VISIT # WEBSITE TIME / DAY  PAGES / VISIT

01 GOOGLECOM O7M 425 9.54 1 ROZETKACOMUA 0&M 405 4.&
02 YOUTUBECOM 08M 475 502 2 YANDEXRU 0&6M 355 338
03 WCOOM 10M 045 4469 13 PROMUA 0&M 445 490
04 GOOGLECOMUA 06M 025 449 W UKENET 03IM 7S 188
05 BONGACAMSCOM o2M 1S 2.40 15 OKrU 04M 345 22
06 QOUUA 13M 385 1004 16 AUEXRESSCOM 12M 555 1048
o7 WKFEDWORG 04M 155 315 7 SINOPTKUA O1M 485 159
— 08 FACEBOOK.COM 09M 435 403 18 PRIVATBANKUA 04M 045 1.76
09 TEEGRAF.COMUA GIM 335 184 P GOOGIERU O5M 7S 709

h 10 MALRU O5SM 108 342 20 INSTAGRAM COM OSM 475 386




b Social media in Ukraine

ol SOCIAL MEDIA OVERVIEW

20‘9 BASED ON MONTHIY ACTIVE USERS OF THE MOST ACTIVE SOO AL MEDIA PLATFORMS -

TOTAL NUMBER ACTIVE SOQAL MEDIA TOTAL NUMBER OF ACTIVE ACTIVEMOBILE SOQAL
OF ACTIVE SOCIAL USERS AS A PERCENTAGE SOCIAL USERS ACCESSING USERS AS A PERCENTAGE
MEDIA USERS OF TOTAL POPULATION VIA MOBILE DEVICES OF THETOTAL POPULATION

17.00 39% 13.00 30%

MILLION MILLION

DA TA USLESMEDEY SOCIAL MEDIAPLATIO IS VIA MESS RELIASE. MNVESOR SARMNNGS ANNOUNCEAMIN T AND | M 52U SERVE ADVERTING 1005 AR 500K N H t 't . we
BASA MO AGHAL RO . EENCeE ALY ‘._ w su' e arei
social




/7 Social media audiences in Ukraine

ol SOCIAL MEDIA ADVERTISING AUDIENCES

20‘9 A COMPARISON OF THE TOTAL ADDR ESSABLE ADVERTISING AUDIENCE" OF SELECTED SOCALM EDIA PLATFORM S -
TOTALADVERTISING TOTAL ADVERTISING TOTAL ADVERTISING TOTAL ADVERTISING ; TOTAL ADVERTISING
AUDIENCEON FACEBOOK AUDIENCEON INSTAGRAM  AUDIENCEON TWITTER AUDIENCE ON SNAPCHAT | AUDIENCE ON LINKEDIN
IMONTHLY ACTIVE USERS)  (MONTHLY ACTIVE USERS]  (MONTHLY ACTIVE USERS)  (MONTHLY ACTIVE USERS) : (REGISTERED M EMBERS)

| PEO@P® @

4 13.00 10.00 575.0 - 2.50

MILLION MILLION THOUSAND . MILLION
FEMALE MALE FEMALE MALE FEMALE MALL FEMALE MALE FEMALE MAE
59% 41% 60%  40% 27%  73% . 47% 53%

kw]"-ﬁ we
’ ppa— " 4 . - - *

SOURCE: CACH ILATTO M AETRVE ACVERRENG WO UAVUAR 2% "NOT NOURS REFRIENT ADCRESSAIE ADVETENGALDENCES OnL AND MAY NOTREN Ol are
‘ ° MOV CLEZRS OF NENBER DA AVISORE NCURSTOR LNCDMN RIFREINT GEER MENSEES SO MENOTORCLYCOMNANE Y OIS TCR O LATOM \ HOOtSUlte »
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Effective online search of information

. Vary your search engine: use several, as they have different

strengths (Bing, Yahoo).
. Use specific keywords: be as specific as you can l # I

in your wording.

. Simplify your search terms: strip out unnecessary stop words,

avoid suffixes, don’t use long phrases or sentences.

. Use synonyms: if your search brings no results, try to

paraphrase.

. Use quotation marks: this narrows searches down to particular

words and phrases.
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{6. Remove unhelpful words: remove confusing or misdirecting
\ terms with the - (minus) operator.

7. Hashtags help: put a hashtag before the key word. l # I
8. Don’t leave gaps: put no gap between the words in a
collocation: #britishroyalfamily

Effective online search of information

NI

. pM9. Refine your search settings: use operators to search specific
Vf | sites, related sites, and particular combinations of terms.

‘ 10. Avoid search pitfalls: the Internet is a selling tool as well as a

‘ fantastic resource.




Digital learning

* Education using electronic tools and online services, e.g.
interactive software.

Whaddya mean all my s
facts are wrong?!?
everyth




g Why use the Internet in EFL learning?

Particularly important factors:
A . abundance of authentic material (texts, audio, videos, etc.)

* information on many topics (encyclopaedias, dictionaries,
articles, books, manuals, etc.),

° tools and possibilities for communication (messengers, social
networks videoconferencing services),

e platforms allow sharing of ideas and knowledge (virtual learning
environment).




“Digital divide”

* The discrepancy in opportunities available to those people who
have and do not have access to modern information technology;

" /-° Digital divide is one of the biggest dangers to the consolidation of
a harmonic development of the information society.

SHENEM AN sttt

 DISTANCE LEARNING
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g Benefits of technology use in EFL learning

{1. Provides interaction and communicative activities for specific
professional or academic environments.

A 2. Fosters understanding of the socio-cultural aspects of the
language practised in various fields and professions.

3. Provides comprehensible field-specific input and facilitates
student production.

vﬁf N4 Provides sheltering strategies for language development and
4 content-specific understanding (modelling, bridging to students’
‘ background experiences, contextualising).

-\
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P B anefits of technology use in EFL learning

5. Uses task-based and inquiry-based strategies reflective of
tasks in discipline-specific settings and situations.

1 6. Uses authentic materials from specific disciplines and
occupations.

7. Supplies authentic audiences, interlocutors and outside
experts in specific fields.

V 8. Supports cognitive abilities and critical thinking skills required
4 ~in the disciplines.
‘ 9. Uses collaborative learning.

R 4
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" Benefits of technology use in EFL learning

{10. Facilitates focused practice for the development of reading,
_ writing, listening, and speaking skills.

11. Is student-centered and addresses specific needs of students.

NI

12. Uses multiple modalities to support different learning styles.

13. Meets affective needs of students: motivation, self-esteem,
Nand autonomy.

W V" 14. Provides appropriate feedback and assessment of content
‘ knowledge and English skills.

[Source: Butler-Pascoe, M. E. (2009) English for Specific Purposes (ESP), Innovation,
‘ and Technology. English Education and ESP: 2—-3]




Distance learning platforms

* Virtual learning environments give the freedom to spend time
~ \ learning a subject and automating some of the teaching
i processes.

* Well-developed platforms with integrated LMS (Learning
b “ management system), and membership capabilities help to
V, create, organize, and master your course content efficiently.

7
‘ * The best online eLearning platforms: Thinkific, Teachable,
‘ Learnworlds, Kajabi, LearnDash, Podia, Ruzuku, Moodle.



Thoodle

http://moodle.znu.edu.ua/

®avin [paeka Bua XypHan 3aKknaakn MHCTpymeHTbl  Cnpaeka
M O d u I e 1 Cucrema enexTpoHHoro safesne...
S- @ moodle.znu.edu.ua ¢l B ~ Google Pl A =
Object-
Orie nted Cucrtema enekTpoHHoro 3abesnevyeHHs HaB4YaHHA 3HY
. Marepianu ronosHoi = o5 Kanengap o]
Dy n a m I C %3 HosuHu cairy e gk « TpasHA 2014 [
@ HopmaTtueHa Basa CE3H Ha Mu Br Cp Yr Mr C6 =

Pozpninu kypcie

Learning

v 3ropHyTH BCE M 12 13 14 15 16 17
FonoeHa . 18 19 20 2 22 23 2
. = : » Pi3He o : g
Environment ik
% eeaia ~ dakyneTeTu, Kadeapu
> Kypcu
» Bionoriynun chakyneteTt Kopuctysavi Ha canti  [3)
. . (OCTaHHI § XBUNUH)
Har U - » EKoHOMIYHMI chakynbTeT B Luseuys i
~ TonoBHa CTOpiHKa » YKypHanicTukn chakynbTteT @) O”eKEZ“M“epOJZ: LB
# BKNHOMUTU PEAANYBAHHA AHal:I'lDHiHOSMNI 4
¥ HanawrtysaHHa » lHo3emHOT chinonorii hakynbTeT -
napameTpie p
b Kopuctysasi > lcTopnuHui chakyneTeT -

Y oinstpu - i



http://moodle.znu.edu.ua/
http://moodle.znu.edu.ua/
http://moodle.znu.edu.ua/

Moodle opportunities

Resources: Activities:
iR . URL; e Glossary; * External Tool;
"/ * Web-Page; * Assignment; * Choice;
| * Book; * Lesson; * Feedback;
, * Label; * Quiz, * Survey;

r * Folder; * Workshop;  Forum;
e File. e Database; e Chat;
e Wiki; * BigBlueButton.

-



Distance learning platforms

* Online learning platforms connect teachers to students to
educate from the comfort of their own home.

* With social distancing becoming the norm, there are plenty of
ways to educate from home.

* Best online learning platforms: Skillshare, LinkedIn Learning,
',’ Udemy, Coursera, Prometheus, edX, EdEra.
“ * Massive Open Online Courses (MOOCs).




MOOCs

MOO

MASSIVE OPEN ONLINE COURSE

There may be Anyone, Coursework MOOQOC:s are

100,000+ anywhere is delivered very similar
students in a can register entirely over to most online
MOOC. for these the Internet. college courses.

courses.
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* Messengers — for sharing messages/materials, audio/video calls
lj- (Viber, Telegram, WhatsApp)

* Video conferencing tools — tools for holding webinars and other
online events (remote learning or teaching from home).

Online communication tools

e Zoom, Google Meet, BigBlueButton, Cisco Webex Meetings, Skype,
‘I\/Iicrosoft Teams, GoToMeeting, ClickMeeting, UberConference,

FreeConference.
BROS zoom a * Q
‘ Google Meet




% Key issues that can harm Internet users

1. Social media addiction.

2. Grooming (communicating with strangers), Internet abuse.
3. Threats, stalking (cyberbullying)

4. Fraud, thefts, virtual financial traps.

. Sexting.
5. Cybercrime.




What is cybercrime?

* the use of a computer as an instrument to further illegal
ends [https://www.britannica.com/topic/cybercrime]

% n e criminal activity or a crime that involves the Internet, a
I computer system, or computer technology

[http://www.dictionary.com/browse/cybercrime]




Cyber attacks

Forms of cyber attack:

* social media extortion (perpetrators make fake accounts, and
//- demand money for their deletion),

* phishing (retrieving someone's personal information and using
it to harm them),

* malware created to infect systems,

vbusmess espionage,
* unethical hacking,

* |ottery frauds,
* movie/music piracy, etc.




General Internet safety

e careful about what you put on the web. Never reveal your
ersonal information, or give away your passwords.

eep track of who you interact with on the Internet.

//-E

-+ Don't open any links in emails or chat rooms that look suspicious or
- unfamiliar.

, o - How To Avoid Common Internet Security Mistakes
”‘\OW that privacy is just an illusion. — -
I y & Anti-Malware Only Shopon~

ways log off the computer. AR, Secured Websites
A Use A Firewall 6% A

Use AVPN or

" Password Management Use Email Best Practices

* Personally Protect

f’ > Your Personal Information
~

-




The golden rule of online safety

WHEN IN DOUBT, DON'T

BENJAMIN FRANKLIN




Thank you for attention!

N
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‘
e Based on materials developed by IREX, Academy of Ukrainian Press (AUP) and
StopFake.




